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YOUTH 
CVE AND 
CAMPAIGNING
TOOLKIT
This CVE & Campaigning Toolkit is dedicated 
to improving the understanding of front-line
practitioners, activists and professionals working 
in the !eld of youth-facing counter-violent
extremism (CVE) e"orts.

It acts as a simple guide to the !eld, starting 
with de!nitions and theory surrounding CVE,
providing some tips for identifying and countering 
extremism amongst youth, and o"ering 
a step-by-step project-development process 
that CVE practitioners can deploy in their 
communities.

While comprehensive, this guide is not meant 
to be deployed alone, and so we recommend
utilising the full breadth of readings, tools, 
case studies and resources we o"er throughout
the toolkit.

It is important to remember that the !eld 
of CVE is constantly evolving, and we hope 
that this guide will be a useful addition 
to the arsenal of practitioners, bringing 
together some of the best practices available 
to date.

1.1
DEFINITION 
OF VIOLENT 
EXTREMISM
There is no international legal de!nition of violent 
extremism, and diverse working de!nitions can depend 
from country to country. This happens because de!ning 
violent extremism faces serious di#culties in the search 
for a unique semantic meaning, by academics and 
policymakers. This struggle can be justi!ed by two 
factors: one is the recent application of the concept to 
refer to the foundations of terrorism, which itself implies 
little academic consensus, and the second is because 
both extremism and violence are complex phenomena 
that can contain di"erent meanings, depending on 
geopolitical context and historical timeframes.

Extremism is a relational concept, meaning that some-
thing is considered extreme, or not, compared to a 
benchmark it is being compared to. The de!nitional 
argument surrounding the term is ongoing and a 
consensus has yet to be reached because ‘radicalism’, 
‘terrorism’, and ‘extremism’ (or ‘radical’, ‘terrorist’ and 
‘extremist’) are often used interchangeably, obfuscating 
the di"erences between them.

The lack of consensus is even more evident when it 
comes to the de!nition of “violent extremism” (VE), 
which is seldom de!ned, despite its popular usage. For 
example, USAID de!nes VE loosely as “advocating, 
engaging in, preparing, or otherwise supporting 
ideologically motivated or justi!ed violence to further 
social, economic or political objectives”.
Separating the terms allows for a more nuanced de!ni-
tion, which seems to be often preferred. Schmid’s o"ers 

an extensive de!nition:
“In the context of democratic societies, [extremism is] a 
form of political expression (usually on the far left or the far 
right of the political spectrum) that is not acceptable to the 
more moderate mainstream of political life. Extremist 
groups and parties tend to be anti-constitutional, 
anti-democratic, anti-pluralistic, fanatical, intolerant, 
noncompromising, single-minded, authoritarian and 
adhering to an ends-justify-means philosophy, wanting to 
realise their goals by any means, including the use of politi-
cal violence against opponents. Extremists on the political 
left or right and those of a religiousfundamentalist orienta-
tion favour violence over persuasion, uniformity over 
diversity, unity over pluralism and orders over dialogue.”

When referring to radicalisation leading to violent 
extremism, similarly, it is di#cult to ascertain an exact 
de!nition. Firstly, there is a need to demystify two popu-
lar conceptions of radicalisation: one is the meaning that 
the term acquires when someone is labelled as a radical 
in his or her ideas, such as an in activism, which is not 
inherently bad - the term is not properly related to 
violent extremism. Another meaning occurs when 
people tend to refer to speci!c, related criminal 
phenomena; for instance, people tend to relate violent 
extremism with violence done by facets of organised 
crime, such as the ma!a.

Because of this separation, an extremist is not necessari-
ly a criminal, and vice versa. Violent extremism is always 
ideologically, politically or religiously motivated and 
organised crime is always criminally motivated. While 
radicalisation to violent extremism and recruitment to 
an organised crime group may have overlapping 
features, similarities, draw upon the same vulnerabilities 
and both lead to violent outcomes, they should there-
fore be seen as distinct but related processes.

Several de!nitions seem to agree on the thesis that 
radicalisation leading to violent extremism cannot be 
de!ned as an isolated action, but, instead, as a complex 
and nonlinear psycho-social process composed of 
stages that tends to escalate in intensity. In this sense, 
this process can culminate in violent acts, but does not 
have to necessarily, when an individual may harbour or 
advocate for extremist ideas, but never use or justify 
violence as a means to achieve them.

For this purpose, it is common to divide the social 
process of radicalisation into two distinct types of 
radicalisation that can intertwine: cognitive radicalisa-
tion and violent radicalisation (Neumann, 2013)1.

The !rst is de!ned as a process of developing extremist 
ideas that are opposite to the values of the society in 
which it is inserted. The individual intends to replace 
society’s moral values framework with a model adapted 
to their new convictions - rethinking doctrines and 
reconverting them into an ideology that threatens both 
the rule of law as well as fundamental principles of 
human rights - but this intention does not materialise 
into violent acts.

When this individual starts to use violence to claim his 
ideology, then we say that they are going through - or 
have passed through - a process of violent radicalisation, 
the second type.
This type distinguishes itself from the !rst at the point at 
which violence becomes a desired or legitimate means 
to an ideological end.

Violence, on the other hand, is de!ned as “any observa-
ble interaction in the course of which persons or objects 
are seized or damaged in spite of resistance” by 
renowned author on revolution, Charles Tilly (1978)2. 
Although the adjective is meant to describe a distinct 
feature of one particular kind of extremism, Schmid 
holds that the distinction between violent and non-vio-
lent extremism is illusory: “non-violent and violent 

extremism are”, he concludes, “two sides of the same 
coin.”
Indeed, so-called non-violent extremists may pursue the 
implementation of extremist ideologies through non-vi-
olent means if it is strategically sensible, yet be willing to 
resort to violent tactics if such a shift is considered 
adequate, convenient or necessary. In other words, the 
distinction between violent and not-violent extremism 
rests on a di"erent, current understanding of the value 
of violence as a tactical choice to reach the same goal, 
but where this current understanding could change. It 
must be made clear that this is qualitatively di"erent 
from actual non-violence in the Ghandian sense, which 
may be termed radical, but not extreme.

1.2
THE PROCESS 
OF SOCIAL 
RADICALIZATION
1.2.1 Push & Pull Factors
Before explaining the social process of radicalisation, we 
must ask ourselves about which set of factors can lead to 
an individual being radicalised, potentially to the point 
of doing violence. It’s important to remember, however, 
that while these factors may trigger or contribute to this 
process, each individual will exist in their own unique 
context. Two people may therefore share more or less 
the same traits, history and community and one may be
radicalised and not the other.

It is common to divide these factors into internal (‘pull’) 
and external (‘push’) factors. Pull factors are cognitive, 
psychological processes that draw an individual towards 
an organisation, individual or ideology. They are motiva-
tors as to why an individual would
choose this path over an alternative one. These could 
include a need for belonging, !nancial incentive, a 
desire to help one’s community or rectify grievances, 

resonating with similar cultures, seeking authority 
!gures or like minded people.
Push factors are the environmental conditions that 
enable pull factors to be e"ective. They are literally what 
pushes an individual towards extremism. These could 
include lacking socio-economic status, coming from a 
marginalised community, experiencing discrimination, 
existing in a country with poor governance, corruption 
or other government failures. Push and pull factors 
interact, and together lead to an individual being 
radicalised. For example, someone who has experienced 
discrimination and marginalisation by their host 
community may feel drawn towards an organisation 
that can provide an explanation and a means to rectify 
that feeling of vili!cation. It has been shown that those 
individuals that are in a situation of alienation and social 
isolation are more vulnerable to these push
and pull factors (Saltman, 2015)3.

1.2.2 The Process
It is generally agreed that radicalization is a gradual 
process, involving “actions of some kind associated with 
other actions and reactions, often expressed in some 
sort of reciprocal relationship”, as stressed by Taylor and 
Horgan (2006)4. 

Although political a#liations, religious beliefs, and 
socioeconomic factors seem to play a role, critical 
research by Sageman (2004)5 showed the importance of 
group relations, given that an overwhelming majority of 
radicalised individuals were found to have been initially 
involved in extremist activities through already existing 
social ties, either to friends or family members. Trust and 
loyalty towards groups of peer and kin thus seem to be 
essential springboards towards the radicalisation path.
People use groups as “moral anchors,” meaning that they 
rely on the group’s norms to tune their inner moral 
compass, and the individual’s expression of social identi-
ties becomes a re$ection of the group’s internal norms 
as says Ellemers (2015)6. In the case of groups bound by 
extremist ideologies, once the individual has strongly 

identi!ed with the group and its values to a degree that
approaches or reaches “identity fusion”, the individual’s 
behaviors increasingly re$ect those of the members of 
the group to which they now belong.

As they drift increasingly away from the mainstream of 
society, such small, tight-knit groups form a “micro-cul-
ture” of particular values and behaviors, which enables 
the rejection of previously held moral values and a 
process of disinhibition and “moral disengagement” as 
enhanced by Bandura (2016)7.

Understanding of the process of radicalization has 
shifted, since the early 2000s, from hypotheses focused 
on trying to explain radicalisation and terrorism on 
individual psychopathological traits, to broader 
approaches that look at the relational and structural 
components of radicalization instead. In other words, 
academics now prefer to see how push and pull factors 
interact with the socialisation process an individual or 
group now goes through, to better understand how 
they were radicalised.

From this viewpoint, radicalization is an interactional 
process between individuals, social groups, and institu-
tional actors. Two parallel types of interaction take place: 
on the one hand, social movements clash with authori-
ties, which contributes to the justi!cation of violent 
norms and increases radicalism; on the other, support 
networks provide the radical groups and its members 
with logistical help, motivation and symbolic rewards 
(consider the idea of the noble ‘martyr’, for example). 
Radicalization may often spring from frustrated 
attempts to attain political or ideological goals through 
nonviolent means, and early instances of opposition by 
the status quo might lead to the splintering of organiza-
tions and movements into violent and non-violent ones, 
or individuals turning to groups with more extreme 
approaches.
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which it is inserted. The individual intends to replace 
society’s moral values framework with a model adapted 
to their new convictions - rethinking doctrines and 
reconverting them into an ideology that threatens both 
the rule of law as well as fundamental principles of 
human rights - but this intention does not materialise 
into violent acts.

When this individual starts to use violence to claim his 
ideology, then we say that they are going through - or 
have passed through - a process of violent radicalisation, 
the second type.
This type distinguishes itself from the !rst at the point at 
which violence becomes a desired or legitimate means 
to an ideological end.

Violence, on the other hand, is de!ned as “any observa-
ble interaction in the course of which persons or objects 
are seized or damaged in spite of resistance” by 
renowned author on revolution, Charles Tilly (1978)2. 
Although the adjective is meant to describe a distinct 
feature of one particular kind of extremism, Schmid 
holds that the distinction between violent and non-vio-
lent extremism is illusory: “non-violent and violent 

extremism are”, he concludes, “two sides of the same 
coin.”
Indeed, so-called non-violent extremists may pursue the 
implementation of extremist ideologies through non-vi-
olent means if it is strategically sensible, yet be willing to 
resort to violent tactics if such a shift is considered 
adequate, convenient or necessary. In other words, the 
distinction between violent and not-violent extremism 
rests on a di"erent, current understanding of the value 
of violence as a tactical choice to reach the same goal, 
but where this current understanding could change. It 
must be made clear that this is qualitatively di"erent 
from actual non-violence in the Ghandian sense, which 
may be termed radical, but not extreme.

1.2
THE PROCESS 
OF SOCIAL 
RADICALIZATION
1.2.1 Push & Pull Factors
Before explaining the social process of radicalisation, we 
must ask ourselves about which set of factors can lead to 
an individual being radicalised, potentially to the point 
of doing violence. It’s important to remember, however, 
that while these factors may trigger or contribute to this 
process, each individual will exist in their own unique 
context. Two people may therefore share more or less 
the same traits, history and community and one may be
radicalised and not the other.

It is common to divide these factors into internal (‘pull’) 
and external (‘push’) factors. Pull factors are cognitive, 
psychological processes that draw an individual towards 
an organisation, individual or ideology. They are motiva-
tors as to why an individual would
choose this path over an alternative one. These could 
include a need for belonging, !nancial incentive, a 
desire to help one’s community or rectify grievances, 

resonating with similar cultures, seeking authority 
!gures or like minded people.
Push factors are the environmental conditions that 
enable pull factors to be e"ective. They are literally what 
pushes an individual towards extremism. These could 
include lacking socio-economic status, coming from a 
marginalised community, experiencing discrimination, 
existing in a country with poor governance, corruption 
or other government failures. Push and pull factors 
interact, and together lead to an individual being 
radicalised. For example, someone who has experienced 
discrimination and marginalisation by their host 
community may feel drawn towards an organisation 
that can provide an explanation and a means to rectify 
that feeling of vili!cation. It has been shown that those 
individuals that are in a situation of alienation and social 
isolation are more vulnerable to these push
and pull factors (Saltman, 2015)3.

1.2.2 The Process
It is generally agreed that radicalization is a gradual 
process, involving “actions of some kind associated with 
other actions and reactions, often expressed in some 
sort of reciprocal relationship”, as stressed by Taylor and 
Horgan (2006)4. 

Although political a#liations, religious beliefs, and 
socioeconomic factors seem to play a role, critical 
research by Sageman (2004)5 showed the importance of 
group relations, given that an overwhelming majority of 
radicalised individuals were found to have been initially 
involved in extremist activities through already existing 
social ties, either to friends or family members. Trust and 
loyalty towards groups of peer and kin thus seem to be 
essential springboards towards the radicalisation path.
People use groups as “moral anchors,” meaning that they 
rely on the group’s norms to tune their inner moral 
compass, and the individual’s expression of social identi-
ties becomes a re$ection of the group’s internal norms 
as says Ellemers (2015)6. In the case of groups bound by 
extremist ideologies, once the individual has strongly 

identi!ed with the group and its values to a degree that
approaches or reaches “identity fusion”, the individual’s 
behaviors increasingly re$ect those of the members of 
the group to which they now belong.

As they drift increasingly away from the mainstream of 
society, such small, tight-knit groups form a “micro-cul-
ture” of particular values and behaviors, which enables 
the rejection of previously held moral values and a 
process of disinhibition and “moral disengagement” as 
enhanced by Bandura (2016)7.

Understanding of the process of radicalization has 
shifted, since the early 2000s, from hypotheses focused 
on trying to explain radicalisation and terrorism on 
individual psychopathological traits, to broader 
approaches that look at the relational and structural 
components of radicalization instead. In other words, 
academics now prefer to see how push and pull factors 
interact with the socialisation process an individual or 
group now goes through, to better understand how 
they were radicalised.

From this viewpoint, radicalization is an interactional 
process between individuals, social groups, and institu-
tional actors. Two parallel types of interaction take place: 
on the one hand, social movements clash with authori-
ties, which contributes to the justi!cation of violent 
norms and increases radicalism; on the other, support 
networks provide the radical groups and its members 
with logistical help, motivation and symbolic rewards 
(consider the idea of the noble ‘martyr’, for example). 
Radicalization may often spring from frustrated 
attempts to attain political or ideological goals through 
nonviolent means, and early instances of opposition by 
the status quo might lead to the splintering of organiza-
tions and movements into violent and non-violent ones, 
or individuals turning to groups with more extreme 
approaches.
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INTRODUCTION

In the 21st Century, violent extremism is a transnational 
problem that threatens international peace, human 
security and democracy at the cost of human lives.

To that extent, preventing violent extremism in Europe 
requires a joint European answer from multiple sectors. 
Public authorities have a key role - from strategic-level 
policy formulation to operational work and support 
which may include the application of both hard and soft 
counter-measures.

States have traditionally, and readily, turned to hard 
measures - to ‘combat’ terrorism - but have in recent 
decades seen the bene!ts of adopting softer, preventa-
tive solutions to extremism as more e"ective.

Preventative approaches address the problem of 
extremism at its roots - focusing on the individual’s 
locus within the community and bringing in civic actors 
in a joint e"ort to tackle a common challenge. Multiple 
actors, therefore, from across civil society need to be 
brought into P/CVE programming for them to be e"ec-
tive - beyond public authorities to include youth work-
ers, social workers, teachers, activists, parents, peers and 
more.
Furthermore, this programming requires attention on 
the areas of developing strategic partnerships, building 
the capacities of the actors involved, and engaging with 
the broader community to gain their support and trust. 
Although violent extremism is not a contemporary 
phenomenon, the e"ectiveness of new civic engage-
ment approaches largely depend on their understand-
ing of how extremism has evolved over the 21st century. 
These changes include:
(1) The decentralization of terrorist chains of command, 
so that individuals and extremist
cells are embedded into the community, existing across 
the civic space and without traditional hierarchies or 
networks.

(2) The exploitation of the self-radicalisation processes 
many individuals now go through, especially from 
accessing a wide variety of unregulated content - 
instantly - via the internet.

(3) The forging of alliances between a wide array of 
like-minded groups and ideologues that global society, 
who draw upon each other's messaging and wells of 
support.

(4) The navigation of the !ne line between the varying 
de!nitions of what constitutes hate speech or extrem-
ism - those of states, international governmental organi-
sations and social media companies. At times these 
inconsistencies enable extremist groups to maintain 
plausible deniability, at other times to be able to change 
names or associations.

Tackling these challenges is di#cult because their struc-
tural and cultural underpinnings are complex and 
interrelated. For example, varying de!nitions of hate 
speech exist because of how many types of hate speech 
there are, how many di"erent groups might be target-
ed, and how many ways those groups could be impact-
ed. These are also the same reasons there are so many 
di"erent hate groups - they all have slightly di"erent 
ideologies or interpretations, and therefore have similar, 
but distinct, agendas. Similarly, a large part of the 
reason why terrorist networks have become de-central-
ised is because internet-driven self-radicalisation is on 
the rise - strictly managed instruction and indoctrina-
tion is no longer relevant in the digital age.

Developing public-civil partnerships in overcoming 
those challenges can be equally di#cult to implement 
in practice, because civil society networks are hard to 
penetrate, sometimes lack key organisational capacities, 
or have di"erent ethea when implementing CVE initia-

tives. Nevertheless, this approach has several bene!ts. 
The !rst is that civil society is more able to identify key 
indicators and risks of extremism than public authorities 
because they understand the drivers and impacts of 
extremism more experientially. The second is that 
through cooperation with civil society, public-funded 
CVE programmes can access those most vulnerable in 
the community, and can draw upon the networks and 
in$uence civil society organisations and leaders may 
have. Lastly, civil society can act as a check and balance 
on state-run programming, providing public authorities 
the necessary perspectives on how a programme is 
being implemented, how to avoid harming the commu-
nity, and how it can be run more impactfully.

The !nal, and perhaps most important consideration, is 
that to more or less of an extent, young people are those 
most a"ected by extremism. As a demographic: they 
can be the most vulnerable to radicalisation and recruit-
ment; they can be very often victims or targets, especial-
ly when belonging to a minority group; make up a large 
proportion of the activist and grassroots communities; 
are the future leaders and thinkers, and the ones that 
must live with the consequences of contemporary 
decisions.

It is for these reasons that international policy-making 
recognises the importance of youth. Resolution 2250 on 
Youth, Peace and Security, places an onus on youth-in-
clusion in e"ective CVE strategies actively promoting 
the civic and political participation of youth. E"ectively 
doing so may involve integrating their fresh insights in 
shaping policy or decisionmaking, utilising their 
in$uence among their peers, or drawing upon under-
standing of the digital space and trends.

The main aim of this toolkit is therefore to provide 
practical tools for civil society organisations, especially 

youth-led or youth-facing ones, to develop e"ective 
initiatives to counter hate and extremism in their 
communities. It runs through foundational knowledge 
in CVE practice, starting from basic markers and risks of 
radicalisation and ending with strategies for developing 
and managing initiatives. It provides relevant case 
studies, tips and tricks but is certainly not meant to be 
the only guide to read. It is highly recommended, there-
fore, that this toolkit is seen as a !rst-step on the path to 
e"ective counter-extremism.

1.1
DEFINITION 
OF VIOLENT 
EXTREMISM
There is no international legal de!nition of violent 
extremism, and diverse working de!nitions can depend 
from country to country. This happens because de!ning 
violent extremism faces serious di#culties in the search 
for a unique semantic meaning, by academics and 
policymakers. This struggle can be justi!ed by two 
factors: one is the recent application of the concept to 
refer to the foundations of terrorism, which itself implies 
little academic consensus, and the second is because 
both extremism and violence are complex phenomena 
that can contain di"erent meanings, depending on 
geopolitical context and historical timeframes.

Extremism is a relational concept, meaning that some-
thing is considered extreme, or not, compared to a 
benchmark it is being compared to. The de!nitional 
argument surrounding the term is ongoing and a 
consensus has yet to be reached because ‘radicalism’, 
‘terrorism’, and ‘extremism’ (or ‘radical’, ‘terrorist’ and 
‘extremist’) are often used interchangeably, obfuscating 
the di"erences between them.

The lack of consensus is even more evident when it 
comes to the de!nition of “violent extremism” (VE), 
which is seldom de!ned, despite its popular usage. For 
example, USAID de!nes VE loosely as “advocating, 
engaging in, preparing, or otherwise supporting 
ideologically motivated or justi!ed violence to further 
social, economic or political objectives”.
Separating the terms allows for a more nuanced de!ni-
tion, which seems to be often preferred. Schmid’s o"ers 

an extensive de!nition:
“In the context of democratic societies, [extremism is] a 
form of political expression (usually on the far left or the far 
right of the political spectrum) that is not acceptable to the 
more moderate mainstream of political life. Extremist 
groups and parties tend to be anti-constitutional, 
anti-democratic, anti-pluralistic, fanatical, intolerant, 
noncompromising, single-minded, authoritarian and 
adhering to an ends-justify-means philosophy, wanting to 
realise their goals by any means, including the use of politi-
cal violence against opponents. Extremists on the political 
left or right and those of a religiousfundamentalist orienta-
tion favour violence over persuasion, uniformity over 
diversity, unity over pluralism and orders over dialogue.”

When referring to radicalisation leading to violent 
extremism, similarly, it is di#cult to ascertain an exact 
de!nition. Firstly, there is a need to demystify two popu-
lar conceptions of radicalisation: one is the meaning that 
the term acquires when someone is labelled as a radical 
in his or her ideas, such as an in activism, which is not 
inherently bad - the term is not properly related to 
violent extremism. Another meaning occurs when 
people tend to refer to speci!c, related criminal 
phenomena; for instance, people tend to relate violent 
extremism with violence done by facets of organised 
crime, such as the ma!a.

Because of this separation, an extremist is not necessari-
ly a criminal, and vice versa. Violent extremism is always 
ideologically, politically or religiously motivated and 
organised crime is always criminally motivated. While 
radicalisation to violent extremism and recruitment to 
an organised crime group may have overlapping 
features, similarities, draw upon the same vulnerabilities 
and both lead to violent outcomes, they should there-
fore be seen as distinct but related processes.

Several de!nitions seem to agree on the thesis that 
radicalisation leading to violent extremism cannot be 
de!ned as an isolated action, but, instead, as a complex 
and nonlinear psycho-social process composed of 
stages that tends to escalate in intensity. In this sense, 
this process can culminate in violent acts, but does not 
have to necessarily, when an individual may harbour or 
advocate for extremist ideas, but never use or justify 
violence as a means to achieve them.

For this purpose, it is common to divide the social 
process of radicalisation into two distinct types of 
radicalisation that can intertwine: cognitive radicalisa-
tion and violent radicalisation (Neumann, 2013)1.

The !rst is de!ned as a process of developing extremist 
ideas that are opposite to the values of the society in 
which it is inserted. The individual intends to replace 
society’s moral values framework with a model adapted 
to their new convictions - rethinking doctrines and 
reconverting them into an ideology that threatens both 
the rule of law as well as fundamental principles of 
human rights - but this intention does not materialise 
into violent acts.

When this individual starts to use violence to claim his 
ideology, then we say that they are going through - or 
have passed through - a process of violent radicalisation, 
the second type.
This type distinguishes itself from the !rst at the point at 
which violence becomes a desired or legitimate means 
to an ideological end.

Violence, on the other hand, is de!ned as “any observa-
ble interaction in the course of which persons or objects 
are seized or damaged in spite of resistance” by 
renowned author on revolution, Charles Tilly (1978)2. 
Although the adjective is meant to describe a distinct 
feature of one particular kind of extremism, Schmid 
holds that the distinction between violent and non-vio-
lent extremism is illusory: “non-violent and violent 

extremism are”, he concludes, “two sides of the same 
coin.”
Indeed, so-called non-violent extremists may pursue the 
implementation of extremist ideologies through non-vi-
olent means if it is strategically sensible, yet be willing to 
resort to violent tactics if such a shift is considered 
adequate, convenient or necessary. In other words, the 
distinction between violent and not-violent extremism 
rests on a di"erent, current understanding of the value 
of violence as a tactical choice to reach the same goal, 
but where this current understanding could change. It 
must be made clear that this is qualitatively di"erent 
from actual non-violence in the Ghandian sense, which 
may be termed radical, but not extreme.

1.2
THE PROCESS 
OF SOCIAL 
RADICALIZATION
1.2.1 Push & Pull Factors
Before explaining the social process of radicalisation, we 
must ask ourselves about which set of factors can lead to 
an individual being radicalised, potentially to the point 
of doing violence. It’s important to remember, however, 
that while these factors may trigger or contribute to this 
process, each individual will exist in their own unique 
context. Two people may therefore share more or less 
the same traits, history and community and one may be
radicalised and not the other.

It is common to divide these factors into internal (‘pull’) 
and external (‘push’) factors. Pull factors are cognitive, 
psychological processes that draw an individual towards 
an organisation, individual or ideology. They are motiva-
tors as to why an individual would
choose this path over an alternative one. These could 
include a need for belonging, !nancial incentive, a 
desire to help one’s community or rectify grievances, 

resonating with similar cultures, seeking authority 
!gures or like minded people.
Push factors are the environmental conditions that 
enable pull factors to be e"ective. They are literally what 
pushes an individual towards extremism. These could 
include lacking socio-economic status, coming from a 
marginalised community, experiencing discrimination, 
existing in a country with poor governance, corruption 
or other government failures. Push and pull factors 
interact, and together lead to an individual being 
radicalised. For example, someone who has experienced 
discrimination and marginalisation by their host 
community may feel drawn towards an organisation 
that can provide an explanation and a means to rectify 
that feeling of vili!cation. It has been shown that those 
individuals that are in a situation of alienation and social 
isolation are more vulnerable to these push
and pull factors (Saltman, 2015)3.

1.2.2 The Process
It is generally agreed that radicalization is a gradual 
process, involving “actions of some kind associated with 
other actions and reactions, often expressed in some 
sort of reciprocal relationship”, as stressed by Taylor and 
Horgan (2006)4. 

Although political a#liations, religious beliefs, and 
socioeconomic factors seem to play a role, critical 
research by Sageman (2004)5 showed the importance of 
group relations, given that an overwhelming majority of 
radicalised individuals were found to have been initially 
involved in extremist activities through already existing 
social ties, either to friends or family members. Trust and 
loyalty towards groups of peer and kin thus seem to be 
essential springboards towards the radicalisation path.
People use groups as “moral anchors,” meaning that they 
rely on the group’s norms to tune their inner moral 
compass, and the individual’s expression of social identi-
ties becomes a re$ection of the group’s internal norms 
as says Ellemers (2015)6. In the case of groups bound by 
extremist ideologies, once the individual has strongly 

identi!ed with the group and its values to a degree that
approaches or reaches “identity fusion”, the individual’s 
behaviors increasingly re$ect those of the members of 
the group to which they now belong.

As they drift increasingly away from the mainstream of 
society, such small, tight-knit groups form a “micro-cul-
ture” of particular values and behaviors, which enables 
the rejection of previously held moral values and a 
process of disinhibition and “moral disengagement” as 
enhanced by Bandura (2016)7.

Understanding of the process of radicalization has 
shifted, since the early 2000s, from hypotheses focused 
on trying to explain radicalisation and terrorism on 
individual psychopathological traits, to broader 
approaches that look at the relational and structural 
components of radicalization instead. In other words, 
academics now prefer to see how push and pull factors 
interact with the socialisation process an individual or 
group now goes through, to better understand how 
they were radicalised.

From this viewpoint, radicalization is an interactional 
process between individuals, social groups, and institu-
tional actors. Two parallel types of interaction take place: 
on the one hand, social movements clash with authori-
ties, which contributes to the justi!cation of violent 
norms and increases radicalism; on the other, support 
networks provide the radical groups and its members 
with logistical help, motivation and symbolic rewards 
(consider the idea of the noble ‘martyr’, for example). 
Radicalization may often spring from frustrated 
attempts to attain political or ideological goals through 
nonviolent means, and early instances of opposition by 
the status quo might lead to the splintering of organiza-
tions and movements into violent and non-violent ones, 
or individuals turning to groups with more extreme 
approaches.
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In the 21st Century, violent extremism is a transnational 
problem that threatens international peace, human 
security and democracy at the cost of human lives.

To that extent, preventing violent extremism in Europe 
requires a joint European answer from multiple sectors. 
Public authorities have a key role - from strategic-level 
policy formulation to operational work and support 
which may include the application of both hard and soft 
counter-measures.

States have traditionally, and readily, turned to hard 
measures - to ‘combat’ terrorism - but have in recent 
decades seen the bene!ts of adopting softer, preventa-
tive solutions to extremism as more e"ective.

Preventative approaches address the problem of 
extremism at its roots - focusing on the individual’s 
locus within the community and bringing in civic actors 
in a joint e"ort to tackle a common challenge. Multiple 
actors, therefore, from across civil society need to be 
brought into P/CVE programming for them to be e"ec-
tive - beyond public authorities to include youth work-
ers, social workers, teachers, activists, parents, peers and 
more.
Furthermore, this programming requires attention on 
the areas of developing strategic partnerships, building 
the capacities of the actors involved, and engaging with 
the broader community to gain their support and trust. 
Although violent extremism is not a contemporary 
phenomenon, the e"ectiveness of new civic engage-
ment approaches largely depend on their understand-
ing of how extremism has evolved over the 21st century. 
These changes include:
(1) The decentralization of terrorist chains of command, 
so that individuals and extremist
cells are embedded into the community, existing across 
the civic space and without traditional hierarchies or 
networks.

(2) The exploitation of the self-radicalisation processes 
many individuals now go through, especially from 
accessing a wide variety of unregulated content - 
instantly - via the internet.

(3) The forging of alliances between a wide array of 
like-minded groups and ideologues that global society, 
who draw upon each other's messaging and wells of 
support.

(4) The navigation of the !ne line between the varying 
de!nitions of what constitutes hate speech or extrem-
ism - those of states, international governmental organi-
sations and social media companies. At times these 
inconsistencies enable extremist groups to maintain 
plausible deniability, at other times to be able to change 
names or associations.

Tackling these challenges is di#cult because their struc-
tural and cultural underpinnings are complex and 
interrelated. For example, varying de!nitions of hate 
speech exist because of how many types of hate speech 
there are, how many di"erent groups might be target-
ed, and how many ways those groups could be impact-
ed. These are also the same reasons there are so many 
di"erent hate groups - they all have slightly di"erent 
ideologies or interpretations, and therefore have similar, 
but distinct, agendas. Similarly, a large part of the 
reason why terrorist networks have become de-central-
ised is because internet-driven self-radicalisation is on 
the rise - strictly managed instruction and indoctrina-
tion is no longer relevant in the digital age.

Developing public-civil partnerships in overcoming 
those challenges can be equally di#cult to implement 
in practice, because civil society networks are hard to 
penetrate, sometimes lack key organisational capacities, 
or have di"erent ethea when implementing CVE initia-

tives. Nevertheless, this approach has several bene!ts. 
The !rst is that civil society is more able to identify key 
indicators and risks of extremism than public authorities 
because they understand the drivers and impacts of 
extremism more experientially. The second is that 
through cooperation with civil society, public-funded 
CVE programmes can access those most vulnerable in 
the community, and can draw upon the networks and 
in$uence civil society organisations and leaders may 
have. Lastly, civil society can act as a check and balance 
on state-run programming, providing public authorities 
the necessary perspectives on how a programme is 
being implemented, how to avoid harming the commu-
nity, and how it can be run more impactfully.

The !nal, and perhaps most important consideration, is 
that to more or less of an extent, young people are those 
most a"ected by extremism. As a demographic: they 
can be the most vulnerable to radicalisation and recruit-
ment; they can be very often victims or targets, especial-
ly when belonging to a minority group; make up a large 
proportion of the activist and grassroots communities; 
are the future leaders and thinkers, and the ones that 
must live with the consequences of contemporary 
decisions.

It is for these reasons that international policy-making 
recognises the importance of youth. Resolution 2250 on 
Youth, Peace and Security, places an onus on youth-in-
clusion in e"ective CVE strategies actively promoting 
the civic and political participation of youth. E"ectively 
doing so may involve integrating their fresh insights in 
shaping policy or decisionmaking, utilising their 
in$uence among their peers, or drawing upon under-
standing of the digital space and trends.

The main aim of this toolkit is therefore to provide 
practical tools for civil society organisations, especially 

youth-led or youth-facing ones, to develop e"ective 
initiatives to counter hate and extremism in their 
communities. It runs through foundational knowledge 
in CVE practice, starting from basic markers and risks of 
radicalisation and ending with strategies for developing 
and managing initiatives. It provides relevant case 
studies, tips and tricks but is certainly not meant to be 
the only guide to read. It is highly recommended, there-
fore, that this toolkit is seen as a !rst-step on the path to 
e"ective counter-extremism.

1.1
DEFINITION 
OF VIOLENT 
EXTREMISM
There is no international legal de!nition of violent 
extremism, and diverse working de!nitions can depend 
from country to country. This happens because de!ning 
violent extremism faces serious di#culties in the search 
for a unique semantic meaning, by academics and 
policymakers. This struggle can be justi!ed by two 
factors: one is the recent application of the concept to 
refer to the foundations of terrorism, which itself implies 
little academic consensus, and the second is because 
both extremism and violence are complex phenomena 
that can contain di"erent meanings, depending on 
geopolitical context and historical timeframes.

Extremism is a relational concept, meaning that some-
thing is considered extreme, or not, compared to a 
benchmark it is being compared to. The de!nitional 
argument surrounding the term is ongoing and a 
consensus has yet to be reached because ‘radicalism’, 
‘terrorism’, and ‘extremism’ (or ‘radical’, ‘terrorist’ and 
‘extremist’) are often used interchangeably, obfuscating 
the di"erences between them.

The lack of consensus is even more evident when it 
comes to the de!nition of “violent extremism” (VE), 
which is seldom de!ned, despite its popular usage. For 
example, USAID de!nes VE loosely as “advocating, 
engaging in, preparing, or otherwise supporting 
ideologically motivated or justi!ed violence to further 
social, economic or political objectives”.
Separating the terms allows for a more nuanced de!ni-
tion, which seems to be often preferred. Schmid’s o"ers 

an extensive de!nition:
“In the context of democratic societies, [extremism is] a 
form of political expression (usually on the far left or the far 
right of the political spectrum) that is not acceptable to the 
more moderate mainstream of political life. Extremist 
groups and parties tend to be anti-constitutional, 
anti-democratic, anti-pluralistic, fanatical, intolerant, 
noncompromising, single-minded, authoritarian and 
adhering to an ends-justify-means philosophy, wanting to 
realise their goals by any means, including the use of politi-
cal violence against opponents. Extremists on the political 
left or right and those of a religiousfundamentalist orienta-
tion favour violence over persuasion, uniformity over 
diversity, unity over pluralism and orders over dialogue.”

When referring to radicalisation leading to violent 
extremism, similarly, it is di#cult to ascertain an exact 
de!nition. Firstly, there is a need to demystify two popu-
lar conceptions of radicalisation: one is the meaning that 
the term acquires when someone is labelled as a radical 
in his or her ideas, such as an in activism, which is not 
inherently bad - the term is not properly related to 
violent extremism. Another meaning occurs when 
people tend to refer to speci!c, related criminal 
phenomena; for instance, people tend to relate violent 
extremism with violence done by facets of organised 
crime, such as the ma!a.

Because of this separation, an extremist is not necessari-
ly a criminal, and vice versa. Violent extremism is always 
ideologically, politically or religiously motivated and 
organised crime is always criminally motivated. While 
radicalisation to violent extremism and recruitment to 
an organised crime group may have overlapping 
features, similarities, draw upon the same vulnerabilities 
and both lead to violent outcomes, they should there-
fore be seen as distinct but related processes.

Several de!nitions seem to agree on the thesis that 
radicalisation leading to violent extremism cannot be 
de!ned as an isolated action, but, instead, as a complex 
and nonlinear psycho-social process composed of 
stages that tends to escalate in intensity. In this sense, 
this process can culminate in violent acts, but does not 
have to necessarily, when an individual may harbour or 
advocate for extremist ideas, but never use or justify 
violence as a means to achieve them.

For this purpose, it is common to divide the social 
process of radicalisation into two distinct types of 
radicalisation that can intertwine: cognitive radicalisa-
tion and violent radicalisation (Neumann, 2013)1.

The !rst is de!ned as a process of developing extremist 
ideas that are opposite to the values of the society in 
which it is inserted. The individual intends to replace 
society’s moral values framework with a model adapted 
to their new convictions - rethinking doctrines and 
reconverting them into an ideology that threatens both 
the rule of law as well as fundamental principles of 
human rights - but this intention does not materialise 
into violent acts.

When this individual starts to use violence to claim his 
ideology, then we say that they are going through - or 
have passed through - a process of violent radicalisation, 
the second type.
This type distinguishes itself from the !rst at the point at 
which violence becomes a desired or legitimate means 
to an ideological end.

Violence, on the other hand, is de!ned as “any observa-
ble interaction in the course of which persons or objects 
are seized or damaged in spite of resistance” by 
renowned author on revolution, Charles Tilly (1978)2. 
Although the adjective is meant to describe a distinct 
feature of one particular kind of extremism, Schmid 
holds that the distinction between violent and non-vio-
lent extremism is illusory: “non-violent and violent 

extremism are”, he concludes, “two sides of the same 
coin.”
Indeed, so-called non-violent extremists may pursue the 
implementation of extremist ideologies through non-vi-
olent means if it is strategically sensible, yet be willing to 
resort to violent tactics if such a shift is considered 
adequate, convenient or necessary. In other words, the 
distinction between violent and not-violent extremism 
rests on a di"erent, current understanding of the value 
of violence as a tactical choice to reach the same goal, 
but where this current understanding could change. It 
must be made clear that this is qualitatively di"erent 
from actual non-violence in the Ghandian sense, which 
may be termed radical, but not extreme.

1.2
THE PROCESS 
OF SOCIAL 
RADICALIZATION
1.2.1 Push & Pull Factors
Before explaining the social process of radicalisation, we 
must ask ourselves about which set of factors can lead to 
an individual being radicalised, potentially to the point 
of doing violence. It’s important to remember, however, 
that while these factors may trigger or contribute to this 
process, each individual will exist in their own unique 
context. Two people may therefore share more or less 
the same traits, history and community and one may be
radicalised and not the other.

It is common to divide these factors into internal (‘pull’) 
and external (‘push’) factors. Pull factors are cognitive, 
psychological processes that draw an individual towards 
an organisation, individual or ideology. They are motiva-
tors as to why an individual would
choose this path over an alternative one. These could 
include a need for belonging, !nancial incentive, a 
desire to help one’s community or rectify grievances, 

resonating with similar cultures, seeking authority 
!gures or like minded people.
Push factors are the environmental conditions that 
enable pull factors to be e"ective. They are literally what 
pushes an individual towards extremism. These could 
include lacking socio-economic status, coming from a 
marginalised community, experiencing discrimination, 
existing in a country with poor governance, corruption 
or other government failures. Push and pull factors 
interact, and together lead to an individual being 
radicalised. For example, someone who has experienced 
discrimination and marginalisation by their host 
community may feel drawn towards an organisation 
that can provide an explanation and a means to rectify 
that feeling of vili!cation. It has been shown that those 
individuals that are in a situation of alienation and social 
isolation are more vulnerable to these push
and pull factors (Saltman, 2015)3.

1.2.2 The Process
It is generally agreed that radicalization is a gradual 
process, involving “actions of some kind associated with 
other actions and reactions, often expressed in some 
sort of reciprocal relationship”, as stressed by Taylor and 
Horgan (2006)4. 

Although political a#liations, religious beliefs, and 
socioeconomic factors seem to play a role, critical 
research by Sageman (2004)5 showed the importance of 
group relations, given that an overwhelming majority of 
radicalised individuals were found to have been initially 
involved in extremist activities through already existing 
social ties, either to friends or family members. Trust and 
loyalty towards groups of peer and kin thus seem to be 
essential springboards towards the radicalisation path.
People use groups as “moral anchors,” meaning that they 
rely on the group’s norms to tune their inner moral 
compass, and the individual’s expression of social identi-
ties becomes a re$ection of the group’s internal norms 
as says Ellemers (2015)6. In the case of groups bound by 
extremist ideologies, once the individual has strongly 

identi!ed with the group and its values to a degree that
approaches or reaches “identity fusion”, the individual’s 
behaviors increasingly re$ect those of the members of 
the group to which they now belong.

As they drift increasingly away from the mainstream of 
society, such small, tight-knit groups form a “micro-cul-
ture” of particular values and behaviors, which enables 
the rejection of previously held moral values and a 
process of disinhibition and “moral disengagement” as 
enhanced by Bandura (2016)7.

Understanding of the process of radicalization has 
shifted, since the early 2000s, from hypotheses focused 
on trying to explain radicalisation and terrorism on 
individual psychopathological traits, to broader 
approaches that look at the relational and structural 
components of radicalization instead. In other words, 
academics now prefer to see how push and pull factors 
interact with the socialisation process an individual or 
group now goes through, to better understand how 
they were radicalised.

From this viewpoint, radicalization is an interactional 
process between individuals, social groups, and institu-
tional actors. Two parallel types of interaction take place: 
on the one hand, social movements clash with authori-
ties, which contributes to the justi!cation of violent 
norms and increases radicalism; on the other, support 
networks provide the radical groups and its members 
with logistical help, motivation and symbolic rewards 
(consider the idea of the noble ‘martyr’, for example). 
Radicalization may often spring from frustrated 
attempts to attain political or ideological goals through 
nonviolent means, and early instances of opposition by 
the status quo might lead to the splintering of organiza-
tions and movements into violent and non-violent ones, 
or individuals turning to groups with more extreme 
approaches.
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CHAPTER I
SIGNALING 
AND RISK DETECTION
1.1
DEFINITION 
OF VIOLENT 
EXTREMISM
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tion favour violence over persuasion, uniformity over 
diversity, unity over pluralism and orders over dialogue.”

When referring to radicalisation leading to violent 
extremism, similarly, it is di#cult to ascertain an exact 
de!nition. Firstly, there is a need to demystify two popu-
lar conceptions of radicalisation: one is the meaning that 
the term acquires when someone is labelled as a radical 
in his or her ideas, such as an in activism, which is not 
inherently bad - the term is not properly related to 
violent extremism. Another meaning occurs when 
people tend to refer to speci!c, related criminal 
phenomena; for instance, people tend to relate violent 
extremism with violence done by facets of organised 
crime, such as the ma!a.

Because of this separation, an extremist is not necessari-
ly a criminal, and vice versa. Violent extremism is always 
ideologically, politically or religiously motivated and 
organised crime is always criminally motivated. While 
radicalisation to violent extremism and recruitment to 
an organised crime group may have overlapping 
features, similarities, draw upon the same vulnerabilities 
and both lead to violent outcomes, they should there-
fore be seen as distinct but related processes.

Several de!nitions seem to agree on the thesis that 
radicalisation leading to violent extremism cannot be 
de!ned as an isolated action, but, instead, as a complex 
and nonlinear psycho-social process composed of 
stages that tends to escalate in intensity. In this sense, 
this process can culminate in violent acts, but does not 
have to necessarily, when an individual may harbour or 
advocate for extremist ideas, but never use or justify 
violence as a means to achieve them.

For this purpose, it is common to divide the social 
process of radicalisation into two distinct types of 
radicalisation that can intertwine: cognitive radicalisa-
tion and violent radicalisation (Neumann, 2013)1.

The !rst is de!ned as a process of developing extremist 
ideas that are opposite to the values of the society in 
which it is inserted. The individual intends to replace 
society’s moral values framework with a model adapted 
to their new convictions - rethinking doctrines and 
reconverting them into an ideology that threatens both 
the rule of law as well as fundamental principles of 
human rights - but this intention does not materialise 
into violent acts.

When this individual starts to use violence to claim his 
ideology, then we say that they are going through - or 
have passed through - a process of violent radicalisation, 
the second type.
This type distinguishes itself from the !rst at the point at 
which violence becomes a desired or legitimate means 
to an ideological end.

Violence, on the other hand, is de!ned as “any observa-
ble interaction in the course of which persons or objects 
are seized or damaged in spite of resistance” by 
renowned author on revolution, Charles Tilly (1978)2. 
Although the adjective is meant to describe a distinct 
feature of one particular kind of extremism, Schmid 
holds that the distinction between violent and non-vio-
lent extremism is illusory: “non-violent and violent 

extremism are”, he concludes, “two sides of the same 
coin.”
Indeed, so-called non-violent extremists may pursue the 
implementation of extremist ideologies through non-vi-
olent means if it is strategically sensible, yet be willing to 
resort to violent tactics if such a shift is considered 
adequate, convenient or necessary. In other words, the 
distinction between violent and not-violent extremism 
rests on a di"erent, current understanding of the value 
of violence as a tactical choice to reach the same goal, 
but where this current understanding could change. It 
must be made clear that this is qualitatively di"erent 
from actual non-violence in the Ghandian sense, which 
may be termed radical, but not extreme.

1.2
THE PROCESS 
OF SOCIAL 
RADICALIZATION
1.2.1 Push & Pull Factors
Before explaining the social process of radicalisation, we 
must ask ourselves about which set of factors can lead to 
an individual being radicalised, potentially to the point 
of doing violence. It’s important to remember, however, 
that while these factors may trigger or contribute to this 
process, each individual will exist in their own unique 
context. Two people may therefore share more or less 
the same traits, history and community and one may be
radicalised and not the other.

It is common to divide these factors into internal (‘pull’) 
and external (‘push’) factors. Pull factors are cognitive, 
psychological processes that draw an individual towards 
an organisation, individual or ideology. They are motiva-
tors as to why an individual would
choose this path over an alternative one. These could 
include a need for belonging, !nancial incentive, a 
desire to help one’s community or rectify grievances, 

resonating with similar cultures, seeking authority 
!gures or like minded people.
Push factors are the environmental conditions that 
enable pull factors to be e"ective. They are literally what 
pushes an individual towards extremism. These could 
include lacking socio-economic status, coming from a 
marginalised community, experiencing discrimination, 
existing in a country with poor governance, corruption 
or other government failures. Push and pull factors 
interact, and together lead to an individual being 
radicalised. For example, someone who has experienced 
discrimination and marginalisation by their host 
community may feel drawn towards an organisation 
that can provide an explanation and a means to rectify 
that feeling of vili!cation. It has been shown that those 
individuals that are in a situation of alienation and social 
isolation are more vulnerable to these push
and pull factors (Saltman, 2015)3.

1.2.2 The Process
It is generally agreed that radicalization is a gradual 
process, involving “actions of some kind associated with 
other actions and reactions, often expressed in some 
sort of reciprocal relationship”, as stressed by Taylor and 
Horgan (2006)4. 

Although political a#liations, religious beliefs, and 
socioeconomic factors seem to play a role, critical 
research by Sageman (2004)5 showed the importance of 
group relations, given that an overwhelming majority of 
radicalised individuals were found to have been initially 
involved in extremist activities through already existing 
social ties, either to friends or family members. Trust and 
loyalty towards groups of peer and kin thus seem to be 
essential springboards towards the radicalisation path.
People use groups as “moral anchors,” meaning that they 
rely on the group’s norms to tune their inner moral 
compass, and the individual’s expression of social identi-
ties becomes a re$ection of the group’s internal norms 
as says Ellemers (2015)6. In the case of groups bound by 
extremist ideologies, once the individual has strongly 

identi!ed with the group and its values to a degree that
approaches or reaches “identity fusion”, the individual’s 
behaviors increasingly re$ect those of the members of 
the group to which they now belong.

As they drift increasingly away from the mainstream of 
society, such small, tight-knit groups form a “micro-cul-
ture” of particular values and behaviors, which enables 
the rejection of previously held moral values and a 
process of disinhibition and “moral disengagement” as 
enhanced by Bandura (2016)7.

Understanding of the process of radicalization has 
shifted, since the early 2000s, from hypotheses focused 
on trying to explain radicalisation and terrorism on 
individual psychopathological traits, to broader 
approaches that look at the relational and structural 
components of radicalization instead. In other words, 
academics now prefer to see how push and pull factors 
interact with the socialisation process an individual or 
group now goes through, to better understand how 
they were radicalised.

From this viewpoint, radicalization is an interactional 
process between individuals, social groups, and institu-
tional actors. Two parallel types of interaction take place: 
on the one hand, social movements clash with authori-
ties, which contributes to the justi!cation of violent 
norms and increases radicalism; on the other, support 
networks provide the radical groups and its members 
with logistical help, motivation and symbolic rewards 
(consider the idea of the noble ‘martyr’, for example). 
Radicalization may often spring from frustrated 
attempts to attain political or ideological goals through 
nonviolent means, and early instances of opposition by 
the status quo might lead to the splintering of organiza-
tions and movements into violent and non-violent ones, 
or individuals turning to groups with more extreme 
approaches.

3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).
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1.1
DEFINITION 
OF VIOLENT 
EXTREMISM
There is no international legal de!nition of violent 
extremism, and diverse working de!nitions can depend 
from country to country. This happens because de!ning 
violent extremism faces serious di#culties in the search 
for a unique semantic meaning, by academics and 
policymakers. This struggle can be justi!ed by two 
factors: one is the recent application of the concept to 
refer to the foundations of terrorism, which itself implies 
little academic consensus, and the second is because 
both extremism and violence are complex phenomena 
that can contain di"erent meanings, depending on 
geopolitical context and historical timeframes.

Extremism is a relational concept, meaning that some-
thing is considered extreme, or not, compared to a 
benchmark it is being compared to. The de!nitional 
argument surrounding the term is ongoing and a 
consensus has yet to be reached because ‘radicalism’, 
‘terrorism’, and ‘extremism’ (or ‘radical’, ‘terrorist’ and 
‘extremist’) are often used interchangeably, obfuscating 
the di"erences between them.

The lack of consensus is even more evident when it 
comes to the de!nition of “violent extremism” (VE), 
which is seldom de!ned, despite its popular usage. For 
example, USAID de!nes VE loosely as “advocating, 
engaging in, preparing, or otherwise supporting 
ideologically motivated or justi!ed violence to further 
social, economic or political objectives”.
Separating the terms allows for a more nuanced de!ni-
tion, which seems to be often preferred. Schmid’s o"ers 

an extensive de!nition:
“In the context of democratic societies, [extremism is] a 
form of political expression (usually on the far left or the far 
right of the political spectrum) that is not acceptable to the 
more moderate mainstream of political life. Extremist 
groups and parties tend to be anti-constitutional, 
anti-democratic, anti-pluralistic, fanatical, intolerant, 
noncompromising, single-minded, authoritarian and 
adhering to an ends-justify-means philosophy, wanting to 
realise their goals by any means, including the use of politi-
cal violence against opponents. Extremists on the political 
left or right and those of a religiousfundamentalist orienta-
tion favour violence over persuasion, uniformity over 
diversity, unity over pluralism and orders over dialogue.”

When referring to radicalisation leading to violent 
extremism, similarly, it is di#cult to ascertain an exact 
de!nition. Firstly, there is a need to demystify two popu-
lar conceptions of radicalisation: one is the meaning that 
the term acquires when someone is labelled as a radical 
in his or her ideas, such as an in activism, which is not 
inherently bad - the term is not properly related to 
violent extremism. Another meaning occurs when 
people tend to refer to speci!c, related criminal 
phenomena; for instance, people tend to relate violent 
extremism with violence done by facets of organised 
crime, such as the ma!a.

Because of this separation, an extremist is not necessari-
ly a criminal, and vice versa. Violent extremism is always 
ideologically, politically or religiously motivated and 
organised crime is always criminally motivated. While 
radicalisation to violent extremism and recruitment to 
an organised crime group may have overlapping 
features, similarities, draw upon the same vulnerabilities 
and both lead to violent outcomes, they should there-
fore be seen as distinct but related processes.

Several de!nitions seem to agree on the thesis that 
radicalisation leading to violent extremism cannot be 
de!ned as an isolated action, but, instead, as a complex 
and nonlinear psycho-social process composed of 
stages that tends to escalate in intensity. In this sense, 
this process can culminate in violent acts, but does not 
have to necessarily, when an individual may harbour or 
advocate for extremist ideas, but never use or justify 
violence as a means to achieve them.

For this purpose, it is common to divide the social 
process of radicalisation into two distinct types of 
radicalisation that can intertwine: cognitive radicalisa-
tion and violent radicalisation (Neumann, 2013)1.

The !rst is de!ned as a process of developing extremist 
ideas that are opposite to the values of the society in 
which it is inserted. The individual intends to replace 
society’s moral values framework with a model adapted 
to their new convictions - rethinking doctrines and 
reconverting them into an ideology that threatens both 
the rule of law as well as fundamental principles of 
human rights - but this intention does not materialise 
into violent acts.

When this individual starts to use violence to claim his 
ideology, then we say that they are going through - or 
have passed through - a process of violent radicalisation, 
the second type.
This type distinguishes itself from the !rst at the point at 
which violence becomes a desired or legitimate means 
to an ideological end.

Violence, on the other hand, is de!ned as “any observa-
ble interaction in the course of which persons or objects 
are seized or damaged in spite of resistance” by 
renowned author on revolution, Charles Tilly (1978)2. 
Although the adjective is meant to describe a distinct 
feature of one particular kind of extremism, Schmid 
holds that the distinction between violent and non-vio-
lent extremism is illusory: “non-violent and violent 

extremism are”, he concludes, “two sides of the same 
coin.”
Indeed, so-called non-violent extremists may pursue the 
implementation of extremist ideologies through non-vi-
olent means if it is strategically sensible, yet be willing to 
resort to violent tactics if such a shift is considered 
adequate, convenient or necessary. In other words, the 
distinction between violent and not-violent extremism 
rests on a di"erent, current understanding of the value 
of violence as a tactical choice to reach the same goal, 
but where this current understanding could change. It 
must be made clear that this is qualitatively di"erent 
from actual non-violence in the Ghandian sense, which 
may be termed radical, but not extreme.

1.2
THE PROCESS 
OF SOCIAL 
RADICALIZATION
1.2.1 Push & Pull Factors
Before explaining the social process of radicalisation, we 
must ask ourselves about which set of factors can lead to 
an individual being radicalised, potentially to the point 
of doing violence. It’s important to remember, however, 
that while these factors may trigger or contribute to this 
process, each individual will exist in their own unique 
context. Two people may therefore share more or less 
the same traits, history and community and one may be
radicalised and not the other.

It is common to divide these factors into internal (‘pull’) 
and external (‘push’) factors. Pull factors are cognitive, 
psychological processes that draw an individual towards 
an organisation, individual or ideology. They are motiva-
tors as to why an individual would
choose this path over an alternative one. These could 
include a need for belonging, !nancial incentive, a 
desire to help one’s community or rectify grievances, 

resonating with similar cultures, seeking authority 
!gures or like minded people.
Push factors are the environmental conditions that 
enable pull factors to be e"ective. They are literally what 
pushes an individual towards extremism. These could 
include lacking socio-economic status, coming from a 
marginalised community, experiencing discrimination, 
existing in a country with poor governance, corruption 
or other government failures. Push and pull factors 
interact, and together lead to an individual being 
radicalised. For example, someone who has experienced 
discrimination and marginalisation by their host 
community may feel drawn towards an organisation 
that can provide an explanation and a means to rectify 
that feeling of vili!cation. It has been shown that those 
individuals that are in a situation of alienation and social 
isolation are more vulnerable to these push
and pull factors (Saltman, 2015)3.

1.2.2 The Process
It is generally agreed that radicalization is a gradual 
process, involving “actions of some kind associated with 
other actions and reactions, often expressed in some 
sort of reciprocal relationship”, as stressed by Taylor and 
Horgan (2006)4. 

Although political a#liations, religious beliefs, and 
socioeconomic factors seem to play a role, critical 
research by Sageman (2004)5 showed the importance of 
group relations, given that an overwhelming majority of 
radicalised individuals were found to have been initially 
involved in extremist activities through already existing 
social ties, either to friends or family members. Trust and 
loyalty towards groups of peer and kin thus seem to be 
essential springboards towards the radicalisation path.
People use groups as “moral anchors,” meaning that they 
rely on the group’s norms to tune their inner moral 
compass, and the individual’s expression of social identi-
ties becomes a re$ection of the group’s internal norms 
as says Ellemers (2015)6. In the case of groups bound by 
extremist ideologies, once the individual has strongly 

identi!ed with the group and its values to a degree that
approaches or reaches “identity fusion”, the individual’s 
behaviors increasingly re$ect those of the members of 
the group to which they now belong.

As they drift increasingly away from the mainstream of 
society, such small, tight-knit groups form a “micro-cul-
ture” of particular values and behaviors, which enables 
the rejection of previously held moral values and a 
process of disinhibition and “moral disengagement” as 
enhanced by Bandura (2016)7.

Understanding of the process of radicalization has 
shifted, since the early 2000s, from hypotheses focused 
on trying to explain radicalisation and terrorism on 
individual psychopathological traits, to broader 
approaches that look at the relational and structural 
components of radicalization instead. In other words, 
academics now prefer to see how push and pull factors 
interact with the socialisation process an individual or 
group now goes through, to better understand how 
they were radicalised.

From this viewpoint, radicalization is an interactional 
process between individuals, social groups, and institu-
tional actors. Two parallel types of interaction take place: 
on the one hand, social movements clash with authori-
ties, which contributes to the justi!cation of violent 
norms and increases radicalism; on the other, support 
networks provide the radical groups and its members 
with logistical help, motivation and symbolic rewards 
(consider the idea of the noble ‘martyr’, for example). 
Radicalization may often spring from frustrated 
attempts to attain political or ideological goals through 
nonviolent means, and early instances of opposition by 
the status quo might lead to the splintering of organiza-
tions and movements into violent and non-violent ones, 
or individuals turning to groups with more extreme 
approaches.

3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).

1Neumann, P. (2013) The trouble with radicalisation. Interna-
tional A"airs 89 (4): 873–893.
2 Tilly C. 1978. From Mobilization to Revolution. Boston: 
Addison-Wesley.
3 Saltman, E. (2015). Sociologick& 'asopis / Czech Sociological 
Review, 51(3), 559-562.
4 Max Taylor & John Horgan (2006) A Conceptual Framework 
for Addressing Psychological Process in the Development of 
the Terrorist, Terrorism and Political Violence, 18(4), 585-601.
5 Sageman, M. (2004). Understanding Terror Networks. Univer-
sity of Pennsylvania Press.
6 Ellemers, N. & Toorn, J. (2015). Groups as moral anchors. 
Current Opinion in Psychology. 6.
7 Bandura, A. (2016). Moral disengagement: How people do 
harm and live with themselves. Worth publishers.
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1.1
DEFINITION 
OF VIOLENT 
EXTREMISM
There is no international legal de!nition of violent 
extremism, and diverse working de!nitions can depend 
from country to country. This happens because de!ning 
violent extremism faces serious di#culties in the search 
for a unique semantic meaning, by academics and 
policymakers. This struggle can be justi!ed by two 
factors: one is the recent application of the concept to 
refer to the foundations of terrorism, which itself implies 
little academic consensus, and the second is because 
both extremism and violence are complex phenomena 
that can contain di"erent meanings, depending on 
geopolitical context and historical timeframes.

Extremism is a relational concept, meaning that some-
thing is considered extreme, or not, compared to a 
benchmark it is being compared to. The de!nitional 
argument surrounding the term is ongoing and a 
consensus has yet to be reached because ‘radicalism’, 
‘terrorism’, and ‘extremism’ (or ‘radical’, ‘terrorist’ and 
‘extremist’) are often used interchangeably, obfuscating 
the di"erences between them.

The lack of consensus is even more evident when it 
comes to the de!nition of “violent extremism” (VE), 
which is seldom de!ned, despite its popular usage. For 
example, USAID de!nes VE loosely as “advocating, 
engaging in, preparing, or otherwise supporting 
ideologically motivated or justi!ed violence to further 
social, economic or political objectives”.
Separating the terms allows for a more nuanced de!ni-
tion, which seems to be often preferred. Schmid’s o"ers 

an extensive de!nition:
“In the context of democratic societies, [extremism is] a 
form of political expression (usually on the far left or the far 
right of the political spectrum) that is not acceptable to the 
more moderate mainstream of political life. Extremist 
groups and parties tend to be anti-constitutional, 
anti-democratic, anti-pluralistic, fanatical, intolerant, 
noncompromising, single-minded, authoritarian and 
adhering to an ends-justify-means philosophy, wanting to 
realise their goals by any means, including the use of politi-
cal violence against opponents. Extremists on the political 
left or right and those of a religiousfundamentalist orienta-
tion favour violence over persuasion, uniformity over 
diversity, unity over pluralism and orders over dialogue.”

When referring to radicalisation leading to violent 
extremism, similarly, it is di#cult to ascertain an exact 
de!nition. Firstly, there is a need to demystify two popu-
lar conceptions of radicalisation: one is the meaning that 
the term acquires when someone is labelled as a radical 
in his or her ideas, such as an in activism, which is not 
inherently bad - the term is not properly related to 
violent extremism. Another meaning occurs when 
people tend to refer to speci!c, related criminal 
phenomena; for instance, people tend to relate violent 
extremism with violence done by facets of organised 
crime, such as the ma!a.

Because of this separation, an extremist is not necessari-
ly a criminal, and vice versa. Violent extremism is always 
ideologically, politically or religiously motivated and 
organised crime is always criminally motivated. While 
radicalisation to violent extremism and recruitment to 
an organised crime group may have overlapping 
features, similarities, draw upon the same vulnerabilities 
and both lead to violent outcomes, they should there-
fore be seen as distinct but related processes.

CHAPTER II
VULNERABILITIES 
& MOTIVATIONS

Several de!nitions seem to agree on the thesis that 
radicalisation leading to violent extremism cannot be 
de!ned as an isolated action, but, instead, as a complex 
and nonlinear psycho-social process composed of 
stages that tends to escalate in intensity. In this sense, 
this process can culminate in violent acts, but does not 
have to necessarily, when an individual may harbour or 
advocate for extremist ideas, but never use or justify 
violence as a means to achieve them.

For this purpose, it is common to divide the social 
process of radicalisation into two distinct types of 
radicalisation that can intertwine: cognitive radicalisa-
tion and violent radicalisation (Neumann, 2013)1.

The !rst is de!ned as a process of developing extremist 
ideas that are opposite to the values of the society in 
which it is inserted. The individual intends to replace 
society’s moral values framework with a model adapted 
to their new convictions - rethinking doctrines and 
reconverting them into an ideology that threatens both 
the rule of law as well as fundamental principles of 
human rights - but this intention does not materialise 
into violent acts.

When this individual starts to use violence to claim his 
ideology, then we say that they are going through - or 
have passed through - a process of violent radicalisation, 
the second type.
This type distinguishes itself from the !rst at the point at 
which violence becomes a desired or legitimate means 
to an ideological end.

Violence, on the other hand, is de!ned as “any observa-
ble interaction in the course of which persons or objects 
are seized or damaged in spite of resistance” by 
renowned author on revolution, Charles Tilly (1978)2. 
Although the adjective is meant to describe a distinct 
feature of one particular kind of extremism, Schmid 
holds that the distinction between violent and non-vio-
lent extremism is illusory: “non-violent and violent 

extremism are”, he concludes, “two sides of the same 
coin.”
Indeed, so-called non-violent extremists may pursue the 
implementation of extremist ideologies through non-vi-
olent means if it is strategically sensible, yet be willing to 
resort to violent tactics if such a shift is considered 
adequate, convenient or necessary. In other words, the 
distinction between violent and not-violent extremism 
rests on a di"erent, current understanding of the value 
of violence as a tactical choice to reach the same goal, 
but where this current understanding could change. It 
must be made clear that this is qualitatively di"erent 
from actual non-violence in the Ghandian sense, which 
may be termed radical, but not extreme.

1.2
THE PROCESS 
OF SOCIAL 
RADICALIZATION
1.2.1 Push & Pull Factors
Before explaining the social process of radicalisation, we 
must ask ourselves about which set of factors can lead to 
an individual being radicalised, potentially to the point 
of doing violence. It’s important to remember, however, 
that while these factors may trigger or contribute to this 
process, each individual will exist in their own unique 
context. Two people may therefore share more or less 
the same traits, history and community and one may be
radicalised and not the other.

It is common to divide these factors into internal (‘pull’) 
and external (‘push’) factors. Pull factors are cognitive, 
psychological processes that draw an individual towards 
an organisation, individual or ideology. They are motiva-
tors as to why an individual would
choose this path over an alternative one. These could 
include a need for belonging, !nancial incentive, a 
desire to help one’s community or rectify grievances, 

resonating with similar cultures, seeking authority 
!gures or like minded people.
Push factors are the environmental conditions that 
enable pull factors to be e"ective. They are literally what 
pushes an individual towards extremism. These could 
include lacking socio-economic status, coming from a 
marginalised community, experiencing discrimination, 
existing in a country with poor governance, corruption 
or other government failures. Push and pull factors 
interact, and together lead to an individual being 
radicalised. For example, someone who has experienced 
discrimination and marginalisation by their host 
community may feel drawn towards an organisation 
that can provide an explanation and a means to rectify 
that feeling of vili!cation. It has been shown that those 
individuals that are in a situation of alienation and social 
isolation are more vulnerable to these push
and pull factors (Saltman, 2015)3.

1.2.2 The Process
It is generally agreed that radicalization is a gradual 
process, involving “actions of some kind associated with 
other actions and reactions, often expressed in some 
sort of reciprocal relationship”, as stressed by Taylor and 
Horgan (2006)4. 

Although political a#liations, religious beliefs, and 
socioeconomic factors seem to play a role, critical 
research by Sageman (2004)5 showed the importance of 
group relations, given that an overwhelming majority of 
radicalised individuals were found to have been initially 
involved in extremist activities through already existing 
social ties, either to friends or family members. Trust and 
loyalty towards groups of peer and kin thus seem to be 
essential springboards towards the radicalisation path.
People use groups as “moral anchors,” meaning that they 
rely on the group’s norms to tune their inner moral 
compass, and the individual’s expression of social identi-
ties becomes a re$ection of the group’s internal norms 
as says Ellemers (2015)6. In the case of groups bound by 
extremist ideologies, once the individual has strongly 

identi!ed with the group and its values to a degree that
approaches or reaches “identity fusion”, the individual’s 
behaviors increasingly re$ect those of the members of 
the group to which they now belong.

As they drift increasingly away from the mainstream of 
society, such small, tight-knit groups form a “micro-cul-
ture” of particular values and behaviors, which enables 
the rejection of previously held moral values and a 
process of disinhibition and “moral disengagement” as 
enhanced by Bandura (2016)7.

Understanding of the process of radicalization has 
shifted, since the early 2000s, from hypotheses focused 
on trying to explain radicalisation and terrorism on 
individual psychopathological traits, to broader 
approaches that look at the relational and structural 
components of radicalization instead. In other words, 
academics now prefer to see how push and pull factors 
interact with the socialisation process an individual or 
group now goes through, to better understand how 
they were radicalised.

From this viewpoint, radicalization is an interactional 
process between individuals, social groups, and institu-
tional actors. Two parallel types of interaction take place: 
on the one hand, social movements clash with authori-
ties, which contributes to the justi!cation of violent 
norms and increases radicalism; on the other, support 
networks provide the radical groups and its members 
with logistical help, motivation and symbolic rewards 
(consider the idea of the noble ‘martyr’, for example). 
Radicalization may often spring from frustrated 
attempts to attain political or ideological goals through 
nonviolent means, and early instances of opposition by 
the status quo might lead to the splintering of organiza-
tions and movements into violent and non-violent ones, 
or individuals turning to groups with more extreme 
approaches.

When former extremists are interviewed, it is clear that 
each individual has many di"erent reasons behind why 
they joined extremist organisations or held extremist 
views. For each individual the journey is unique and 
there is no common ‘path to extremism’. In actuality a 
combination of life experiences, vulnerabilities and 
motivations make an individual go through a process of 
‘cognitive opening’ - a quest to make sense of the world, 
and reframe the world according to a new set of percep-
tions and beliefs; a new ‘worldview’ (Wiktorowicz, 
2005)8. During this process, an individual seeks out those 
with similar worldviews or who can help to better 
explain the world around them. This is a moment of 
incredible vulnerability for this individual and is exploit-
ed by extremist groomers and nrecruiters.

2.1
VULNERABILITIES
2.1.1 The Need for Belonging & Signi!cance
A 2006 study by Andrew Silke (2008)9 resulted in an 
incredibly important !nding, that was to be seminal in 
shaping modern understandings of extremism. It found 
that British Muslims who identi!ed more as Muslim than 
British were more sympathetic towards extremist 
Islamism. The paper concluded that it was their associa-
tion with Islam and the disassociation with Britain - the 
belonging conferred by their identity - that shaped their
worldview.

We all seek belonging. It helps ground us in our social 
environment, gives us status and signi!cance. The 
importance of signi!cance cannot be understated. As 
renowned psychologist Ariel Kruglanski emphasises: 
“All individuals have a fundamental desire to matter, to 
merit respect, and to be someone. The need for signi!cance 

encapsulates other needs that [are] de!nitive of the human 
condition, including the desires to gain respect, compe-
tence, esteem, and meaning in life” (Kruglanski, 2018)10.

When you feel you belong, you also feel you have gained 
that signi!cance; the two are codependent. Those that 
!nd themselves on a journey of seeking belonging and 
signi!cance are at that point vulnerable - they have a 
propensity toward joining extremist groups because 
they prioritise this need (Borum, 2014)11.

Around this need, an extremist group can build a narra-
tive - a story that enables the individual to explain the 
world, that gives them purpose and meaning, that 
provides a path toward the belonging and signi!cance 
that they crave. This process isn’t linear. It relies on a set 
of push factors that reinforce the narrative, various pull 
factors that provide added justi!cation, as well as a 
convincing (‘credible’) messenger delivering the narra-
tive. Often, but not always, these messengers have 
something in common with the person they are trying 
to recruit - they speak the same language, do the same 
activities, grew up in the same environment or had 
similar experiences.

Why someone feels the need to seek signi!cance can 
depend on a number of factors. The only necessary 
factor is that they don’t feel like they belong or have 
signi!cance in the current environment they are in. The 
reason behind this could be that they feel marginalised 
in their society - outcast, or ignored by the government 
or by their community; it could also be that they have 
had traumatic experiences at school or during child-
hood. While these factors are certainly not exhaustive, 
interviews with former extremists often show that in 
extremist groups, they found a group of like minded 
people who they could look up to, or from whom they 

were given respect and a sense of purpose in life. They 
often also show that the ideologies of these groups help 
to solve internal con$icts such as a struggle for one’s 
identity, or not !nding meaning in the world.

2.1.2 Negative Experiences: Personal 
Trauma & Loss
The feeling of loss is a deeply unsettling experience for 
an individual to go through. Losing a relative, for exam-
ple to war or a medical condition, can devastate an 
individual as they haven’t just lost a loved one, but a part 
of themselves. Other types of loss can result in a similar 
feeling that one has lost something: for example losing a 
parent, when coming from a broken family; losing a 
childhood when facing abuse or bullying growing up; 
losing !nancial security when someone has lost a job; or 
losing status when one feels humiliated.

These experiences can make us question the world - the 
purpose of life, why there is so much pain, or why we 
deserve to feel like this. And as a result, many people can 
come to completely di"erent conclusions: maybe that 
pain and trauma is natural, and that one is justi!ed in 
in$icting it on others; blaming a certain group for 
making an individual feel this way; an individual feeling 
that they are worthless and need to seek signi!cance.
These feelings of loss - traumas - are very powerful 
motivators in radicalisation, as extremist ideologies can 
help alleviate much of the fear or guilt or anguish, 
explaining the reasons behind pain and providing 
convenient scapegoats to blame. Extremist groups can 
also provide spaces of mutual comfort and support, and 
for many of those that have lost fathers these groups can 
also act as patriarchal, authority !gures that an individu-
al may crave.

2.1.3 Family and Community in"uence
Throughout a child’s developmental years, they go 
through a process of ‘socialisation’ - where many of the 
values, behaviours, attitudes and beliefs of their family, 
their communityand others they interact with - such as 

peers or teachers. While this is more potent in early 
years, people will constantly experience a degree of 
socialisation throughout their lives, changing their 
beliefs and values according to their environment.

Therefore, if an individual grows up in a household or 
community where others hold certain extreme values or 
beliefs, they are more likely to harbour them too. This is 
the ‘network theory’ of radicalisation, !rst posited by 
Marc Sageman for the NYPD in understanding how 
Muslims were more likely to radicalise in Muslim 
communities with grievances against the US (Sageman, 
2004)12. Through exposure to ‘radicalising settings and 
agents’, there is a cyclical reinforcement of radical views 
(McCauley & Moskalenko, 2010)13.

Therefore, a key vulnerability in the radicalisation of 
youth especially is their environment - the in$uence of 
their family or friends and the community in which they 
!nd themselves. It is important to identify what an 
individual’s situation is, and how it shapes their world-
view.

2.2 Motivations
A combination of unconscious vulnerabilities and 
conscious motivations contribute to an individual’s path 
of radicalisation. In that sense, extremists are rational 
actors too - there is a degree of agency, or choice, when 
joining extremist organisations, holding extremist 
beliefs, or engaging in extremist behaviours (Nemeth, 
2017)14. Therefore, while vulnerabilities may act as 
indicators for risk of radicalisation, motivations act as 
catalysts towards someone actively choosing to take 
steps towards extremism. These are cost-bene!t analy-
ses that an individual undertakes, coming to the conclu-
sion that one choice is
preferable to another.

2.2.1 Political Motivation
Many individuals choose a path of extremism because 
they are frustrated with a current

political status quo. This could be because they feel that 
their communities, or another, is marginalised or 
oppressed; they feel forgotten or left behind; that the 
government is failing in a basic duty; or that all the 
non-violent alternatives are exhausted and there are no 
more choices available to them.

This choice isn’t the same as having an ideological 
conviction. Instead, these choices are based on a pre-ex-
isting ideological conviction that has been frustrated by 
an obstacle, action or a lack of progress. In a 2009 study, 
Danish sociologist, Jon Olsen, found that in a series of 
case studies involving young people who were formerly 
involved in extremist activities, all of them had joined 
out of a strong sense of justice (Olsen, 2009)15. They felt
that the only viable option for them to battle the status 
quo and achieve this justice was to take violent action, 
through revolution and system change.

However, it should be noted that only one out of !ve of 
the interviewees prioritised their political motivations as 
the most dominant. What he found was that being 
driven by political ideology can often be the vehicle, or 
justi!cation, towards a previously-decided destination.
This destination could include a place of belonging or 
brotherhood, higher status or the rectifying of a loss that 
was mentioned in the previous chapters.

2.2.2 Economic or Financial Gain
There is no clear link between poverty, economic depri-
vation or !nancial disadvantage and turning to violent 
extremism (Krueger, 2007)16. That being said, as the 
Financial Action Task Force, a global money laundering 
and terrorist !nancing watchdog, showed in 2018, a 
large proportion of terrorist organisational !nancing 
goes towards the living costs, the payment of goods and 
services, the reimbursement of expenses, and !nancial 
incentives of new recruits (FATF, 2018)17. Indeed while to 
be poor is not to make an individual have more proclivi-
ty towards violence, !nancial incentives are an e"ective 
recruitment tool and have been directly employed by 

ISIS in recruiting foreign !ghters, for example. Students 
and those that are more !nancially insecure, and who 
have reason to !nd !nancial support appealing, are 
likely to see these mechanisms as additionally valuable 
perks in rationally choosing to join an extremist organi-
sation.

2.2.3 Religious Duty
Violent extremism can often be as a result of a particular 
interpretation of religious doctrine or a perceived 
religious obligation. Clear links have been made 
between misinterpretations and extreme religious 
convictions surrounding Islam and extremist Islamism 
(Awan, 2007)18. It’s important to remember that Islam 
isn’t the only religion associated with extremism, with 
McGregor et al. showing in 2015 that every major 
religion in human history has, and continues to have, 
extremist elements (McGregor et al., 2015)19. Zealous-
Christianity, for example, has been associated with the 
rise of far-right nationalism in the US and Europe in 
recent years, while other religions such as Hinduism and 
Buddhism have been associated with extremist tenden-
cies in India and Myanmar, especially, too.

Religion serves as an identity marker - distinguishing an 
in-group from an out-group. Religion also confers a 
certain set of moral codes, ethics and behaviours. When
misinterpreted or deliberately misappropriated, religion 
can be exploited to oblige followers to do harm toward 
a particular set of ‘out-group’ members. In a sense, when 
an individual behaves in an extremist way, in the name 
of religion, they are actively choosing the bene!ts of 
obeying their interpretation of religion versus the costs 
of disobeying it.

It is clear that it is not because of a purely theological 
pursuit that an individual would choose to undertake an 
extremist action or join an extremist group, but religion 
can play an important factor in helping to solidify an 
individual’s position - con!rming their place within a 
group, providing them explanations, giving them a 

sense of duty or justi!cation or promising a spiritual 
reward.

2.3
IDENTIFYING RISK
Together all these vulnerabilities and motivations, 
combined with a set of other push and pull factors, can 
make someone go through a process of radicalisation. It 
is not easy to determine when someone has gone down 
that path or how far along they are, because often it is a 
very personal journey and that individual is not likely to 
reveal that information, but it may be possible to analyse 
what factors led them there and how to prevent the 
radicalisation in the !rst place.

Here is a list of markers for an individual potentially at 
risk of radicalisation, but please note that (a) it is not 
exhaustive, (b) it should never be applied as a 
‘check-box’ system since everyone is individual, and (c) 
there are many other theories surrounding this topic 
and more reading should be done beforehand.

Push factors:
1. Feelings of loneliness, alienation, stigmatisation or 
exclusion.
2. Frustrations or feelings of injustice as a result of 
marginalisation, injustice,
oppression or discrimination.
3. Aggression, angst or resentment towards society, the 
government or a particular group (or groups) for 
causing pain.
4. Trauma or loss, either from childhood years because of 
bullying or abuse, or in adulthood from an attack or 
bereavement.
5. Financial insecurities arising from job-loss or econom-
ic downturns.

Pull factors:
1. Finding violence or violent organisations cool or 

morally upworthy.
2. Vocalising the bene!ts of joining an extremist organi-
sation, such as !nancial or spiritual reward.
3. Experiencing or witnessing violence and an expres-
sion or belief that violence is natural.
4. The same political ideologies being forwarded by 
like-minded groups or organisations.
5. Community or family ties to an organisation, set of 
values or religious interpretations that would be classi-
!ed as extremist.

2.4
BUILDING A SET 
OF ACTIVITIES 
TO TACKLE THESE 
VULNERABILITIES 
AND MOTIVATIONS
2.4.1 Peer-to-Peer:
Peer-to-peer activities mean bringing together youth to 
engage with each other and have dialogue around 
issues. Doing so can have a big impact because often 
conversations can be had that aren’t possible in 
adult-youth programmes, as participants feel more safe 
in opening up and can relate to one another. Many of 
the same feelings, for example of loneliness or question-
ing the world, can be occurring in multiple youth and 
realising others face the same di#culties can be cathar-
tic.

2.4.2 Youth Empowerment:
When youth feel frustrated, disenfranchised and disem-
powered in a political system, they can often turn to 
alternative options to have their voice heard or achieve 
political change. Furthermore, they may choose a path 
of violence if they feel all their other options have
been exhausted. By empowering youth - through capac-
ity-building, !nancial support, providing them a 
platform or a set of tools, connecting them to 

policy-makers, giving them key roles in decision-making 
etc. - it is also possible to give them hope and mecha-
nisms to alleviate their frustrations. It can also help to 
build their self-esteem and con!dence, emotional 
intelligence, resolve feelings of loneliness or isolation, 
and give them a sense of purpose.

2.4.3 Education in Critical Thinking:
As we will come onto in the next chapter, youth may be 
more vulnerable to extremism if they do not have the 
necessary capacities to think critically. This can involve 
questioning authority or family, shaping one’s ideology 
in a nuanced manner, asking pertinent theological ques-
tions, fact-checking and being digitally literate in know-
ing where information comes from online. Educating 
youth through workshops and online courses, for exam-
ple, that aim to improve their critical thinking are abso-
lutely vital in preventing the spread of extremist ideas 
and behaviours.

2.4.4 Testimony of a Former Extremist:
Former extremists have been through the same process 
as youth may be going through themselves - they would 
have had many of the same experiences, motivations, 
vulnerabilities and in$uences. Radicalised youth 
especially can therefore relate to them in a way that they 
can’t with others. They can also help inform CVE practice 
and the development of e"ective interventions for 
de-radicalisation.

2.4.5 Working with religious leaders:
Since religion can be misinterpreted, misappropriated or 
exploited by extremist groups, it is important that 
theologically literate actors are deployed to help inform 
and educate youth in religion. Religious leaders are also 
crucial bridges between CVE organisations and commu-
nities, and can help to gain access to vulnerable or at-risk 
youth.

3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).
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1.1
DEFINITION 
OF VIOLENT 
EXTREMISM
There is no international legal de!nition of violent 
extremism, and diverse working de!nitions can depend 
from country to country. This happens because de!ning 
violent extremism faces serious di#culties in the search 
for a unique semantic meaning, by academics and 
policymakers. This struggle can be justi!ed by two 
factors: one is the recent application of the concept to 
refer to the foundations of terrorism, which itself implies 
little academic consensus, and the second is because 
both extremism and violence are complex phenomena 
that can contain di"erent meanings, depending on 
geopolitical context and historical timeframes.

Extremism is a relational concept, meaning that some-
thing is considered extreme, or not, compared to a 
benchmark it is being compared to. The de!nitional 
argument surrounding the term is ongoing and a 
consensus has yet to be reached because ‘radicalism’, 
‘terrorism’, and ‘extremism’ (or ‘radical’, ‘terrorist’ and 
‘extremist’) are often used interchangeably, obfuscating 
the di"erences between them.

The lack of consensus is even more evident when it 
comes to the de!nition of “violent extremism” (VE), 
which is seldom de!ned, despite its popular usage. For 
example, USAID de!nes VE loosely as “advocating, 
engaging in, preparing, or otherwise supporting 
ideologically motivated or justi!ed violence to further 
social, economic or political objectives”.
Separating the terms allows for a more nuanced de!ni-
tion, which seems to be often preferred. Schmid’s o"ers 

an extensive de!nition:
“In the context of democratic societies, [extremism is] a 
form of political expression (usually on the far left or the far 
right of the political spectrum) that is not acceptable to the 
more moderate mainstream of political life. Extremist 
groups and parties tend to be anti-constitutional, 
anti-democratic, anti-pluralistic, fanatical, intolerant, 
noncompromising, single-minded, authoritarian and 
adhering to an ends-justify-means philosophy, wanting to 
realise their goals by any means, including the use of politi-
cal violence against opponents. Extremists on the political 
left or right and those of a religiousfundamentalist orienta-
tion favour violence over persuasion, uniformity over 
diversity, unity over pluralism and orders over dialogue.”

When referring to radicalisation leading to violent 
extremism, similarly, it is di#cult to ascertain an exact 
de!nition. Firstly, there is a need to demystify two popu-
lar conceptions of radicalisation: one is the meaning that 
the term acquires when someone is labelled as a radical 
in his or her ideas, such as an in activism, which is not 
inherently bad - the term is not properly related to 
violent extremism. Another meaning occurs when 
people tend to refer to speci!c, related criminal 
phenomena; for instance, people tend to relate violent 
extremism with violence done by facets of organised 
crime, such as the ma!a.

Because of this separation, an extremist is not necessari-
ly a criminal, and vice versa. Violent extremism is always 
ideologically, politically or religiously motivated and 
organised crime is always criminally motivated. While 
radicalisation to violent extremism and recruitment to 
an organised crime group may have overlapping 
features, similarities, draw upon the same vulnerabilities 
and both lead to violent outcomes, they should there-
fore be seen as distinct but related processes.

Several de!nitions seem to agree on the thesis that 
radicalisation leading to violent extremism cannot be 
de!ned as an isolated action, but, instead, as a complex 
and nonlinear psycho-social process composed of 
stages that tends to escalate in intensity. In this sense, 
this process can culminate in violent acts, but does not 
have to necessarily, when an individual may harbour or 
advocate for extremist ideas, but never use or justify 
violence as a means to achieve them.

For this purpose, it is common to divide the social 
process of radicalisation into two distinct types of 
radicalisation that can intertwine: cognitive radicalisa-
tion and violent radicalisation (Neumann, 2013)1.

The !rst is de!ned as a process of developing extremist 
ideas that are opposite to the values of the society in 
which it is inserted. The individual intends to replace 
society’s moral values framework with a model adapted 
to their new convictions - rethinking doctrines and 
reconverting them into an ideology that threatens both 
the rule of law as well as fundamental principles of 
human rights - but this intention does not materialise 
into violent acts.

When this individual starts to use violence to claim his 
ideology, then we say that they are going through - or 
have passed through - a process of violent radicalisation, 
the second type.
This type distinguishes itself from the !rst at the point at 
which violence becomes a desired or legitimate means 
to an ideological end.

Violence, on the other hand, is de!ned as “any observa-
ble interaction in the course of which persons or objects 
are seized or damaged in spite of resistance” by 
renowned author on revolution, Charles Tilly (1978)2. 
Although the adjective is meant to describe a distinct 
feature of one particular kind of extremism, Schmid 
holds that the distinction between violent and non-vio-
lent extremism is illusory: “non-violent and violent 

extremism are”, he concludes, “two sides of the same 
coin.”
Indeed, so-called non-violent extremists may pursue the 
implementation of extremist ideologies through non-vi-
olent means if it is strategically sensible, yet be willing to 
resort to violent tactics if such a shift is considered 
adequate, convenient or necessary. In other words, the 
distinction between violent and not-violent extremism 
rests on a di"erent, current understanding of the value 
of violence as a tactical choice to reach the same goal, 
but where this current understanding could change. It 
must be made clear that this is qualitatively di"erent 
from actual non-violence in the Ghandian sense, which 
may be termed radical, but not extreme.

1.2
THE PROCESS 
OF SOCIAL 
RADICALIZATION
1.2.1 Push & Pull Factors
Before explaining the social process of radicalisation, we 
must ask ourselves about which set of factors can lead to 
an individual being radicalised, potentially to the point 
of doing violence. It’s important to remember, however, 
that while these factors may trigger or contribute to this 
process, each individual will exist in their own unique 
context. Two people may therefore share more or less 
the same traits, history and community and one may be
radicalised and not the other.

It is common to divide these factors into internal (‘pull’) 
and external (‘push’) factors. Pull factors are cognitive, 
psychological processes that draw an individual towards 
an organisation, individual or ideology. They are motiva-
tors as to why an individual would
choose this path over an alternative one. These could 
include a need for belonging, !nancial incentive, a 
desire to help one’s community or rectify grievances, 

resonating with similar cultures, seeking authority 
!gures or like minded people.
Push factors are the environmental conditions that 
enable pull factors to be e"ective. They are literally what 
pushes an individual towards extremism. These could 
include lacking socio-economic status, coming from a 
marginalised community, experiencing discrimination, 
existing in a country with poor governance, corruption 
or other government failures. Push and pull factors 
interact, and together lead to an individual being 
radicalised. For example, someone who has experienced 
discrimination and marginalisation by their host 
community may feel drawn towards an organisation 
that can provide an explanation and a means to rectify 
that feeling of vili!cation. It has been shown that those 
individuals that are in a situation of alienation and social 
isolation are more vulnerable to these push
and pull factors (Saltman, 2015)3.

1.2.2 The Process
It is generally agreed that radicalization is a gradual 
process, involving “actions of some kind associated with 
other actions and reactions, often expressed in some 
sort of reciprocal relationship”, as stressed by Taylor and 
Horgan (2006)4. 

Although political a#liations, religious beliefs, and 
socioeconomic factors seem to play a role, critical 
research by Sageman (2004)5 showed the importance of 
group relations, given that an overwhelming majority of 
radicalised individuals were found to have been initially 
involved in extremist activities through already existing 
social ties, either to friends or family members. Trust and 
loyalty towards groups of peer and kin thus seem to be 
essential springboards towards the radicalisation path.
People use groups as “moral anchors,” meaning that they 
rely on the group’s norms to tune their inner moral 
compass, and the individual’s expression of social identi-
ties becomes a re$ection of the group’s internal norms 
as says Ellemers (2015)6. In the case of groups bound by 
extremist ideologies, once the individual has strongly 

identi!ed with the group and its values to a degree that
approaches or reaches “identity fusion”, the individual’s 
behaviors increasingly re$ect those of the members of 
the group to which they now belong.

As they drift increasingly away from the mainstream of 
society, such small, tight-knit groups form a “micro-cul-
ture” of particular values and behaviors, which enables 
the rejection of previously held moral values and a 
process of disinhibition and “moral disengagement” as 
enhanced by Bandura (2016)7.

Understanding of the process of radicalization has 
shifted, since the early 2000s, from hypotheses focused 
on trying to explain radicalisation and terrorism on 
individual psychopathological traits, to broader 
approaches that look at the relational and structural 
components of radicalization instead. In other words, 
academics now prefer to see how push and pull factors 
interact with the socialisation process an individual or 
group now goes through, to better understand how 
they were radicalised.

From this viewpoint, radicalization is an interactional 
process between individuals, social groups, and institu-
tional actors. Two parallel types of interaction take place: 
on the one hand, social movements clash with authori-
ties, which contributes to the justi!cation of violent 
norms and increases radicalism; on the other, support 
networks provide the radical groups and its members 
with logistical help, motivation and symbolic rewards 
(consider the idea of the noble ‘martyr’, for example). 
Radicalization may often spring from frustrated 
attempts to attain political or ideological goals through 
nonviolent means, and early instances of opposition by 
the status quo might lead to the splintering of organiza-
tions and movements into violent and non-violent ones, 
or individuals turning to groups with more extreme 
approaches.

When former extremists are interviewed, it is clear that 
each individual has many di"erent reasons behind why 
they joined extremist organisations or held extremist 
views. For each individual the journey is unique and 
there is no common ‘path to extremism’. In actuality a 
combination of life experiences, vulnerabilities and 
motivations make an individual go through a process of 
‘cognitive opening’ - a quest to make sense of the world, 
and reframe the world according to a new set of percep-
tions and beliefs; a new ‘worldview’ (Wiktorowicz, 
2005)8. During this process, an individual seeks out those 
with similar worldviews or who can help to better 
explain the world around them. This is a moment of 
incredible vulnerability for this individual and is exploit-
ed by extremist groomers and nrecruiters.

2.1
VULNERABILITIES
2.1.1 The Need for Belonging & Signi!cance
A 2006 study by Andrew Silke (2008)9 resulted in an 
incredibly important !nding, that was to be seminal in 
shaping modern understandings of extremism. It found 
that British Muslims who identi!ed more as Muslim than 
British were more sympathetic towards extremist 
Islamism. The paper concluded that it was their associa-
tion with Islam and the disassociation with Britain - the 
belonging conferred by their identity - that shaped their
worldview.

We all seek belonging. It helps ground us in our social 
environment, gives us status and signi!cance. The 
importance of signi!cance cannot be understated. As 
renowned psychologist Ariel Kruglanski emphasises: 
“All individuals have a fundamental desire to matter, to 
merit respect, and to be someone. The need for signi!cance 

encapsulates other needs that [are] de!nitive of the human 
condition, including the desires to gain respect, compe-
tence, esteem, and meaning in life” (Kruglanski, 2018)10.

When you feel you belong, you also feel you have gained 
that signi!cance; the two are codependent. Those that 
!nd themselves on a journey of seeking belonging and 
signi!cance are at that point vulnerable - they have a 
propensity toward joining extremist groups because 
they prioritise this need (Borum, 2014)11.

Around this need, an extremist group can build a narra-
tive - a story that enables the individual to explain the 
world, that gives them purpose and meaning, that 
provides a path toward the belonging and signi!cance 
that they crave. This process isn’t linear. It relies on a set 
of push factors that reinforce the narrative, various pull 
factors that provide added justi!cation, as well as a 
convincing (‘credible’) messenger delivering the narra-
tive. Often, but not always, these messengers have 
something in common with the person they are trying 
to recruit - they speak the same language, do the same 
activities, grew up in the same environment or had 
similar experiences.

Why someone feels the need to seek signi!cance can 
depend on a number of factors. The only necessary 
factor is that they don’t feel like they belong or have 
signi!cance in the current environment they are in. The 
reason behind this could be that they feel marginalised 
in their society - outcast, or ignored by the government 
or by their community; it could also be that they have 
had traumatic experiences at school or during child-
hood. While these factors are certainly not exhaustive, 
interviews with former extremists often show that in 
extremist groups, they found a group of like minded 
people who they could look up to, or from whom they 

were given respect and a sense of purpose in life. They 
often also show that the ideologies of these groups help 
to solve internal con$icts such as a struggle for one’s 
identity, or not !nding meaning in the world.

2.1.2 Negative Experiences: Personal 
Trauma & Loss
The feeling of loss is a deeply unsettling experience for 
an individual to go through. Losing a relative, for exam-
ple to war or a medical condition, can devastate an 
individual as they haven’t just lost a loved one, but a part 
of themselves. Other types of loss can result in a similar 
feeling that one has lost something: for example losing a 
parent, when coming from a broken family; losing a 
childhood when facing abuse or bullying growing up; 
losing !nancial security when someone has lost a job; or 
losing status when one feels humiliated.

These experiences can make us question the world - the 
purpose of life, why there is so much pain, or why we 
deserve to feel like this. And as a result, many people can 
come to completely di"erent conclusions: maybe that 
pain and trauma is natural, and that one is justi!ed in 
in$icting it on others; blaming a certain group for 
making an individual feel this way; an individual feeling 
that they are worthless and need to seek signi!cance.
These feelings of loss - traumas - are very powerful 
motivators in radicalisation, as extremist ideologies can 
help alleviate much of the fear or guilt or anguish, 
explaining the reasons behind pain and providing 
convenient scapegoats to blame. Extremist groups can 
also provide spaces of mutual comfort and support, and 
for many of those that have lost fathers these groups can 
also act as patriarchal, authority !gures that an individu-
al may crave.

2.1.3 Family and Community in"uence
Throughout a child’s developmental years, they go 
through a process of ‘socialisation’ - where many of the 
values, behaviours, attitudes and beliefs of their family, 
their communityand others they interact with - such as 

peers or teachers. While this is more potent in early 
years, people will constantly experience a degree of 
socialisation throughout their lives, changing their 
beliefs and values according to their environment.

Therefore, if an individual grows up in a household or 
community where others hold certain extreme values or 
beliefs, they are more likely to harbour them too. This is 
the ‘network theory’ of radicalisation, !rst posited by 
Marc Sageman for the NYPD in understanding how 
Muslims were more likely to radicalise in Muslim 
communities with grievances against the US (Sageman, 
2004)12. Through exposure to ‘radicalising settings and 
agents’, there is a cyclical reinforcement of radical views 
(McCauley & Moskalenko, 2010)13.

Therefore, a key vulnerability in the radicalisation of 
youth especially is their environment - the in$uence of 
their family or friends and the community in which they 
!nd themselves. It is important to identify what an 
individual’s situation is, and how it shapes their world-
view.

2.2 Motivations
A combination of unconscious vulnerabilities and 
conscious motivations contribute to an individual’s path 
of radicalisation. In that sense, extremists are rational 
actors too - there is a degree of agency, or choice, when 
joining extremist organisations, holding extremist 
beliefs, or engaging in extremist behaviours (Nemeth, 
2017)14. Therefore, while vulnerabilities may act as 
indicators for risk of radicalisation, motivations act as 
catalysts towards someone actively choosing to take 
steps towards extremism. These are cost-bene!t analy-
ses that an individual undertakes, coming to the conclu-
sion that one choice is
preferable to another.

2.2.1 Political Motivation
Many individuals choose a path of extremism because 
they are frustrated with a current

political status quo. This could be because they feel that 
their communities, or another, is marginalised or 
oppressed; they feel forgotten or left behind; that the 
government is failing in a basic duty; or that all the 
non-violent alternatives are exhausted and there are no 
more choices available to them.

This choice isn’t the same as having an ideological 
conviction. Instead, these choices are based on a pre-ex-
isting ideological conviction that has been frustrated by 
an obstacle, action or a lack of progress. In a 2009 study, 
Danish sociologist, Jon Olsen, found that in a series of 
case studies involving young people who were formerly 
involved in extremist activities, all of them had joined 
out of a strong sense of justice (Olsen, 2009)15. They felt
that the only viable option for them to battle the status 
quo and achieve this justice was to take violent action, 
through revolution and system change.

However, it should be noted that only one out of !ve of 
the interviewees prioritised their political motivations as 
the most dominant. What he found was that being 
driven by political ideology can often be the vehicle, or 
justi!cation, towards a previously-decided destination.
This destination could include a place of belonging or 
brotherhood, higher status or the rectifying of a loss that 
was mentioned in the previous chapters.

2.2.2 Economic or Financial Gain
There is no clear link between poverty, economic depri-
vation or !nancial disadvantage and turning to violent 
extremism (Krueger, 2007)16. That being said, as the 
Financial Action Task Force, a global money laundering 
and terrorist !nancing watchdog, showed in 2018, a 
large proportion of terrorist organisational !nancing 
goes towards the living costs, the payment of goods and 
services, the reimbursement of expenses, and !nancial 
incentives of new recruits (FATF, 2018)17. Indeed while to 
be poor is not to make an individual have more proclivi-
ty towards violence, !nancial incentives are an e"ective 
recruitment tool and have been directly employed by 

ISIS in recruiting foreign !ghters, for example. Students 
and those that are more !nancially insecure, and who 
have reason to !nd !nancial support appealing, are 
likely to see these mechanisms as additionally valuable 
perks in rationally choosing to join an extremist organi-
sation.

2.2.3 Religious Duty
Violent extremism can often be as a result of a particular 
interpretation of religious doctrine or a perceived 
religious obligation. Clear links have been made 
between misinterpretations and extreme religious 
convictions surrounding Islam and extremist Islamism 
(Awan, 2007)18. It’s important to remember that Islam 
isn’t the only religion associated with extremism, with 
McGregor et al. showing in 2015 that every major 
religion in human history has, and continues to have, 
extremist elements (McGregor et al., 2015)19. Zealous-
Christianity, for example, has been associated with the 
rise of far-right nationalism in the US and Europe in 
recent years, while other religions such as Hinduism and 
Buddhism have been associated with extremist tenden-
cies in India and Myanmar, especially, too.

Religion serves as an identity marker - distinguishing an 
in-group from an out-group. Religion also confers a 
certain set of moral codes, ethics and behaviours. When
misinterpreted or deliberately misappropriated, religion 
can be exploited to oblige followers to do harm toward 
a particular set of ‘out-group’ members. In a sense, when 
an individual behaves in an extremist way, in the name 
of religion, they are actively choosing the bene!ts of 
obeying their interpretation of religion versus the costs 
of disobeying it.

It is clear that it is not because of a purely theological 
pursuit that an individual would choose to undertake an 
extremist action or join an extremist group, but religion 
can play an important factor in helping to solidify an 
individual’s position - con!rming their place within a 
group, providing them explanations, giving them a 

sense of duty or justi!cation or promising a spiritual 
reward.

2.3
IDENTIFYING RISK
Together all these vulnerabilities and motivations, 
combined with a set of other push and pull factors, can 
make someone go through a process of radicalisation. It 
is not easy to determine when someone has gone down 
that path or how far along they are, because often it is a 
very personal journey and that individual is not likely to 
reveal that information, but it may be possible to analyse 
what factors led them there and how to prevent the 
radicalisation in the !rst place.

Here is a list of markers for an individual potentially at 
risk of radicalisation, but please note that (a) it is not 
exhaustive, (b) it should never be applied as a 
‘check-box’ system since everyone is individual, and (c) 
there are many other theories surrounding this topic 
and more reading should be done beforehand.

Push factors:
1. Feelings of loneliness, alienation, stigmatisation or 
exclusion.
2. Frustrations or feelings of injustice as a result of 
marginalisation, injustice,
oppression or discrimination.
3. Aggression, angst or resentment towards society, the 
government or a particular group (or groups) for 
causing pain.
4. Trauma or loss, either from childhood years because of 
bullying or abuse, or in adulthood from an attack or 
bereavement.
5. Financial insecurities arising from job-loss or econom-
ic downturns.

Pull factors:
1. Finding violence or violent organisations cool or 

morally upworthy.
2. Vocalising the bene!ts of joining an extremist organi-
sation, such as !nancial or spiritual reward.
3. Experiencing or witnessing violence and an expres-
sion or belief that violence is natural.
4. The same political ideologies being forwarded by 
like-minded groups or organisations.
5. Community or family ties to an organisation, set of 
values or religious interpretations that would be classi-
!ed as extremist.

2.4
BUILDING A SET 
OF ACTIVITIES 
TO TACKLE THESE 
VULNERABILITIES 
AND MOTIVATIONS
2.4.1 Peer-to-Peer:
Peer-to-peer activities mean bringing together youth to 
engage with each other and have dialogue around 
issues. Doing so can have a big impact because often 
conversations can be had that aren’t possible in 
adult-youth programmes, as participants feel more safe 
in opening up and can relate to one another. Many of 
the same feelings, for example of loneliness or question-
ing the world, can be occurring in multiple youth and 
realising others face the same di#culties can be cathar-
tic.

2.4.2 Youth Empowerment:
When youth feel frustrated, disenfranchised and disem-
powered in a political system, they can often turn to 
alternative options to have their voice heard or achieve 
political change. Furthermore, they may choose a path 
of violence if they feel all their other options have
been exhausted. By empowering youth - through capac-
ity-building, !nancial support, providing them a 
platform or a set of tools, connecting them to 

policy-makers, giving them key roles in decision-making 
etc. - it is also possible to give them hope and mecha-
nisms to alleviate their frustrations. It can also help to 
build their self-esteem and con!dence, emotional 
intelligence, resolve feelings of loneliness or isolation, 
and give them a sense of purpose.

2.4.3 Education in Critical Thinking:
As we will come onto in the next chapter, youth may be 
more vulnerable to extremism if they do not have the 
necessary capacities to think critically. This can involve 
questioning authority or family, shaping one’s ideology 
in a nuanced manner, asking pertinent theological ques-
tions, fact-checking and being digitally literate in know-
ing where information comes from online. Educating 
youth through workshops and online courses, for exam-
ple, that aim to improve their critical thinking are abso-
lutely vital in preventing the spread of extremist ideas 
and behaviours.

2.4.4 Testimony of a Former Extremist:
Former extremists have been through the same process 
as youth may be going through themselves - they would 
have had many of the same experiences, motivations, 
vulnerabilities and in$uences. Radicalised youth 
especially can therefore relate to them in a way that they 
can’t with others. They can also help inform CVE practice 
and the development of e"ective interventions for 
de-radicalisation.

2.4.5 Working with religious leaders:
Since religion can be misinterpreted, misappropriated or 
exploited by extremist groups, it is important that 
theologically literate actors are deployed to help inform 
and educate youth in religion. Religious leaders are also 
crucial bridges between CVE organisations and commu-
nities, and can help to gain access to vulnerable or at-risk 
youth.

3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).
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1.1
DEFINITION 
OF VIOLENT 
EXTREMISM
There is no international legal de!nition of violent 
extremism, and diverse working de!nitions can depend 
from country to country. This happens because de!ning 
violent extremism faces serious di#culties in the search 
for a unique semantic meaning, by academics and 
policymakers. This struggle can be justi!ed by two 
factors: one is the recent application of the concept to 
refer to the foundations of terrorism, which itself implies 
little academic consensus, and the second is because 
both extremism and violence are complex phenomena 
that can contain di"erent meanings, depending on 
geopolitical context and historical timeframes.

Extremism is a relational concept, meaning that some-
thing is considered extreme, or not, compared to a 
benchmark it is being compared to. The de!nitional 
argument surrounding the term is ongoing and a 
consensus has yet to be reached because ‘radicalism’, 
‘terrorism’, and ‘extremism’ (or ‘radical’, ‘terrorist’ and 
‘extremist’) are often used interchangeably, obfuscating 
the di"erences between them.

The lack of consensus is even more evident when it 
comes to the de!nition of “violent extremism” (VE), 
which is seldom de!ned, despite its popular usage. For 
example, USAID de!nes VE loosely as “advocating, 
engaging in, preparing, or otherwise supporting 
ideologically motivated or justi!ed violence to further 
social, economic or political objectives”.
Separating the terms allows for a more nuanced de!ni-
tion, which seems to be often preferred. Schmid’s o"ers 

an extensive de!nition:
“In the context of democratic societies, [extremism is] a 
form of political expression (usually on the far left or the far 
right of the political spectrum) that is not acceptable to the 
more moderate mainstream of political life. Extremist 
groups and parties tend to be anti-constitutional, 
anti-democratic, anti-pluralistic, fanatical, intolerant, 
noncompromising, single-minded, authoritarian and 
adhering to an ends-justify-means philosophy, wanting to 
realise their goals by any means, including the use of politi-
cal violence against opponents. Extremists on the political 
left or right and those of a religiousfundamentalist orienta-
tion favour violence over persuasion, uniformity over 
diversity, unity over pluralism and orders over dialogue.”

When referring to radicalisation leading to violent 
extremism, similarly, it is di#cult to ascertain an exact 
de!nition. Firstly, there is a need to demystify two popu-
lar conceptions of radicalisation: one is the meaning that 
the term acquires when someone is labelled as a radical 
in his or her ideas, such as an in activism, which is not 
inherently bad - the term is not properly related to 
violent extremism. Another meaning occurs when 
people tend to refer to speci!c, related criminal 
phenomena; for instance, people tend to relate violent 
extremism with violence done by facets of organised 
crime, such as the ma!a.

Because of this separation, an extremist is not necessari-
ly a criminal, and vice versa. Violent extremism is always 
ideologically, politically or religiously motivated and 
organised crime is always criminally motivated. While 
radicalisation to violent extremism and recruitment to 
an organised crime group may have overlapping 
features, similarities, draw upon the same vulnerabilities 
and both lead to violent outcomes, they should there-
fore be seen as distinct but related processes.

Several de!nitions seem to agree on the thesis that 
radicalisation leading to violent extremism cannot be 
de!ned as an isolated action, but, instead, as a complex 
and nonlinear psycho-social process composed of 
stages that tends to escalate in intensity. In this sense, 
this process can culminate in violent acts, but does not 
have to necessarily, when an individual may harbour or 
advocate for extremist ideas, but never use or justify 
violence as a means to achieve them.

For this purpose, it is common to divide the social 
process of radicalisation into two distinct types of 
radicalisation that can intertwine: cognitive radicalisa-
tion and violent radicalisation (Neumann, 2013)1.

The !rst is de!ned as a process of developing extremist 
ideas that are opposite to the values of the society in 
which it is inserted. The individual intends to replace 
society’s moral values framework with a model adapted 
to their new convictions - rethinking doctrines and 
reconverting them into an ideology that threatens both 
the rule of law as well as fundamental principles of 
human rights - but this intention does not materialise 
into violent acts.

When this individual starts to use violence to claim his 
ideology, then we say that they are going through - or 
have passed through - a process of violent radicalisation, 
the second type.
This type distinguishes itself from the !rst at the point at 
which violence becomes a desired or legitimate means 
to an ideological end.

Violence, on the other hand, is de!ned as “any observa-
ble interaction in the course of which persons or objects 
are seized or damaged in spite of resistance” by 
renowned author on revolution, Charles Tilly (1978)2. 
Although the adjective is meant to describe a distinct 
feature of one particular kind of extremism, Schmid 
holds that the distinction between violent and non-vio-
lent extremism is illusory: “non-violent and violent 

extremism are”, he concludes, “two sides of the same 
coin.”
Indeed, so-called non-violent extremists may pursue the 
implementation of extremist ideologies through non-vi-
olent means if it is strategically sensible, yet be willing to 
resort to violent tactics if such a shift is considered 
adequate, convenient or necessary. In other words, the 
distinction between violent and not-violent extremism 
rests on a di"erent, current understanding of the value 
of violence as a tactical choice to reach the same goal, 
but where this current understanding could change. It 
must be made clear that this is qualitatively di"erent 
from actual non-violence in the Ghandian sense, which 
may be termed radical, but not extreme.

1.2
THE PROCESS 
OF SOCIAL 
RADICALIZATION
1.2.1 Push & Pull Factors
Before explaining the social process of radicalisation, we 
must ask ourselves about which set of factors can lead to 
an individual being radicalised, potentially to the point 
of doing violence. It’s important to remember, however, 
that while these factors may trigger or contribute to this 
process, each individual will exist in their own unique 
context. Two people may therefore share more or less 
the same traits, history and community and one may be
radicalised and not the other.

It is common to divide these factors into internal (‘pull’) 
and external (‘push’) factors. Pull factors are cognitive, 
psychological processes that draw an individual towards 
an organisation, individual or ideology. They are motiva-
tors as to why an individual would
choose this path over an alternative one. These could 
include a need for belonging, !nancial incentive, a 
desire to help one’s community or rectify grievances, 

resonating with similar cultures, seeking authority 
!gures or like minded people.
Push factors are the environmental conditions that 
enable pull factors to be e"ective. They are literally what 
pushes an individual towards extremism. These could 
include lacking socio-economic status, coming from a 
marginalised community, experiencing discrimination, 
existing in a country with poor governance, corruption 
or other government failures. Push and pull factors 
interact, and together lead to an individual being 
radicalised. For example, someone who has experienced 
discrimination and marginalisation by their host 
community may feel drawn towards an organisation 
that can provide an explanation and a means to rectify 
that feeling of vili!cation. It has been shown that those 
individuals that are in a situation of alienation and social 
isolation are more vulnerable to these push
and pull factors (Saltman, 2015)3.

1.2.2 The Process
It is generally agreed that radicalization is a gradual 
process, involving “actions of some kind associated with 
other actions and reactions, often expressed in some 
sort of reciprocal relationship”, as stressed by Taylor and 
Horgan (2006)4. 

Although political a#liations, religious beliefs, and 
socioeconomic factors seem to play a role, critical 
research by Sageman (2004)5 showed the importance of 
group relations, given that an overwhelming majority of 
radicalised individuals were found to have been initially 
involved in extremist activities through already existing 
social ties, either to friends or family members. Trust and 
loyalty towards groups of peer and kin thus seem to be 
essential springboards towards the radicalisation path.
People use groups as “moral anchors,” meaning that they 
rely on the group’s norms to tune their inner moral 
compass, and the individual’s expression of social identi-
ties becomes a re$ection of the group’s internal norms 
as says Ellemers (2015)6. In the case of groups bound by 
extremist ideologies, once the individual has strongly 

identi!ed with the group and its values to a degree that
approaches or reaches “identity fusion”, the individual’s 
behaviors increasingly re$ect those of the members of 
the group to which they now belong.

As they drift increasingly away from the mainstream of 
society, such small, tight-knit groups form a “micro-cul-
ture” of particular values and behaviors, which enables 
the rejection of previously held moral values and a 
process of disinhibition and “moral disengagement” as 
enhanced by Bandura (2016)7.

Understanding of the process of radicalization has 
shifted, since the early 2000s, from hypotheses focused 
on trying to explain radicalisation and terrorism on 
individual psychopathological traits, to broader 
approaches that look at the relational and structural 
components of radicalization instead. In other words, 
academics now prefer to see how push and pull factors 
interact with the socialisation process an individual or 
group now goes through, to better understand how 
they were radicalised.

From this viewpoint, radicalization is an interactional 
process between individuals, social groups, and institu-
tional actors. Two parallel types of interaction take place: 
on the one hand, social movements clash with authori-
ties, which contributes to the justi!cation of violent 
norms and increases radicalism; on the other, support 
networks provide the radical groups and its members 
with logistical help, motivation and symbolic rewards 
(consider the idea of the noble ‘martyr’, for example). 
Radicalization may often spring from frustrated 
attempts to attain political or ideological goals through 
nonviolent means, and early instances of opposition by 
the status quo might lead to the splintering of organiza-
tions and movements into violent and non-violent ones, 
or individuals turning to groups with more extreme 
approaches.

When former extremists are interviewed, it is clear that 
each individual has many di"erent reasons behind why 
they joined extremist organisations or held extremist 
views. For each individual the journey is unique and 
there is no common ‘path to extremism’. In actuality a 
combination of life experiences, vulnerabilities and 
motivations make an individual go through a process of 
‘cognitive opening’ - a quest to make sense of the world, 
and reframe the world according to a new set of percep-
tions and beliefs; a new ‘worldview’ (Wiktorowicz, 
2005)8. During this process, an individual seeks out those 
with similar worldviews or who can help to better 
explain the world around them. This is a moment of 
incredible vulnerability for this individual and is exploit-
ed by extremist groomers and nrecruiters.

2.1
VULNERABILITIES
2.1.1 The Need for Belonging & Signi!cance
A 2006 study by Andrew Silke (2008)9 resulted in an 
incredibly important !nding, that was to be seminal in 
shaping modern understandings of extremism. It found 
that British Muslims who identi!ed more as Muslim than 
British were more sympathetic towards extremist 
Islamism. The paper concluded that it was their associa-
tion with Islam and the disassociation with Britain - the 
belonging conferred by their identity - that shaped their
worldview.

We all seek belonging. It helps ground us in our social 
environment, gives us status and signi!cance. The 
importance of signi!cance cannot be understated. As 
renowned psychologist Ariel Kruglanski emphasises: 
“All individuals have a fundamental desire to matter, to 
merit respect, and to be someone. The need for signi!cance 

encapsulates other needs that [are] de!nitive of the human 
condition, including the desires to gain respect, compe-
tence, esteem, and meaning in life” (Kruglanski, 2018)10.

When you feel you belong, you also feel you have gained 
that signi!cance; the two are codependent. Those that 
!nd themselves on a journey of seeking belonging and 
signi!cance are at that point vulnerable - they have a 
propensity toward joining extremist groups because 
they prioritise this need (Borum, 2014)11.

Around this need, an extremist group can build a narra-
tive - a story that enables the individual to explain the 
world, that gives them purpose and meaning, that 
provides a path toward the belonging and signi!cance 
that they crave. This process isn’t linear. It relies on a set 
of push factors that reinforce the narrative, various pull 
factors that provide added justi!cation, as well as a 
convincing (‘credible’) messenger delivering the narra-
tive. Often, but not always, these messengers have 
something in common with the person they are trying 
to recruit - they speak the same language, do the same 
activities, grew up in the same environment or had 
similar experiences.

Why someone feels the need to seek signi!cance can 
depend on a number of factors. The only necessary 
factor is that they don’t feel like they belong or have 
signi!cance in the current environment they are in. The 
reason behind this could be that they feel marginalised 
in their society - outcast, or ignored by the government 
or by their community; it could also be that they have 
had traumatic experiences at school or during child-
hood. While these factors are certainly not exhaustive, 
interviews with former extremists often show that in 
extremist groups, they found a group of like minded 
people who they could look up to, or from whom they 

were given respect and a sense of purpose in life. They 
often also show that the ideologies of these groups help 
to solve internal con$icts such as a struggle for one’s 
identity, or not !nding meaning in the world.

2.1.2 Negative Experiences: Personal 
Trauma & Loss
The feeling of loss is a deeply unsettling experience for 
an individual to go through. Losing a relative, for exam-
ple to war or a medical condition, can devastate an 
individual as they haven’t just lost a loved one, but a part 
of themselves. Other types of loss can result in a similar 
feeling that one has lost something: for example losing a 
parent, when coming from a broken family; losing a 
childhood when facing abuse or bullying growing up; 
losing !nancial security when someone has lost a job; or 
losing status when one feels humiliated.

These experiences can make us question the world - the 
purpose of life, why there is so much pain, or why we 
deserve to feel like this. And as a result, many people can 
come to completely di"erent conclusions: maybe that 
pain and trauma is natural, and that one is justi!ed in 
in$icting it on others; blaming a certain group for 
making an individual feel this way; an individual feeling 
that they are worthless and need to seek signi!cance.
These feelings of loss - traumas - are very powerful 
motivators in radicalisation, as extremist ideologies can 
help alleviate much of the fear or guilt or anguish, 
explaining the reasons behind pain and providing 
convenient scapegoats to blame. Extremist groups can 
also provide spaces of mutual comfort and support, and 
for many of those that have lost fathers these groups can 
also act as patriarchal, authority !gures that an individu-
al may crave.

2.1.3 Family and Community in"uence
Throughout a child’s developmental years, they go 
through a process of ‘socialisation’ - where many of the 
values, behaviours, attitudes and beliefs of their family, 
their communityand others they interact with - such as 

peers or teachers. While this is more potent in early 
years, people will constantly experience a degree of 
socialisation throughout their lives, changing their 
beliefs and values according to their environment.

Therefore, if an individual grows up in a household or 
community where others hold certain extreme values or 
beliefs, they are more likely to harbour them too. This is 
the ‘network theory’ of radicalisation, !rst posited by 
Marc Sageman for the NYPD in understanding how 
Muslims were more likely to radicalise in Muslim 
communities with grievances against the US (Sageman, 
2004)12. Through exposure to ‘radicalising settings and 
agents’, there is a cyclical reinforcement of radical views 
(McCauley & Moskalenko, 2010)13.

Therefore, a key vulnerability in the radicalisation of 
youth especially is their environment - the in$uence of 
their family or friends and the community in which they 
!nd themselves. It is important to identify what an 
individual’s situation is, and how it shapes their world-
view.

2.2 Motivations
A combination of unconscious vulnerabilities and 
conscious motivations contribute to an individual’s path 
of radicalisation. In that sense, extremists are rational 
actors too - there is a degree of agency, or choice, when 
joining extremist organisations, holding extremist 
beliefs, or engaging in extremist behaviours (Nemeth, 
2017)14. Therefore, while vulnerabilities may act as 
indicators for risk of radicalisation, motivations act as 
catalysts towards someone actively choosing to take 
steps towards extremism. These are cost-bene!t analy-
ses that an individual undertakes, coming to the conclu-
sion that one choice is
preferable to another.

2.2.1 Political Motivation
Many individuals choose a path of extremism because 
they are frustrated with a current

political status quo. This could be because they feel that 
their communities, or another, is marginalised or 
oppressed; they feel forgotten or left behind; that the 
government is failing in a basic duty; or that all the 
non-violent alternatives are exhausted and there are no 
more choices available to them.

This choice isn’t the same as having an ideological 
conviction. Instead, these choices are based on a pre-ex-
isting ideological conviction that has been frustrated by 
an obstacle, action or a lack of progress. In a 2009 study, 
Danish sociologist, Jon Olsen, found that in a series of 
case studies involving young people who were formerly 
involved in extremist activities, all of them had joined 
out of a strong sense of justice (Olsen, 2009)15. They felt
that the only viable option for them to battle the status 
quo and achieve this justice was to take violent action, 
through revolution and system change.

However, it should be noted that only one out of !ve of 
the interviewees prioritised their political motivations as 
the most dominant. What he found was that being 
driven by political ideology can often be the vehicle, or 
justi!cation, towards a previously-decided destination.
This destination could include a place of belonging or 
brotherhood, higher status or the rectifying of a loss that 
was mentioned in the previous chapters.

2.2.2 Economic or Financial Gain
There is no clear link between poverty, economic depri-
vation or !nancial disadvantage and turning to violent 
extremism (Krueger, 2007)16. That being said, as the 
Financial Action Task Force, a global money laundering 
and terrorist !nancing watchdog, showed in 2018, a 
large proportion of terrorist organisational !nancing 
goes towards the living costs, the payment of goods and 
services, the reimbursement of expenses, and !nancial 
incentives of new recruits (FATF, 2018)17. Indeed while to 
be poor is not to make an individual have more proclivi-
ty towards violence, !nancial incentives are an e"ective 
recruitment tool and have been directly employed by 

ISIS in recruiting foreign !ghters, for example. Students 
and those that are more !nancially insecure, and who 
have reason to !nd !nancial support appealing, are 
likely to see these mechanisms as additionally valuable 
perks in rationally choosing to join an extremist organi-
sation.

2.2.3 Religious Duty
Violent extremism can often be as a result of a particular 
interpretation of religious doctrine or a perceived 
religious obligation. Clear links have been made 
between misinterpretations and extreme religious 
convictions surrounding Islam and extremist Islamism 
(Awan, 2007)18. It’s important to remember that Islam 
isn’t the only religion associated with extremism, with 
McGregor et al. showing in 2015 that every major 
religion in human history has, and continues to have, 
extremist elements (McGregor et al., 2015)19. Zealous-
Christianity, for example, has been associated with the 
rise of far-right nationalism in the US and Europe in 
recent years, while other religions such as Hinduism and 
Buddhism have been associated with extremist tenden-
cies in India and Myanmar, especially, too.

Religion serves as an identity marker - distinguishing an 
in-group from an out-group. Religion also confers a 
certain set of moral codes, ethics and behaviours. When
misinterpreted or deliberately misappropriated, religion 
can be exploited to oblige followers to do harm toward 
a particular set of ‘out-group’ members. In a sense, when 
an individual behaves in an extremist way, in the name 
of religion, they are actively choosing the bene!ts of 
obeying their interpretation of religion versus the costs 
of disobeying it.

It is clear that it is not because of a purely theological 
pursuit that an individual would choose to undertake an 
extremist action or join an extremist group, but religion 
can play an important factor in helping to solidify an 
individual’s position - con!rming their place within a 
group, providing them explanations, giving them a 

sense of duty or justi!cation or promising a spiritual 
reward.

2.3
IDENTIFYING RISK
Together all these vulnerabilities and motivations, 
combined with a set of other push and pull factors, can 
make someone go through a process of radicalisation. It 
is not easy to determine when someone has gone down 
that path or how far along they are, because often it is a 
very personal journey and that individual is not likely to 
reveal that information, but it may be possible to analyse 
what factors led them there and how to prevent the 
radicalisation in the !rst place.

Here is a list of markers for an individual potentially at 
risk of radicalisation, but please note that (a) it is not 
exhaustive, (b) it should never be applied as a 
‘check-box’ system since everyone is individual, and (c) 
there are many other theories surrounding this topic 
and more reading should be done beforehand.

Push factors:
1. Feelings of loneliness, alienation, stigmatisation or 
exclusion.
2. Frustrations or feelings of injustice as a result of 
marginalisation, injustice,
oppression or discrimination.
3. Aggression, angst or resentment towards society, the 
government or a particular group (or groups) for 
causing pain.
4. Trauma or loss, either from childhood years because of 
bullying or abuse, or in adulthood from an attack or 
bereavement.
5. Financial insecurities arising from job-loss or econom-
ic downturns.

Pull factors:
1. Finding violence or violent organisations cool or 

morally upworthy.
2. Vocalising the bene!ts of joining an extremist organi-
sation, such as !nancial or spiritual reward.
3. Experiencing or witnessing violence and an expres-
sion or belief that violence is natural.
4. The same political ideologies being forwarded by 
like-minded groups or organisations.
5. Community or family ties to an organisation, set of 
values or religious interpretations that would be classi-
!ed as extremist.

2.4
BUILDING A SET 
OF ACTIVITIES 
TO TACKLE THESE 
VULNERABILITIES 
AND MOTIVATIONS
2.4.1 Peer-to-Peer:
Peer-to-peer activities mean bringing together youth to 
engage with each other and have dialogue around 
issues. Doing so can have a big impact because often 
conversations can be had that aren’t possible in 
adult-youth programmes, as participants feel more safe 
in opening up and can relate to one another. Many of 
the same feelings, for example of loneliness or question-
ing the world, can be occurring in multiple youth and 
realising others face the same di#culties can be cathar-
tic.

2.4.2 Youth Empowerment:
When youth feel frustrated, disenfranchised and disem-
powered in a political system, they can often turn to 
alternative options to have their voice heard or achieve 
political change. Furthermore, they may choose a path 
of violence if they feel all their other options have
been exhausted. By empowering youth - through capac-
ity-building, !nancial support, providing them a 
platform or a set of tools, connecting them to 

policy-makers, giving them key roles in decision-making 
etc. - it is also possible to give them hope and mecha-
nisms to alleviate their frustrations. It can also help to 
build their self-esteem and con!dence, emotional 
intelligence, resolve feelings of loneliness or isolation, 
and give them a sense of purpose.

2.4.3 Education in Critical Thinking:
As we will come onto in the next chapter, youth may be 
more vulnerable to extremism if they do not have the 
necessary capacities to think critically. This can involve 
questioning authority or family, shaping one’s ideology 
in a nuanced manner, asking pertinent theological ques-
tions, fact-checking and being digitally literate in know-
ing where information comes from online. Educating 
youth through workshops and online courses, for exam-
ple, that aim to improve their critical thinking are abso-
lutely vital in preventing the spread of extremist ideas 
and behaviours.

2.4.4 Testimony of a Former Extremist:
Former extremists have been through the same process 
as youth may be going through themselves - they would 
have had many of the same experiences, motivations, 
vulnerabilities and in$uences. Radicalised youth 
especially can therefore relate to them in a way that they 
can’t with others. They can also help inform CVE practice 
and the development of e"ective interventions for 
de-radicalisation.

2.4.5 Working with religious leaders:
Since religion can be misinterpreted, misappropriated or 
exploited by extremist groups, it is important that 
theologically literate actors are deployed to help inform 
and educate youth in religion. Religious leaders are also 
crucial bridges between CVE organisations and commu-
nities, and can help to gain access to vulnerable or at-risk 
youth.

3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).
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1.1
DEFINITION 
OF VIOLENT 
EXTREMISM
There is no international legal de!nition of violent 
extremism, and diverse working de!nitions can depend 
from country to country. This happens because de!ning 
violent extremism faces serious di#culties in the search 
for a unique semantic meaning, by academics and 
policymakers. This struggle can be justi!ed by two 
factors: one is the recent application of the concept to 
refer to the foundations of terrorism, which itself implies 
little academic consensus, and the second is because 
both extremism and violence are complex phenomena 
that can contain di"erent meanings, depending on 
geopolitical context and historical timeframes.

Extremism is a relational concept, meaning that some-
thing is considered extreme, or not, compared to a 
benchmark it is being compared to. The de!nitional 
argument surrounding the term is ongoing and a 
consensus has yet to be reached because ‘radicalism’, 
‘terrorism’, and ‘extremism’ (or ‘radical’, ‘terrorist’ and 
‘extremist’) are often used interchangeably, obfuscating 
the di"erences between them.

The lack of consensus is even more evident when it 
comes to the de!nition of “violent extremism” (VE), 
which is seldom de!ned, despite its popular usage. For 
example, USAID de!nes VE loosely as “advocating, 
engaging in, preparing, or otherwise supporting 
ideologically motivated or justi!ed violence to further 
social, economic or political objectives”.
Separating the terms allows for a more nuanced de!ni-
tion, which seems to be often preferred. Schmid’s o"ers 

an extensive de!nition:
“In the context of democratic societies, [extremism is] a 
form of political expression (usually on the far left or the far 
right of the political spectrum) that is not acceptable to the 
more moderate mainstream of political life. Extremist 
groups and parties tend to be anti-constitutional, 
anti-democratic, anti-pluralistic, fanatical, intolerant, 
noncompromising, single-minded, authoritarian and 
adhering to an ends-justify-means philosophy, wanting to 
realise their goals by any means, including the use of politi-
cal violence against opponents. Extremists on the political 
left or right and those of a religiousfundamentalist orienta-
tion favour violence over persuasion, uniformity over 
diversity, unity over pluralism and orders over dialogue.”

When referring to radicalisation leading to violent 
extremism, similarly, it is di#cult to ascertain an exact 
de!nition. Firstly, there is a need to demystify two popu-
lar conceptions of radicalisation: one is the meaning that 
the term acquires when someone is labelled as a radical 
in his or her ideas, such as an in activism, which is not 
inherently bad - the term is not properly related to 
violent extremism. Another meaning occurs when 
people tend to refer to speci!c, related criminal 
phenomena; for instance, people tend to relate violent 
extremism with violence done by facets of organised 
crime, such as the ma!a.

Because of this separation, an extremist is not necessari-
ly a criminal, and vice versa. Violent extremism is always 
ideologically, politically or religiously motivated and 
organised crime is always criminally motivated. While 
radicalisation to violent extremism and recruitment to 
an organised crime group may have overlapping 
features, similarities, draw upon the same vulnerabilities 
and both lead to violent outcomes, they should there-
fore be seen as distinct but related processes.

Several de!nitions seem to agree on the thesis that 
radicalisation leading to violent extremism cannot be 
de!ned as an isolated action, but, instead, as a complex 
and nonlinear psycho-social process composed of 
stages that tends to escalate in intensity. In this sense, 
this process can culminate in violent acts, but does not 
have to necessarily, when an individual may harbour or 
advocate for extremist ideas, but never use or justify 
violence as a means to achieve them.

For this purpose, it is common to divide the social 
process of radicalisation into two distinct types of 
radicalisation that can intertwine: cognitive radicalisa-
tion and violent radicalisation (Neumann, 2013)1.

The !rst is de!ned as a process of developing extremist 
ideas that are opposite to the values of the society in 
which it is inserted. The individual intends to replace 
society’s moral values framework with a model adapted 
to their new convictions - rethinking doctrines and 
reconverting them into an ideology that threatens both 
the rule of law as well as fundamental principles of 
human rights - but this intention does not materialise 
into violent acts.

When this individual starts to use violence to claim his 
ideology, then we say that they are going through - or 
have passed through - a process of violent radicalisation, 
the second type.
This type distinguishes itself from the !rst at the point at 
which violence becomes a desired or legitimate means 
to an ideological end.

Violence, on the other hand, is de!ned as “any observa-
ble interaction in the course of which persons or objects 
are seized or damaged in spite of resistance” by 
renowned author on revolution, Charles Tilly (1978)2. 
Although the adjective is meant to describe a distinct 
feature of one particular kind of extremism, Schmid 
holds that the distinction between violent and non-vio-
lent extremism is illusory: “non-violent and violent 

extremism are”, he concludes, “two sides of the same 
coin.”
Indeed, so-called non-violent extremists may pursue the 
implementation of extremist ideologies through non-vi-
olent means if it is strategically sensible, yet be willing to 
resort to violent tactics if such a shift is considered 
adequate, convenient or necessary. In other words, the 
distinction between violent and not-violent extremism 
rests on a di"erent, current understanding of the value 
of violence as a tactical choice to reach the same goal, 
but where this current understanding could change. It 
must be made clear that this is qualitatively di"erent 
from actual non-violence in the Ghandian sense, which 
may be termed radical, but not extreme.

1.2
THE PROCESS 
OF SOCIAL 
RADICALIZATION
1.2.1 Push & Pull Factors
Before explaining the social process of radicalisation, we 
must ask ourselves about which set of factors can lead to 
an individual being radicalised, potentially to the point 
of doing violence. It’s important to remember, however, 
that while these factors may trigger or contribute to this 
process, each individual will exist in their own unique 
context. Two people may therefore share more or less 
the same traits, history and community and one may be
radicalised and not the other.

It is common to divide these factors into internal (‘pull’) 
and external (‘push’) factors. Pull factors are cognitive, 
psychological processes that draw an individual towards 
an organisation, individual or ideology. They are motiva-
tors as to why an individual would
choose this path over an alternative one. These could 
include a need for belonging, !nancial incentive, a 
desire to help one’s community or rectify grievances, 

resonating with similar cultures, seeking authority 
!gures or like minded people.
Push factors are the environmental conditions that 
enable pull factors to be e"ective. They are literally what 
pushes an individual towards extremism. These could 
include lacking socio-economic status, coming from a 
marginalised community, experiencing discrimination, 
existing in a country with poor governance, corruption 
or other government failures. Push and pull factors 
interact, and together lead to an individual being 
radicalised. For example, someone who has experienced 
discrimination and marginalisation by their host 
community may feel drawn towards an organisation 
that can provide an explanation and a means to rectify 
that feeling of vili!cation. It has been shown that those 
individuals that are in a situation of alienation and social 
isolation are more vulnerable to these push
and pull factors (Saltman, 2015)3.

1.2.2 The Process
It is generally agreed that radicalization is a gradual 
process, involving “actions of some kind associated with 
other actions and reactions, often expressed in some 
sort of reciprocal relationship”, as stressed by Taylor and 
Horgan (2006)4. 

Although political a#liations, religious beliefs, and 
socioeconomic factors seem to play a role, critical 
research by Sageman (2004)5 showed the importance of 
group relations, given that an overwhelming majority of 
radicalised individuals were found to have been initially 
involved in extremist activities through already existing 
social ties, either to friends or family members. Trust and 
loyalty towards groups of peer and kin thus seem to be 
essential springboards towards the radicalisation path.
People use groups as “moral anchors,” meaning that they 
rely on the group’s norms to tune their inner moral 
compass, and the individual’s expression of social identi-
ties becomes a re$ection of the group’s internal norms 
as says Ellemers (2015)6. In the case of groups bound by 
extremist ideologies, once the individual has strongly 

identi!ed with the group and its values to a degree that
approaches or reaches “identity fusion”, the individual’s 
behaviors increasingly re$ect those of the members of 
the group to which they now belong.

As they drift increasingly away from the mainstream of 
society, such small, tight-knit groups form a “micro-cul-
ture” of particular values and behaviors, which enables 
the rejection of previously held moral values and a 
process of disinhibition and “moral disengagement” as 
enhanced by Bandura (2016)7.

Understanding of the process of radicalization has 
shifted, since the early 2000s, from hypotheses focused 
on trying to explain radicalisation and terrorism on 
individual psychopathological traits, to broader 
approaches that look at the relational and structural 
components of radicalization instead. In other words, 
academics now prefer to see how push and pull factors 
interact with the socialisation process an individual or 
group now goes through, to better understand how 
they were radicalised.

From this viewpoint, radicalization is an interactional 
process between individuals, social groups, and institu-
tional actors. Two parallel types of interaction take place: 
on the one hand, social movements clash with authori-
ties, which contributes to the justi!cation of violent 
norms and increases radicalism; on the other, support 
networks provide the radical groups and its members 
with logistical help, motivation and symbolic rewards 
(consider the idea of the noble ‘martyr’, for example). 
Radicalization may often spring from frustrated 
attempts to attain political or ideological goals through 
nonviolent means, and early instances of opposition by 
the status quo might lead to the splintering of organiza-
tions and movements into violent and non-violent ones, 
or individuals turning to groups with more extreme 
approaches.

When former extremists are interviewed, it is clear that 
each individual has many di"erent reasons behind why 
they joined extremist organisations or held extremist 
views. For each individual the journey is unique and 
there is no common ‘path to extremism’. In actuality a 
combination of life experiences, vulnerabilities and 
motivations make an individual go through a process of 
‘cognitive opening’ - a quest to make sense of the world, 
and reframe the world according to a new set of percep-
tions and beliefs; a new ‘worldview’ (Wiktorowicz, 
2005)8. During this process, an individual seeks out those 
with similar worldviews or who can help to better 
explain the world around them. This is a moment of 
incredible vulnerability for this individual and is exploit-
ed by extremist groomers and nrecruiters.

2.1
VULNERABILITIES
2.1.1 The Need for Belonging & Signi!cance
A 2006 study by Andrew Silke (2008)9 resulted in an 
incredibly important !nding, that was to be seminal in 
shaping modern understandings of extremism. It found 
that British Muslims who identi!ed more as Muslim than 
British were more sympathetic towards extremist 
Islamism. The paper concluded that it was their associa-
tion with Islam and the disassociation with Britain - the 
belonging conferred by their identity - that shaped their
worldview.

We all seek belonging. It helps ground us in our social 
environment, gives us status and signi!cance. The 
importance of signi!cance cannot be understated. As 
renowned psychologist Ariel Kruglanski emphasises: 
“All individuals have a fundamental desire to matter, to 
merit respect, and to be someone. The need for signi!cance 

encapsulates other needs that [are] de!nitive of the human 
condition, including the desires to gain respect, compe-
tence, esteem, and meaning in life” (Kruglanski, 2018)10.

When you feel you belong, you also feel you have gained 
that signi!cance; the two are codependent. Those that 
!nd themselves on a journey of seeking belonging and 
signi!cance are at that point vulnerable - they have a 
propensity toward joining extremist groups because 
they prioritise this need (Borum, 2014)11.

Around this need, an extremist group can build a narra-
tive - a story that enables the individual to explain the 
world, that gives them purpose and meaning, that 
provides a path toward the belonging and signi!cance 
that they crave. This process isn’t linear. It relies on a set 
of push factors that reinforce the narrative, various pull 
factors that provide added justi!cation, as well as a 
convincing (‘credible’) messenger delivering the narra-
tive. Often, but not always, these messengers have 
something in common with the person they are trying 
to recruit - they speak the same language, do the same 
activities, grew up in the same environment or had 
similar experiences.

Why someone feels the need to seek signi!cance can 
depend on a number of factors. The only necessary 
factor is that they don’t feel like they belong or have 
signi!cance in the current environment they are in. The 
reason behind this could be that they feel marginalised 
in their society - outcast, or ignored by the government 
or by their community; it could also be that they have 
had traumatic experiences at school or during child-
hood. While these factors are certainly not exhaustive, 
interviews with former extremists often show that in 
extremist groups, they found a group of like minded 
people who they could look up to, or from whom they 

were given respect and a sense of purpose in life. They 
often also show that the ideologies of these groups help 
to solve internal con$icts such as a struggle for one’s 
identity, or not !nding meaning in the world.

2.1.2 Negative Experiences: Personal 
Trauma & Loss
The feeling of loss is a deeply unsettling experience for 
an individual to go through. Losing a relative, for exam-
ple to war or a medical condition, can devastate an 
individual as they haven’t just lost a loved one, but a part 
of themselves. Other types of loss can result in a similar 
feeling that one has lost something: for example losing a 
parent, when coming from a broken family; losing a 
childhood when facing abuse or bullying growing up; 
losing !nancial security when someone has lost a job; or 
losing status when one feels humiliated.

These experiences can make us question the world - the 
purpose of life, why there is so much pain, or why we 
deserve to feel like this. And as a result, many people can 
come to completely di"erent conclusions: maybe that 
pain and trauma is natural, and that one is justi!ed in 
in$icting it on others; blaming a certain group for 
making an individual feel this way; an individual feeling 
that they are worthless and need to seek signi!cance.
These feelings of loss - traumas - are very powerful 
motivators in radicalisation, as extremist ideologies can 
help alleviate much of the fear or guilt or anguish, 
explaining the reasons behind pain and providing 
convenient scapegoats to blame. Extremist groups can 
also provide spaces of mutual comfort and support, and 
for many of those that have lost fathers these groups can 
also act as patriarchal, authority !gures that an individu-
al may crave.

2.1.3 Family and Community in"uence
Throughout a child’s developmental years, they go 
through a process of ‘socialisation’ - where many of the 
values, behaviours, attitudes and beliefs of their family, 
their communityand others they interact with - such as 

peers or teachers. While this is more potent in early 
years, people will constantly experience a degree of 
socialisation throughout their lives, changing their 
beliefs and values according to their environment.

Therefore, if an individual grows up in a household or 
community where others hold certain extreme values or 
beliefs, they are more likely to harbour them too. This is 
the ‘network theory’ of radicalisation, !rst posited by 
Marc Sageman for the NYPD in understanding how 
Muslims were more likely to radicalise in Muslim 
communities with grievances against the US (Sageman, 
2004)12. Through exposure to ‘radicalising settings and 
agents’, there is a cyclical reinforcement of radical views 
(McCauley & Moskalenko, 2010)13.

Therefore, a key vulnerability in the radicalisation of 
youth especially is their environment - the in$uence of 
their family or friends and the community in which they 
!nd themselves. It is important to identify what an 
individual’s situation is, and how it shapes their world-
view.

2.2 Motivations
A combination of unconscious vulnerabilities and 
conscious motivations contribute to an individual’s path 
of radicalisation. In that sense, extremists are rational 
actors too - there is a degree of agency, or choice, when 
joining extremist organisations, holding extremist 
beliefs, or engaging in extremist behaviours (Nemeth, 
2017)14. Therefore, while vulnerabilities may act as 
indicators for risk of radicalisation, motivations act as 
catalysts towards someone actively choosing to take 
steps towards extremism. These are cost-bene!t analy-
ses that an individual undertakes, coming to the conclu-
sion that one choice is
preferable to another.

2.2.1 Political Motivation
Many individuals choose a path of extremism because 
they are frustrated with a current

political status quo. This could be because they feel that 
their communities, or another, is marginalised or 
oppressed; they feel forgotten or left behind; that the 
government is failing in a basic duty; or that all the 
non-violent alternatives are exhausted and there are no 
more choices available to them.

This choice isn’t the same as having an ideological 
conviction. Instead, these choices are based on a pre-ex-
isting ideological conviction that has been frustrated by 
an obstacle, action or a lack of progress. In a 2009 study, 
Danish sociologist, Jon Olsen, found that in a series of 
case studies involving young people who were formerly 
involved in extremist activities, all of them had joined 
out of a strong sense of justice (Olsen, 2009)15. They felt
that the only viable option for them to battle the status 
quo and achieve this justice was to take violent action, 
through revolution and system change.

However, it should be noted that only one out of !ve of 
the interviewees prioritised their political motivations as 
the most dominant. What he found was that being 
driven by political ideology can often be the vehicle, or 
justi!cation, towards a previously-decided destination.
This destination could include a place of belonging or 
brotherhood, higher status or the rectifying of a loss that 
was mentioned in the previous chapters.

2.2.2 Economic or Financial Gain
There is no clear link between poverty, economic depri-
vation or !nancial disadvantage and turning to violent 
extremism (Krueger, 2007)16. That being said, as the 
Financial Action Task Force, a global money laundering 
and terrorist !nancing watchdog, showed in 2018, a 
large proportion of terrorist organisational !nancing 
goes towards the living costs, the payment of goods and 
services, the reimbursement of expenses, and !nancial 
incentives of new recruits (FATF, 2018)17. Indeed while to 
be poor is not to make an individual have more proclivi-
ty towards violence, !nancial incentives are an e"ective 
recruitment tool and have been directly employed by 

ISIS in recruiting foreign !ghters, for example. Students 
and those that are more !nancially insecure, and who 
have reason to !nd !nancial support appealing, are 
likely to see these mechanisms as additionally valuable 
perks in rationally choosing to join an extremist organi-
sation.

2.2.3 Religious Duty
Violent extremism can often be as a result of a particular 
interpretation of religious doctrine or a perceived 
religious obligation. Clear links have been made 
between misinterpretations and extreme religious 
convictions surrounding Islam and extremist Islamism 
(Awan, 2007)18. It’s important to remember that Islam 
isn’t the only religion associated with extremism, with 
McGregor et al. showing in 2015 that every major 
religion in human history has, and continues to have, 
extremist elements (McGregor et al., 2015)19. Zealous-
Christianity, for example, has been associated with the 
rise of far-right nationalism in the US and Europe in 
recent years, while other religions such as Hinduism and 
Buddhism have been associated with extremist tenden-
cies in India and Myanmar, especially, too.

Religion serves as an identity marker - distinguishing an 
in-group from an out-group. Religion also confers a 
certain set of moral codes, ethics and behaviours. When
misinterpreted or deliberately misappropriated, religion 
can be exploited to oblige followers to do harm toward 
a particular set of ‘out-group’ members. In a sense, when 
an individual behaves in an extremist way, in the name 
of religion, they are actively choosing the bene!ts of 
obeying their interpretation of religion versus the costs 
of disobeying it.

It is clear that it is not because of a purely theological 
pursuit that an individual would choose to undertake an 
extremist action or join an extremist group, but religion 
can play an important factor in helping to solidify an 
individual’s position - con!rming their place within a 
group, providing them explanations, giving them a 

sense of duty or justi!cation or promising a spiritual 
reward.

2.3
IDENTIFYING RISK
Together all these vulnerabilities and motivations, 
combined with a set of other push and pull factors, can 
make someone go through a process of radicalisation. It 
is not easy to determine when someone has gone down 
that path or how far along they are, because often it is a 
very personal journey and that individual is not likely to 
reveal that information, but it may be possible to analyse 
what factors led them there and how to prevent the 
radicalisation in the !rst place.

Here is a list of markers for an individual potentially at 
risk of radicalisation, but please note that (a) it is not 
exhaustive, (b) it should never be applied as a 
‘check-box’ system since everyone is individual, and (c) 
there are many other theories surrounding this topic 
and more reading should be done beforehand.

Push factors:
1. Feelings of loneliness, alienation, stigmatisation or 
exclusion.
2. Frustrations or feelings of injustice as a result of 
marginalisation, injustice,
oppression or discrimination.
3. Aggression, angst or resentment towards society, the 
government or a particular group (or groups) for 
causing pain.
4. Trauma or loss, either from childhood years because of 
bullying or abuse, or in adulthood from an attack or 
bereavement.
5. Financial insecurities arising from job-loss or econom-
ic downturns.

Pull factors:
1. Finding violence or violent organisations cool or 

morally upworthy.
2. Vocalising the bene!ts of joining an extremist organi-
sation, such as !nancial or spiritual reward.
3. Experiencing or witnessing violence and an expres-
sion or belief that violence is natural.
4. The same political ideologies being forwarded by 
like-minded groups or organisations.
5. Community or family ties to an organisation, set of 
values or religious interpretations that would be classi-
!ed as extremist.

2.4
BUILDING A SET 
OF ACTIVITIES 
TO TACKLE THESE 
VULNERABILITIES 
AND MOTIVATIONS
2.4.1 Peer-to-Peer:
Peer-to-peer activities mean bringing together youth to 
engage with each other and have dialogue around 
issues. Doing so can have a big impact because often 
conversations can be had that aren’t possible in 
adult-youth programmes, as participants feel more safe 
in opening up and can relate to one another. Many of 
the same feelings, for example of loneliness or question-
ing the world, can be occurring in multiple youth and 
realising others face the same di#culties can be cathar-
tic.

2.4.2 Youth Empowerment:
When youth feel frustrated, disenfranchised and disem-
powered in a political system, they can often turn to 
alternative options to have their voice heard or achieve 
political change. Furthermore, they may choose a path 
of violence if they feel all their other options have
been exhausted. By empowering youth - through capac-
ity-building, !nancial support, providing them a 
platform or a set of tools, connecting them to 

policy-makers, giving them key roles in decision-making 
etc. - it is also possible to give them hope and mecha-
nisms to alleviate their frustrations. It can also help to 
build their self-esteem and con!dence, emotional 
intelligence, resolve feelings of loneliness or isolation, 
and give them a sense of purpose.

2.4.3 Education in Critical Thinking:
As we will come onto in the next chapter, youth may be 
more vulnerable to extremism if they do not have the 
necessary capacities to think critically. This can involve 
questioning authority or family, shaping one’s ideology 
in a nuanced manner, asking pertinent theological ques-
tions, fact-checking and being digitally literate in know-
ing where information comes from online. Educating 
youth through workshops and online courses, for exam-
ple, that aim to improve their critical thinking are abso-
lutely vital in preventing the spread of extremist ideas 
and behaviours.

2.4.4 Testimony of a Former Extremist:
Former extremists have been through the same process 
as youth may be going through themselves - they would 
have had many of the same experiences, motivations, 
vulnerabilities and in$uences. Radicalised youth 
especially can therefore relate to them in a way that they 
can’t with others. They can also help inform CVE practice 
and the development of e"ective interventions for 
de-radicalisation.

2.4.5 Working with religious leaders:
Since religion can be misinterpreted, misappropriated or 
exploited by extremist groups, it is important that 
theologically literate actors are deployed to help inform 
and educate youth in religion. Religious leaders are also 
crucial bridges between CVE organisations and commu-
nities, and can help to gain access to vulnerable or at-risk 
youth.

3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).



15

1.1
DEFINITION 
OF VIOLENT 
EXTREMISM
There is no international legal de!nition of violent 
extremism, and diverse working de!nitions can depend 
from country to country. This happens because de!ning 
violent extremism faces serious di#culties in the search 
for a unique semantic meaning, by academics and 
policymakers. This struggle can be justi!ed by two 
factors: one is the recent application of the concept to 
refer to the foundations of terrorism, which itself implies 
little academic consensus, and the second is because 
both extremism and violence are complex phenomena 
that can contain di"erent meanings, depending on 
geopolitical context and historical timeframes.

Extremism is a relational concept, meaning that some-
thing is considered extreme, or not, compared to a 
benchmark it is being compared to. The de!nitional 
argument surrounding the term is ongoing and a 
consensus has yet to be reached because ‘radicalism’, 
‘terrorism’, and ‘extremism’ (or ‘radical’, ‘terrorist’ and 
‘extremist’) are often used interchangeably, obfuscating 
the di"erences between them.

The lack of consensus is even more evident when it 
comes to the de!nition of “violent extremism” (VE), 
which is seldom de!ned, despite its popular usage. For 
example, USAID de!nes VE loosely as “advocating, 
engaging in, preparing, or otherwise supporting 
ideologically motivated or justi!ed violence to further 
social, economic or political objectives”.
Separating the terms allows for a more nuanced de!ni-
tion, which seems to be often preferred. Schmid’s o"ers 

an extensive de!nition:
“In the context of democratic societies, [extremism is] a 
form of political expression (usually on the far left or the far 
right of the political spectrum) that is not acceptable to the 
more moderate mainstream of political life. Extremist 
groups and parties tend to be anti-constitutional, 
anti-democratic, anti-pluralistic, fanatical, intolerant, 
noncompromising, single-minded, authoritarian and 
adhering to an ends-justify-means philosophy, wanting to 
realise their goals by any means, including the use of politi-
cal violence against opponents. Extremists on the political 
left or right and those of a religiousfundamentalist orienta-
tion favour violence over persuasion, uniformity over 
diversity, unity over pluralism and orders over dialogue.”

When referring to radicalisation leading to violent 
extremism, similarly, it is di#cult to ascertain an exact 
de!nition. Firstly, there is a need to demystify two popu-
lar conceptions of radicalisation: one is the meaning that 
the term acquires when someone is labelled as a radical 
in his or her ideas, such as an in activism, which is not 
inherently bad - the term is not properly related to 
violent extremism. Another meaning occurs when 
people tend to refer to speci!c, related criminal 
phenomena; for instance, people tend to relate violent 
extremism with violence done by facets of organised 
crime, such as the ma!a.

Because of this separation, an extremist is not necessari-
ly a criminal, and vice versa. Violent extremism is always 
ideologically, politically or religiously motivated and 
organised crime is always criminally motivated. While 
radicalisation to violent extremism and recruitment to 
an organised crime group may have overlapping 
features, similarities, draw upon the same vulnerabilities 
and both lead to violent outcomes, they should there-
fore be seen as distinct but related processes.

Several de!nitions seem to agree on the thesis that 
radicalisation leading to violent extremism cannot be 
de!ned as an isolated action, but, instead, as a complex 
and nonlinear psycho-social process composed of 
stages that tends to escalate in intensity. In this sense, 
this process can culminate in violent acts, but does not 
have to necessarily, when an individual may harbour or 
advocate for extremist ideas, but never use or justify 
violence as a means to achieve them.

For this purpose, it is common to divide the social 
process of radicalisation into two distinct types of 
radicalisation that can intertwine: cognitive radicalisa-
tion and violent radicalisation (Neumann, 2013)1.

The !rst is de!ned as a process of developing extremist 
ideas that are opposite to the values of the society in 
which it is inserted. The individual intends to replace 
society’s moral values framework with a model adapted 
to their new convictions - rethinking doctrines and 
reconverting them into an ideology that threatens both 
the rule of law as well as fundamental principles of 
human rights - but this intention does not materialise 
into violent acts.

When this individual starts to use violence to claim his 
ideology, then we say that they are going through - or 
have passed through - a process of violent radicalisation, 
the second type.
This type distinguishes itself from the !rst at the point at 
which violence becomes a desired or legitimate means 
to an ideological end.

Violence, on the other hand, is de!ned as “any observa-
ble interaction in the course of which persons or objects 
are seized or damaged in spite of resistance” by 
renowned author on revolution, Charles Tilly (1978)2. 
Although the adjective is meant to describe a distinct 
feature of one particular kind of extremism, Schmid 
holds that the distinction between violent and non-vio-
lent extremism is illusory: “non-violent and violent 

extremism are”, he concludes, “two sides of the same 
coin.”
Indeed, so-called non-violent extremists may pursue the 
implementation of extremist ideologies through non-vi-
olent means if it is strategically sensible, yet be willing to 
resort to violent tactics if such a shift is considered 
adequate, convenient or necessary. In other words, the 
distinction between violent and not-violent extremism 
rests on a di"erent, current understanding of the value 
of violence as a tactical choice to reach the same goal, 
but where this current understanding could change. It 
must be made clear that this is qualitatively di"erent 
from actual non-violence in the Ghandian sense, which 
may be termed radical, but not extreme.

1.2
THE PROCESS 
OF SOCIAL 
RADICALIZATION
1.2.1 Push & Pull Factors
Before explaining the social process of radicalisation, we 
must ask ourselves about which set of factors can lead to 
an individual being radicalised, potentially to the point 
of doing violence. It’s important to remember, however, 
that while these factors may trigger or contribute to this 
process, each individual will exist in their own unique 
context. Two people may therefore share more or less 
the same traits, history and community and one may be
radicalised and not the other.

It is common to divide these factors into internal (‘pull’) 
and external (‘push’) factors. Pull factors are cognitive, 
psychological processes that draw an individual towards 
an organisation, individual or ideology. They are motiva-
tors as to why an individual would
choose this path over an alternative one. These could 
include a need for belonging, !nancial incentive, a 
desire to help one’s community or rectify grievances, 

resonating with similar cultures, seeking authority 
!gures or like minded people.
Push factors are the environmental conditions that 
enable pull factors to be e"ective. They are literally what 
pushes an individual towards extremism. These could 
include lacking socio-economic status, coming from a 
marginalised community, experiencing discrimination, 
existing in a country with poor governance, corruption 
or other government failures. Push and pull factors 
interact, and together lead to an individual being 
radicalised. For example, someone who has experienced 
discrimination and marginalisation by their host 
community may feel drawn towards an organisation 
that can provide an explanation and a means to rectify 
that feeling of vili!cation. It has been shown that those 
individuals that are in a situation of alienation and social 
isolation are more vulnerable to these push
and pull factors (Saltman, 2015)3.

1.2.2 The Process
It is generally agreed that radicalization is a gradual 
process, involving “actions of some kind associated with 
other actions and reactions, often expressed in some 
sort of reciprocal relationship”, as stressed by Taylor and 
Horgan (2006)4. 

Although political a#liations, religious beliefs, and 
socioeconomic factors seem to play a role, critical 
research by Sageman (2004)5 showed the importance of 
group relations, given that an overwhelming majority of 
radicalised individuals were found to have been initially 
involved in extremist activities through already existing 
social ties, either to friends or family members. Trust and 
loyalty towards groups of peer and kin thus seem to be 
essential springboards towards the radicalisation path.
People use groups as “moral anchors,” meaning that they 
rely on the group’s norms to tune their inner moral 
compass, and the individual’s expression of social identi-
ties becomes a re$ection of the group’s internal norms 
as says Ellemers (2015)6. In the case of groups bound by 
extremist ideologies, once the individual has strongly 

identi!ed with the group and its values to a degree that
approaches or reaches “identity fusion”, the individual’s 
behaviors increasingly re$ect those of the members of 
the group to which they now belong.

As they drift increasingly away from the mainstream of 
society, such small, tight-knit groups form a “micro-cul-
ture” of particular values and behaviors, which enables 
the rejection of previously held moral values and a 
process of disinhibition and “moral disengagement” as 
enhanced by Bandura (2016)7.

Understanding of the process of radicalization has 
shifted, since the early 2000s, from hypotheses focused 
on trying to explain radicalisation and terrorism on 
individual psychopathological traits, to broader 
approaches that look at the relational and structural 
components of radicalization instead. In other words, 
academics now prefer to see how push and pull factors 
interact with the socialisation process an individual or 
group now goes through, to better understand how 
they were radicalised.

From this viewpoint, radicalization is an interactional 
process between individuals, social groups, and institu-
tional actors. Two parallel types of interaction take place: 
on the one hand, social movements clash with authori-
ties, which contributes to the justi!cation of violent 
norms and increases radicalism; on the other, support 
networks provide the radical groups and its members 
with logistical help, motivation and symbolic rewards 
(consider the idea of the noble ‘martyr’, for example). 
Radicalization may often spring from frustrated 
attempts to attain political or ideological goals through 
nonviolent means, and early instances of opposition by 
the status quo might lead to the splintering of organiza-
tions and movements into violent and non-violent ones, 
or individuals turning to groups with more extreme 
approaches.

When former extremists are interviewed, it is clear that 
each individual has many di"erent reasons behind why 
they joined extremist organisations or held extremist 
views. For each individual the journey is unique and 
there is no common ‘path to extremism’. In actuality a 
combination of life experiences, vulnerabilities and 
motivations make an individual go through a process of 
‘cognitive opening’ - a quest to make sense of the world, 
and reframe the world according to a new set of percep-
tions and beliefs; a new ‘worldview’ (Wiktorowicz, 
2005)8. During this process, an individual seeks out those 
with similar worldviews or who can help to better 
explain the world around them. This is a moment of 
incredible vulnerability for this individual and is exploit-
ed by extremist groomers and nrecruiters.

2.1
VULNERABILITIES
2.1.1 The Need for Belonging & Signi!cance
A 2006 study by Andrew Silke (2008)9 resulted in an 
incredibly important !nding, that was to be seminal in 
shaping modern understandings of extremism. It found 
that British Muslims who identi!ed more as Muslim than 
British were more sympathetic towards extremist 
Islamism. The paper concluded that it was their associa-
tion with Islam and the disassociation with Britain - the 
belonging conferred by their identity - that shaped their
worldview.

We all seek belonging. It helps ground us in our social 
environment, gives us status and signi!cance. The 
importance of signi!cance cannot be understated. As 
renowned psychologist Ariel Kruglanski emphasises: 
“All individuals have a fundamental desire to matter, to 
merit respect, and to be someone. The need for signi!cance 

encapsulates other needs that [are] de!nitive of the human 
condition, including the desires to gain respect, compe-
tence, esteem, and meaning in life” (Kruglanski, 2018)10.

When you feel you belong, you also feel you have gained 
that signi!cance; the two are codependent. Those that 
!nd themselves on a journey of seeking belonging and 
signi!cance are at that point vulnerable - they have a 
propensity toward joining extremist groups because 
they prioritise this need (Borum, 2014)11.

Around this need, an extremist group can build a narra-
tive - a story that enables the individual to explain the 
world, that gives them purpose and meaning, that 
provides a path toward the belonging and signi!cance 
that they crave. This process isn’t linear. It relies on a set 
of push factors that reinforce the narrative, various pull 
factors that provide added justi!cation, as well as a 
convincing (‘credible’) messenger delivering the narra-
tive. Often, but not always, these messengers have 
something in common with the person they are trying 
to recruit - they speak the same language, do the same 
activities, grew up in the same environment or had 
similar experiences.

Why someone feels the need to seek signi!cance can 
depend on a number of factors. The only necessary 
factor is that they don’t feel like they belong or have 
signi!cance in the current environment they are in. The 
reason behind this could be that they feel marginalised 
in their society - outcast, or ignored by the government 
or by their community; it could also be that they have 
had traumatic experiences at school or during child-
hood. While these factors are certainly not exhaustive, 
interviews with former extremists often show that in 
extremist groups, they found a group of like minded 
people who they could look up to, or from whom they 

were given respect and a sense of purpose in life. They 
often also show that the ideologies of these groups help 
to solve internal con$icts such as a struggle for one’s 
identity, or not !nding meaning in the world.

2.1.2 Negative Experiences: Personal 
Trauma & Loss
The feeling of loss is a deeply unsettling experience for 
an individual to go through. Losing a relative, for exam-
ple to war or a medical condition, can devastate an 
individual as they haven’t just lost a loved one, but a part 
of themselves. Other types of loss can result in a similar 
feeling that one has lost something: for example losing a 
parent, when coming from a broken family; losing a 
childhood when facing abuse or bullying growing up; 
losing !nancial security when someone has lost a job; or 
losing status when one feels humiliated.

These experiences can make us question the world - the 
purpose of life, why there is so much pain, or why we 
deserve to feel like this. And as a result, many people can 
come to completely di"erent conclusions: maybe that 
pain and trauma is natural, and that one is justi!ed in 
in$icting it on others; blaming a certain group for 
making an individual feel this way; an individual feeling 
that they are worthless and need to seek signi!cance.
These feelings of loss - traumas - are very powerful 
motivators in radicalisation, as extremist ideologies can 
help alleviate much of the fear or guilt or anguish, 
explaining the reasons behind pain and providing 
convenient scapegoats to blame. Extremist groups can 
also provide spaces of mutual comfort and support, and 
for many of those that have lost fathers these groups can 
also act as patriarchal, authority !gures that an individu-
al may crave.

2.1.3 Family and Community in"uence
Throughout a child’s developmental years, they go 
through a process of ‘socialisation’ - where many of the 
values, behaviours, attitudes and beliefs of their family, 
their communityand others they interact with - such as 

peers or teachers. While this is more potent in early 
years, people will constantly experience a degree of 
socialisation throughout their lives, changing their 
beliefs and values according to their environment.

Therefore, if an individual grows up in a household or 
community where others hold certain extreme values or 
beliefs, they are more likely to harbour them too. This is 
the ‘network theory’ of radicalisation, !rst posited by 
Marc Sageman for the NYPD in understanding how 
Muslims were more likely to radicalise in Muslim 
communities with grievances against the US (Sageman, 
2004)12. Through exposure to ‘radicalising settings and 
agents’, there is a cyclical reinforcement of radical views 
(McCauley & Moskalenko, 2010)13.

Therefore, a key vulnerability in the radicalisation of 
youth especially is their environment - the in$uence of 
their family or friends and the community in which they 
!nd themselves. It is important to identify what an 
individual’s situation is, and how it shapes their world-
view.

2.2 Motivations
A combination of unconscious vulnerabilities and 
conscious motivations contribute to an individual’s path 
of radicalisation. In that sense, extremists are rational 
actors too - there is a degree of agency, or choice, when 
joining extremist organisations, holding extremist 
beliefs, or engaging in extremist behaviours (Nemeth, 
2017)14. Therefore, while vulnerabilities may act as 
indicators for risk of radicalisation, motivations act as 
catalysts towards someone actively choosing to take 
steps towards extremism. These are cost-bene!t analy-
ses that an individual undertakes, coming to the conclu-
sion that one choice is
preferable to another.

2.2.1 Political Motivation
Many individuals choose a path of extremism because 
they are frustrated with a current

political status quo. This could be because they feel that 
their communities, or another, is marginalised or 
oppressed; they feel forgotten or left behind; that the 
government is failing in a basic duty; or that all the 
non-violent alternatives are exhausted and there are no 
more choices available to them.

This choice isn’t the same as having an ideological 
conviction. Instead, these choices are based on a pre-ex-
isting ideological conviction that has been frustrated by 
an obstacle, action or a lack of progress. In a 2009 study, 
Danish sociologist, Jon Olsen, found that in a series of 
case studies involving young people who were formerly 
involved in extremist activities, all of them had joined 
out of a strong sense of justice (Olsen, 2009)15. They felt
that the only viable option for them to battle the status 
quo and achieve this justice was to take violent action, 
through revolution and system change.

However, it should be noted that only one out of !ve of 
the interviewees prioritised their political motivations as 
the most dominant. What he found was that being 
driven by political ideology can often be the vehicle, or 
justi!cation, towards a previously-decided destination.
This destination could include a place of belonging or 
brotherhood, higher status or the rectifying of a loss that 
was mentioned in the previous chapters.

2.2.2 Economic or Financial Gain
There is no clear link between poverty, economic depri-
vation or !nancial disadvantage and turning to violent 
extremism (Krueger, 2007)16. That being said, as the 
Financial Action Task Force, a global money laundering 
and terrorist !nancing watchdog, showed in 2018, a 
large proportion of terrorist organisational !nancing 
goes towards the living costs, the payment of goods and 
services, the reimbursement of expenses, and !nancial 
incentives of new recruits (FATF, 2018)17. Indeed while to 
be poor is not to make an individual have more proclivi-
ty towards violence, !nancial incentives are an e"ective 
recruitment tool and have been directly employed by 

ISIS in recruiting foreign !ghters, for example. Students 
and those that are more !nancially insecure, and who 
have reason to !nd !nancial support appealing, are 
likely to see these mechanisms as additionally valuable 
perks in rationally choosing to join an extremist organi-
sation.

2.2.3 Religious Duty
Violent extremism can often be as a result of a particular 
interpretation of religious doctrine or a perceived 
religious obligation. Clear links have been made 
between misinterpretations and extreme religious 
convictions surrounding Islam and extremist Islamism 
(Awan, 2007)18. It’s important to remember that Islam 
isn’t the only religion associated with extremism, with 
McGregor et al. showing in 2015 that every major 
religion in human history has, and continues to have, 
extremist elements (McGregor et al., 2015)19. Zealous-
Christianity, for example, has been associated with the 
rise of far-right nationalism in the US and Europe in 
recent years, while other religions such as Hinduism and 
Buddhism have been associated with extremist tenden-
cies in India and Myanmar, especially, too.

Religion serves as an identity marker - distinguishing an 
in-group from an out-group. Religion also confers a 
certain set of moral codes, ethics and behaviours. When
misinterpreted or deliberately misappropriated, religion 
can be exploited to oblige followers to do harm toward 
a particular set of ‘out-group’ members. In a sense, when 
an individual behaves in an extremist way, in the name 
of religion, they are actively choosing the bene!ts of 
obeying their interpretation of religion versus the costs 
of disobeying it.

It is clear that it is not because of a purely theological 
pursuit that an individual would choose to undertake an 
extremist action or join an extremist group, but religion 
can play an important factor in helping to solidify an 
individual’s position - con!rming their place within a 
group, providing them explanations, giving them a 

sense of duty or justi!cation or promising a spiritual 
reward.

2.3
IDENTIFYING RISK
Together all these vulnerabilities and motivations, 
combined with a set of other push and pull factors, can 
make someone go through a process of radicalisation. It 
is not easy to determine when someone has gone down 
that path or how far along they are, because often it is a 
very personal journey and that individual is not likely to 
reveal that information, but it may be possible to analyse 
what factors led them there and how to prevent the 
radicalisation in the !rst place.

Here is a list of markers for an individual potentially at 
risk of radicalisation, but please note that (a) it is not 
exhaustive, (b) it should never be applied as a 
‘check-box’ system since everyone is individual, and (c) 
there are many other theories surrounding this topic 
and more reading should be done beforehand.

Push factors:
1. Feelings of loneliness, alienation, stigmatisation or 
exclusion.
2. Frustrations or feelings of injustice as a result of 
marginalisation, injustice,
oppression or discrimination.
3. Aggression, angst or resentment towards society, the 
government or a particular group (or groups) for 
causing pain.
4. Trauma or loss, either from childhood years because of 
bullying or abuse, or in adulthood from an attack or 
bereavement.
5. Financial insecurities arising from job-loss or econom-
ic downturns.

Pull factors:
1. Finding violence or violent organisations cool or 

morally upworthy.
2. Vocalising the bene!ts of joining an extremist organi-
sation, such as !nancial or spiritual reward.
3. Experiencing or witnessing violence and an expres-
sion or belief that violence is natural.
4. The same political ideologies being forwarded by 
like-minded groups or organisations.
5. Community or family ties to an organisation, set of 
values or religious interpretations that would be classi-
!ed as extremist.

2.4
BUILDING A SET 
OF ACTIVITIES 
TO TACKLE THESE 
VULNERABILITIES 
AND MOTIVATIONS
2.4.1 Peer-to-Peer:
Peer-to-peer activities mean bringing together youth to 
engage with each other and have dialogue around 
issues. Doing so can have a big impact because often 
conversations can be had that aren’t possible in 
adult-youth programmes, as participants feel more safe 
in opening up and can relate to one another. Many of 
the same feelings, for example of loneliness or question-
ing the world, can be occurring in multiple youth and 
realising others face the same di#culties can be cathar-
tic.

2.4.2 Youth Empowerment:
When youth feel frustrated, disenfranchised and disem-
powered in a political system, they can often turn to 
alternative options to have their voice heard or achieve 
political change. Furthermore, they may choose a path 
of violence if they feel all their other options have
been exhausted. By empowering youth - through capac-
ity-building, !nancial support, providing them a 
platform or a set of tools, connecting them to 

policy-makers, giving them key roles in decision-making 
etc. - it is also possible to give them hope and mecha-
nisms to alleviate their frustrations. It can also help to 
build their self-esteem and con!dence, emotional 
intelligence, resolve feelings of loneliness or isolation, 
and give them a sense of purpose.

2.4.3 Education in Critical Thinking:
As we will come onto in the next chapter, youth may be 
more vulnerable to extremism if they do not have the 
necessary capacities to think critically. This can involve 
questioning authority or family, shaping one’s ideology 
in a nuanced manner, asking pertinent theological ques-
tions, fact-checking and being digitally literate in know-
ing where information comes from online. Educating 
youth through workshops and online courses, for exam-
ple, that aim to improve their critical thinking are abso-
lutely vital in preventing the spread of extremist ideas 
and behaviours.

2.4.4 Testimony of a Former Extremist:
Former extremists have been through the same process 
as youth may be going through themselves - they would 
have had many of the same experiences, motivations, 
vulnerabilities and in$uences. Radicalised youth 
especially can therefore relate to them in a way that they 
can’t with others. They can also help inform CVE practice 
and the development of e"ective interventions for 
de-radicalisation.

2.4.5 Working with religious leaders:
Since religion can be misinterpreted, misappropriated or 
exploited by extremist groups, it is important that 
theologically literate actors are deployed to help inform 
and educate youth in religion. Religious leaders are also 
crucial bridges between CVE organisations and commu-
nities, and can help to gain access to vulnerable or at-risk 
youth.

3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).



1.1
DEFINITION 
OF VIOLENT 
EXTREMISM
There is no international legal de!nition of violent 
extremism, and diverse working de!nitions can depend 
from country to country. This happens because de!ning 
violent extremism faces serious di#culties in the search 
for a unique semantic meaning, by academics and 
policymakers. This struggle can be justi!ed by two 
factors: one is the recent application of the concept to 
refer to the foundations of terrorism, which itself implies 
little academic consensus, and the second is because 
both extremism and violence are complex phenomena 
that can contain di"erent meanings, depending on 
geopolitical context and historical timeframes.

Extremism is a relational concept, meaning that some-
thing is considered extreme, or not, compared to a 
benchmark it is being compared to. The de!nitional 
argument surrounding the term is ongoing and a 
consensus has yet to be reached because ‘radicalism’, 
‘terrorism’, and ‘extremism’ (or ‘radical’, ‘terrorist’ and 
‘extremist’) are often used interchangeably, obfuscating 
the di"erences between them.

The lack of consensus is even more evident when it 
comes to the de!nition of “violent extremism” (VE), 
which is seldom de!ned, despite its popular usage. For 
example, USAID de!nes VE loosely as “advocating, 
engaging in, preparing, or otherwise supporting 
ideologically motivated or justi!ed violence to further 
social, economic or political objectives”.
Separating the terms allows for a more nuanced de!ni-
tion, which seems to be often preferred. Schmid’s o"ers 

an extensive de!nition:
“In the context of democratic societies, [extremism is] a 
form of political expression (usually on the far left or the far 
right of the political spectrum) that is not acceptable to the 
more moderate mainstream of political life. Extremist 
groups and parties tend to be anti-constitutional, 
anti-democratic, anti-pluralistic, fanatical, intolerant, 
noncompromising, single-minded, authoritarian and 
adhering to an ends-justify-means philosophy, wanting to 
realise their goals by any means, including the use of politi-
cal violence against opponents. Extremists on the political 
left or right and those of a religiousfundamentalist orienta-
tion favour violence over persuasion, uniformity over 
diversity, unity over pluralism and orders over dialogue.”

When referring to radicalisation leading to violent 
extremism, similarly, it is di#cult to ascertain an exact 
de!nition. Firstly, there is a need to demystify two popu-
lar conceptions of radicalisation: one is the meaning that 
the term acquires when someone is labelled as a radical 
in his or her ideas, such as an in activism, which is not 
inherently bad - the term is not properly related to 
violent extremism. Another meaning occurs when 
people tend to refer to speci!c, related criminal 
phenomena; for instance, people tend to relate violent 
extremism with violence done by facets of organised 
crime, such as the ma!a.

Because of this separation, an extremist is not necessari-
ly a criminal, and vice versa. Violent extremism is always 
ideologically, politically or religiously motivated and 
organised crime is always criminally motivated. While 
radicalisation to violent extremism and recruitment to 
an organised crime group may have overlapping 
features, similarities, draw upon the same vulnerabilities 
and both lead to violent outcomes, they should there-
fore be seen as distinct but related processes.

Several de!nitions seem to agree on the thesis that 
radicalisation leading to violent extremism cannot be 
de!ned as an isolated action, but, instead, as a complex 
and nonlinear psycho-social process composed of 
stages that tends to escalate in intensity. In this sense, 
this process can culminate in violent acts, but does not 
have to necessarily, when an individual may harbour or 
advocate for extremist ideas, but never use or justify 
violence as a means to achieve them.

For this purpose, it is common to divide the social 
process of radicalisation into two distinct types of 
radicalisation that can intertwine: cognitive radicalisa-
tion and violent radicalisation (Neumann, 2013)1.

The !rst is de!ned as a process of developing extremist 
ideas that are opposite to the values of the society in 
which it is inserted. The individual intends to replace 
society’s moral values framework with a model adapted 
to their new convictions - rethinking doctrines and 
reconverting them into an ideology that threatens both 
the rule of law as well as fundamental principles of 
human rights - but this intention does not materialise 
into violent acts.

When this individual starts to use violence to claim his 
ideology, then we say that they are going through - or 
have passed through - a process of violent radicalisation, 
the second type.
This type distinguishes itself from the !rst at the point at 
which violence becomes a desired or legitimate means 
to an ideological end.

Violence, on the other hand, is de!ned as “any observa-
ble interaction in the course of which persons or objects 
are seized or damaged in spite of resistance” by 
renowned author on revolution, Charles Tilly (1978)2. 
Although the adjective is meant to describe a distinct 
feature of one particular kind of extremism, Schmid 
holds that the distinction between violent and non-vio-
lent extremism is illusory: “non-violent and violent 

extremism are”, he concludes, “two sides of the same 
coin.”
Indeed, so-called non-violent extremists may pursue the 
implementation of extremist ideologies through non-vi-
olent means if it is strategically sensible, yet be willing to 
resort to violent tactics if such a shift is considered 
adequate, convenient or necessary. In other words, the 
distinction between violent and not-violent extremism 
rests on a di"erent, current understanding of the value 
of violence as a tactical choice to reach the same goal, 
but where this current understanding could change. It 
must be made clear that this is qualitatively di"erent 
from actual non-violence in the Ghandian sense, which 
may be termed radical, but not extreme.

1.2
THE PROCESS 
OF SOCIAL 
RADICALIZATION
1.2.1 Push & Pull Factors
Before explaining the social process of radicalisation, we 
must ask ourselves about which set of factors can lead to 
an individual being radicalised, potentially to the point 
of doing violence. It’s important to remember, however, 
that while these factors may trigger or contribute to this 
process, each individual will exist in their own unique 
context. Two people may therefore share more or less 
the same traits, history and community and one may be
radicalised and not the other.

It is common to divide these factors into internal (‘pull’) 
and external (‘push’) factors. Pull factors are cognitive, 
psychological processes that draw an individual towards 
an organisation, individual or ideology. They are motiva-
tors as to why an individual would
choose this path over an alternative one. These could 
include a need for belonging, !nancial incentive, a 
desire to help one’s community or rectify grievances, 

resonating with similar cultures, seeking authority 
!gures or like minded people.
Push factors are the environmental conditions that 
enable pull factors to be e"ective. They are literally what 
pushes an individual towards extremism. These could 
include lacking socio-economic status, coming from a 
marginalised community, experiencing discrimination, 
existing in a country with poor governance, corruption 
or other government failures. Push and pull factors 
interact, and together lead to an individual being 
radicalised. For example, someone who has experienced 
discrimination and marginalisation by their host 
community may feel drawn towards an organisation 
that can provide an explanation and a means to rectify 
that feeling of vili!cation. It has been shown that those 
individuals that are in a situation of alienation and social 
isolation are more vulnerable to these push
and pull factors (Saltman, 2015)3.

1.2.2 The Process
It is generally agreed that radicalization is a gradual 
process, involving “actions of some kind associated with 
other actions and reactions, often expressed in some 
sort of reciprocal relationship”, as stressed by Taylor and 
Horgan (2006)4. 

Although political a#liations, religious beliefs, and 
socioeconomic factors seem to play a role, critical 
research by Sageman (2004)5 showed the importance of 
group relations, given that an overwhelming majority of 
radicalised individuals were found to have been initially 
involved in extremist activities through already existing 
social ties, either to friends or family members. Trust and 
loyalty towards groups of peer and kin thus seem to be 
essential springboards towards the radicalisation path.
People use groups as “moral anchors,” meaning that they 
rely on the group’s norms to tune their inner moral 
compass, and the individual’s expression of social identi-
ties becomes a re$ection of the group’s internal norms 
as says Ellemers (2015)6. In the case of groups bound by 
extremist ideologies, once the individual has strongly 

identi!ed with the group and its values to a degree that
approaches or reaches “identity fusion”, the individual’s 
behaviors increasingly re$ect those of the members of 
the group to which they now belong.

As they drift increasingly away from the mainstream of 
society, such small, tight-knit groups form a “micro-cul-
ture” of particular values and behaviors, which enables 
the rejection of previously held moral values and a 
process of disinhibition and “moral disengagement” as 
enhanced by Bandura (2016)7.

Understanding of the process of radicalization has 
shifted, since the early 2000s, from hypotheses focused 
on trying to explain radicalisation and terrorism on 
individual psychopathological traits, to broader 
approaches that look at the relational and structural 
components of radicalization instead. In other words, 
academics now prefer to see how push and pull factors 
interact with the socialisation process an individual or 
group now goes through, to better understand how 
they were radicalised.

From this viewpoint, radicalization is an interactional 
process between individuals, social groups, and institu-
tional actors. Two parallel types of interaction take place: 
on the one hand, social movements clash with authori-
ties, which contributes to the justi!cation of violent 
norms and increases radicalism; on the other, support 
networks provide the radical groups and its members 
with logistical help, motivation and symbolic rewards 
(consider the idea of the noble ‘martyr’, for example). 
Radicalization may often spring from frustrated 
attempts to attain political or ideological goals through 
nonviolent means, and early instances of opposition by 
the status quo might lead to the splintering of organiza-
tions and movements into violent and non-violent ones, 
or individuals turning to groups with more extreme 
approaches.

3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).
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1.1
DEFINITION 
OF VIOLENT 
EXTREMISM
There is no international legal de!nition of violent 
extremism, and diverse working de!nitions can depend 
from country to country. This happens because de!ning 
violent extremism faces serious di#culties in the search 
for a unique semantic meaning, by academics and 
policymakers. This struggle can be justi!ed by two 
factors: one is the recent application of the concept to 
refer to the foundations of terrorism, which itself implies 
little academic consensus, and the second is because 
both extremism and violence are complex phenomena 
that can contain di"erent meanings, depending on 
geopolitical context and historical timeframes.

Extremism is a relational concept, meaning that some-
thing is considered extreme, or not, compared to a 
benchmark it is being compared to. The de!nitional 
argument surrounding the term is ongoing and a 
consensus has yet to be reached because ‘radicalism’, 
‘terrorism’, and ‘extremism’ (or ‘radical’, ‘terrorist’ and 
‘extremist’) are often used interchangeably, obfuscating 
the di"erences between them.

The lack of consensus is even more evident when it 
comes to the de!nition of “violent extremism” (VE), 
which is seldom de!ned, despite its popular usage. For 
example, USAID de!nes VE loosely as “advocating, 
engaging in, preparing, or otherwise supporting 
ideologically motivated or justi!ed violence to further 
social, economic or political objectives”.
Separating the terms allows for a more nuanced de!ni-
tion, which seems to be often preferred. Schmid’s o"ers 

an extensive de!nition:
“In the context of democratic societies, [extremism is] a 
form of political expression (usually on the far left or the far 
right of the political spectrum) that is not acceptable to the 
more moderate mainstream of political life. Extremist 
groups and parties tend to be anti-constitutional, 
anti-democratic, anti-pluralistic, fanatical, intolerant, 
noncompromising, single-minded, authoritarian and 
adhering to an ends-justify-means philosophy, wanting to 
realise their goals by any means, including the use of politi-
cal violence against opponents. Extremists on the political 
left or right and those of a religiousfundamentalist orienta-
tion favour violence over persuasion, uniformity over 
diversity, unity over pluralism and orders over dialogue.”

When referring to radicalisation leading to violent 
extremism, similarly, it is di#cult to ascertain an exact 
de!nition. Firstly, there is a need to demystify two popu-
lar conceptions of radicalisation: one is the meaning that 
the term acquires when someone is labelled as a radical 
in his or her ideas, such as an in activism, which is not 
inherently bad - the term is not properly related to 
violent extremism. Another meaning occurs when 
people tend to refer to speci!c, related criminal 
phenomena; for instance, people tend to relate violent 
extremism with violence done by facets of organised 
crime, such as the ma!a.

Because of this separation, an extremist is not necessari-
ly a criminal, and vice versa. Violent extremism is always 
ideologically, politically or religiously motivated and 
organised crime is always criminally motivated. While 
radicalisation to violent extremism and recruitment to 
an organised crime group may have overlapping 
features, similarities, draw upon the same vulnerabilities 
and both lead to violent outcomes, they should there-
fore be seen as distinct but related processes.

Several de!nitions seem to agree on the thesis that 
radicalisation leading to violent extremism cannot be 
de!ned as an isolated action, but, instead, as a complex 
and nonlinear psycho-social process composed of 
stages that tends to escalate in intensity. In this sense, 
this process can culminate in violent acts, but does not 
have to necessarily, when an individual may harbour or 
advocate for extremist ideas, but never use or justify 
violence as a means to achieve them.

For this purpose, it is common to divide the social 
process of radicalisation into two distinct types of 
radicalisation that can intertwine: cognitive radicalisa-
tion and violent radicalisation (Neumann, 2013)1.

The !rst is de!ned as a process of developing extremist 
ideas that are opposite to the values of the society in 
which it is inserted. The individual intends to replace 
society’s moral values framework with a model adapted 
to their new convictions - rethinking doctrines and 
reconverting them into an ideology that threatens both 
the rule of law as well as fundamental principles of 
human rights - but this intention does not materialise 
into violent acts.

When this individual starts to use violence to claim his 
ideology, then we say that they are going through - or 
have passed through - a process of violent radicalisation, 
the second type.
This type distinguishes itself from the !rst at the point at 
which violence becomes a desired or legitimate means 
to an ideological end.

Violence, on the other hand, is de!ned as “any observa-
ble interaction in the course of which persons or objects 
are seized or damaged in spite of resistance” by 
renowned author on revolution, Charles Tilly (1978)2. 
Although the adjective is meant to describe a distinct 
feature of one particular kind of extremism, Schmid 
holds that the distinction between violent and non-vio-
lent extremism is illusory: “non-violent and violent 

extremism are”, he concludes, “two sides of the same 
coin.”
Indeed, so-called non-violent extremists may pursue the 
implementation of extremist ideologies through non-vi-
olent means if it is strategically sensible, yet be willing to 
resort to violent tactics if such a shift is considered 
adequate, convenient or necessary. In other words, the 
distinction between violent and not-violent extremism 
rests on a di"erent, current understanding of the value 
of violence as a tactical choice to reach the same goal, 
but where this current understanding could change. It 
must be made clear that this is qualitatively di"erent 
from actual non-violence in the Ghandian sense, which 
may be termed radical, but not extreme.

1.2
THE PROCESS 
OF SOCIAL 
RADICALIZATION
1.2.1 Push & Pull Factors
Before explaining the social process of radicalisation, we 
must ask ourselves about which set of factors can lead to 
an individual being radicalised, potentially to the point 
of doing violence. It’s important to remember, however, 
that while these factors may trigger or contribute to this 
process, each individual will exist in their own unique 
context. Two people may therefore share more or less 
the same traits, history and community and one may be
radicalised and not the other.

It is common to divide these factors into internal (‘pull’) 
and external (‘push’) factors. Pull factors are cognitive, 
psychological processes that draw an individual towards 
an organisation, individual or ideology. They are motiva-
tors as to why an individual would
choose this path over an alternative one. These could 
include a need for belonging, !nancial incentive, a 
desire to help one’s community or rectify grievances, 

resonating with similar cultures, seeking authority 
!gures or like minded people.
Push factors are the environmental conditions that 
enable pull factors to be e"ective. They are literally what 
pushes an individual towards extremism. These could 
include lacking socio-economic status, coming from a 
marginalised community, experiencing discrimination, 
existing in a country with poor governance, corruption 
or other government failures. Push and pull factors 
interact, and together lead to an individual being 
radicalised. For example, someone who has experienced 
discrimination and marginalisation by their host 
community may feel drawn towards an organisation 
that can provide an explanation and a means to rectify 
that feeling of vili!cation. It has been shown that those 
individuals that are in a situation of alienation and social 
isolation are more vulnerable to these push
and pull factors (Saltman, 2015)3.

1.2.2 The Process
It is generally agreed that radicalization is a gradual 
process, involving “actions of some kind associated with 
other actions and reactions, often expressed in some 
sort of reciprocal relationship”, as stressed by Taylor and 
Horgan (2006)4. 

Although political a#liations, religious beliefs, and 
socioeconomic factors seem to play a role, critical 
research by Sageman (2004)5 showed the importance of 
group relations, given that an overwhelming majority of 
radicalised individuals were found to have been initially 
involved in extremist activities through already existing 
social ties, either to friends or family members. Trust and 
loyalty towards groups of peer and kin thus seem to be 
essential springboards towards the radicalisation path.
People use groups as “moral anchors,” meaning that they 
rely on the group’s norms to tune their inner moral 
compass, and the individual’s expression of social identi-
ties becomes a re$ection of the group’s internal norms 
as says Ellemers (2015)6. In the case of groups bound by 
extremist ideologies, once the individual has strongly 

identi!ed with the group and its values to a degree that
approaches or reaches “identity fusion”, the individual’s 
behaviors increasingly re$ect those of the members of 
the group to which they now belong.

As they drift increasingly away from the mainstream of 
society, such small, tight-knit groups form a “micro-cul-
ture” of particular values and behaviors, which enables 
the rejection of previously held moral values and a 
process of disinhibition and “moral disengagement” as 
enhanced by Bandura (2016)7.

Understanding of the process of radicalization has 
shifted, since the early 2000s, from hypotheses focused 
on trying to explain radicalisation and terrorism on 
individual psychopathological traits, to broader 
approaches that look at the relational and structural 
components of radicalization instead. In other words, 
academics now prefer to see how push and pull factors 
interact with the socialisation process an individual or 
group now goes through, to better understand how 
they were radicalised.

From this viewpoint, radicalization is an interactional 
process between individuals, social groups, and institu-
tional actors. Two parallel types of interaction take place: 
on the one hand, social movements clash with authori-
ties, which contributes to the justi!cation of violent 
norms and increases radicalism; on the other, support 
networks provide the radical groups and its members 
with logistical help, motivation and symbolic rewards 
(consider the idea of the noble ‘martyr’, for example). 
Radicalization may often spring from frustrated 
attempts to attain political or ideological goals through 
nonviolent means, and early instances of opposition by 
the status quo might lead to the splintering of organiza-
tions and movements into violent and non-violent ones, 
or individuals turning to groups with more extreme 
approaches.

CHAPTER III
CRITICAL THINKING 
AND EDUCATION
3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).



18

1.1
DEFINITION 
OF VIOLENT 
EXTREMISM
There is no international legal de!nition of violent 
extremism, and diverse working de!nitions can depend 
from country to country. This happens because de!ning 
violent extremism faces serious di#culties in the search 
for a unique semantic meaning, by academics and 
policymakers. This struggle can be justi!ed by two 
factors: one is the recent application of the concept to 
refer to the foundations of terrorism, which itself implies 
little academic consensus, and the second is because 
both extremism and violence are complex phenomena 
that can contain di"erent meanings, depending on 
geopolitical context and historical timeframes.

Extremism is a relational concept, meaning that some-
thing is considered extreme, or not, compared to a 
benchmark it is being compared to. The de!nitional 
argument surrounding the term is ongoing and a 
consensus has yet to be reached because ‘radicalism’, 
‘terrorism’, and ‘extremism’ (or ‘radical’, ‘terrorist’ and 
‘extremist’) are often used interchangeably, obfuscating 
the di"erences between them.

The lack of consensus is even more evident when it 
comes to the de!nition of “violent extremism” (VE), 
which is seldom de!ned, despite its popular usage. For 
example, USAID de!nes VE loosely as “advocating, 
engaging in, preparing, or otherwise supporting 
ideologically motivated or justi!ed violence to further 
social, economic or political objectives”.
Separating the terms allows for a more nuanced de!ni-
tion, which seems to be often preferred. Schmid’s o"ers 

an extensive de!nition:
“In the context of democratic societies, [extremism is] a 
form of political expression (usually on the far left or the far 
right of the political spectrum) that is not acceptable to the 
more moderate mainstream of political life. Extremist 
groups and parties tend to be anti-constitutional, 
anti-democratic, anti-pluralistic, fanatical, intolerant, 
noncompromising, single-minded, authoritarian and 
adhering to an ends-justify-means philosophy, wanting to 
realise their goals by any means, including the use of politi-
cal violence against opponents. Extremists on the political 
left or right and those of a religiousfundamentalist orienta-
tion favour violence over persuasion, uniformity over 
diversity, unity over pluralism and orders over dialogue.”

When referring to radicalisation leading to violent 
extremism, similarly, it is di#cult to ascertain an exact 
de!nition. Firstly, there is a need to demystify two popu-
lar conceptions of radicalisation: one is the meaning that 
the term acquires when someone is labelled as a radical 
in his or her ideas, such as an in activism, which is not 
inherently bad - the term is not properly related to 
violent extremism. Another meaning occurs when 
people tend to refer to speci!c, related criminal 
phenomena; for instance, people tend to relate violent 
extremism with violence done by facets of organised 
crime, such as the ma!a.

Because of this separation, an extremist is not necessari-
ly a criminal, and vice versa. Violent extremism is always 
ideologically, politically or religiously motivated and 
organised crime is always criminally motivated. While 
radicalisation to violent extremism and recruitment to 
an organised crime group may have overlapping 
features, similarities, draw upon the same vulnerabilities 
and both lead to violent outcomes, they should there-
fore be seen as distinct but related processes.

Several de!nitions seem to agree on the thesis that 
radicalisation leading to violent extremism cannot be 
de!ned as an isolated action, but, instead, as a complex 
and nonlinear psycho-social process composed of 
stages that tends to escalate in intensity. In this sense, 
this process can culminate in violent acts, but does not 
have to necessarily, when an individual may harbour or 
advocate for extremist ideas, but never use or justify 
violence as a means to achieve them.

For this purpose, it is common to divide the social 
process of radicalisation into two distinct types of 
radicalisation that can intertwine: cognitive radicalisa-
tion and violent radicalisation (Neumann, 2013)1.

The !rst is de!ned as a process of developing extremist 
ideas that are opposite to the values of the society in 
which it is inserted. The individual intends to replace 
society’s moral values framework with a model adapted 
to their new convictions - rethinking doctrines and 
reconverting them into an ideology that threatens both 
the rule of law as well as fundamental principles of 
human rights - but this intention does not materialise 
into violent acts.

When this individual starts to use violence to claim his 
ideology, then we say that they are going through - or 
have passed through - a process of violent radicalisation, 
the second type.
This type distinguishes itself from the !rst at the point at 
which violence becomes a desired or legitimate means 
to an ideological end.

Violence, on the other hand, is de!ned as “any observa-
ble interaction in the course of which persons or objects 
are seized or damaged in spite of resistance” by 
renowned author on revolution, Charles Tilly (1978)2. 
Although the adjective is meant to describe a distinct 
feature of one particular kind of extremism, Schmid 
holds that the distinction between violent and non-vio-
lent extremism is illusory: “non-violent and violent 

extremism are”, he concludes, “two sides of the same 
coin.”
Indeed, so-called non-violent extremists may pursue the 
implementation of extremist ideologies through non-vi-
olent means if it is strategically sensible, yet be willing to 
resort to violent tactics if such a shift is considered 
adequate, convenient or necessary. In other words, the 
distinction between violent and not-violent extremism 
rests on a di"erent, current understanding of the value 
of violence as a tactical choice to reach the same goal, 
but where this current understanding could change. It 
must be made clear that this is qualitatively di"erent 
from actual non-violence in the Ghandian sense, which 
may be termed radical, but not extreme.

1.2
THE PROCESS 
OF SOCIAL 
RADICALIZATION
1.2.1 Push & Pull Factors
Before explaining the social process of radicalisation, we 
must ask ourselves about which set of factors can lead to 
an individual being radicalised, potentially to the point 
of doing violence. It’s important to remember, however, 
that while these factors may trigger or contribute to this 
process, each individual will exist in their own unique 
context. Two people may therefore share more or less 
the same traits, history and community and one may be
radicalised and not the other.

It is common to divide these factors into internal (‘pull’) 
and external (‘push’) factors. Pull factors are cognitive, 
psychological processes that draw an individual towards 
an organisation, individual or ideology. They are motiva-
tors as to why an individual would
choose this path over an alternative one. These could 
include a need for belonging, !nancial incentive, a 
desire to help one’s community or rectify grievances, 

resonating with similar cultures, seeking authority 
!gures or like minded people.
Push factors are the environmental conditions that 
enable pull factors to be e"ective. They are literally what 
pushes an individual towards extremism. These could 
include lacking socio-economic status, coming from a 
marginalised community, experiencing discrimination, 
existing in a country with poor governance, corruption 
or other government failures. Push and pull factors 
interact, and together lead to an individual being 
radicalised. For example, someone who has experienced 
discrimination and marginalisation by their host 
community may feel drawn towards an organisation 
that can provide an explanation and a means to rectify 
that feeling of vili!cation. It has been shown that those 
individuals that are in a situation of alienation and social 
isolation are more vulnerable to these push
and pull factors (Saltman, 2015)3.

1.2.2 The Process
It is generally agreed that radicalization is a gradual 
process, involving “actions of some kind associated with 
other actions and reactions, often expressed in some 
sort of reciprocal relationship”, as stressed by Taylor and 
Horgan (2006)4. 

Although political a#liations, religious beliefs, and 
socioeconomic factors seem to play a role, critical 
research by Sageman (2004)5 showed the importance of 
group relations, given that an overwhelming majority of 
radicalised individuals were found to have been initially 
involved in extremist activities through already existing 
social ties, either to friends or family members. Trust and 
loyalty towards groups of peer and kin thus seem to be 
essential springboards towards the radicalisation path.
People use groups as “moral anchors,” meaning that they 
rely on the group’s norms to tune their inner moral 
compass, and the individual’s expression of social identi-
ties becomes a re$ection of the group’s internal norms 
as says Ellemers (2015)6. In the case of groups bound by 
extremist ideologies, once the individual has strongly 

identi!ed with the group and its values to a degree that
approaches or reaches “identity fusion”, the individual’s 
behaviors increasingly re$ect those of the members of 
the group to which they now belong.

As they drift increasingly away from the mainstream of 
society, such small, tight-knit groups form a “micro-cul-
ture” of particular values and behaviors, which enables 
the rejection of previously held moral values and a 
process of disinhibition and “moral disengagement” as 
enhanced by Bandura (2016)7.

Understanding of the process of radicalization has 
shifted, since the early 2000s, from hypotheses focused 
on trying to explain radicalisation and terrorism on 
individual psychopathological traits, to broader 
approaches that look at the relational and structural 
components of radicalization instead. In other words, 
academics now prefer to see how push and pull factors 
interact with the socialisation process an individual or 
group now goes through, to better understand how 
they were radicalised.

From this viewpoint, radicalization is an interactional 
process between individuals, social groups, and institu-
tional actors. Two parallel types of interaction take place: 
on the one hand, social movements clash with authori-
ties, which contributes to the justi!cation of violent 
norms and increases radicalism; on the other, support 
networks provide the radical groups and its members 
with logistical help, motivation and symbolic rewards 
(consider the idea of the noble ‘martyr’, for example). 
Radicalization may often spring from frustrated 
attempts to attain political or ideological goals through 
nonviolent means, and early instances of opposition by 
the status quo might lead to the splintering of organiza-
tions and movements into violent and non-violent ones, 
or individuals turning to groups with more extreme 
approaches.

3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).
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3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).
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3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).
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3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).
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3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 
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shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).

This chapter provides some useful starting points for 
those interested in P/CVE activities, from successful 
projects and programmes, to stories from former 
extremists.

4.1
SUCCESSFUL AND 
ACTIVE PROJECTS
4.1.1 No Hate Speech Movement
www.nohatespeechmovement.org

Description
The No Hate Speech Movement (NHSM) campaign is a 
project created by the Council of Europe and led by 
organisations around Europe, that aims to combat hate 
speech, racism and discrimination online and o%ine. It 
promotes equality, human rights and diversity. The 
project was launched in 2013, involves activities in 45 
implementing countries in Europe and beyond. They 
run a series of campaigns, some of which are still active 
today.

Aims
The main principle of the campaign is to mobilize 
young people to participate in the !ght against hate 
speech online and o%ine. In this way, youth become 
the agents of change -
promoting human rights and acting as role models for 
other young people. The movement supports educa-
tional activities for action against hate speech. It devel-
ops and distributes tools for detecting and opposing 
the problem, promotes media literacy, and enables the 
participation of conscious young people all over the 
world in internet governance.

Strategies and Methods
The main campaign structure is a big network of 
youth-led or youth-facing organisations from across 

Europe who work at the local level. Every member state 
has a National Campaign Committee which organizes 
and manages national-level campaigns. This way di"er-
ent initiatives and tools work can be tailored for each 
country and community.

Results
Various online platforms, campaigns and organizations 
have been launched as a result of the work of the main 
campaign. The online platform for joining the team of 
activists is a place for anyone to share their story, video 
or other materials with testimonials on the topic of hate 
speech. There is also a platform for tracking and report-
ing hate speech content found online, called Hate 
Speech Watch. It provides digital citizens an opportuni-
ty and tool to identify, classify and take action where 
otherwise they would not be able to.

4.1.2 Les Promeneurs du Net
https://promeneursdunet.fr

Description
This French initiative o"ers guidance to young people 
to help navigate the online space, address any 
concerns they may have, as well as creates o%ine 
educational projects for young people regarding 
internet safety. The initiative was launched in 2014 and 
is still active at the time of writing.

Aims
Les Promeneurs du Net sees their mission as a project 
for raising awareness of digital citizenship, building the 
capacity of youth in the digital space, and developing a 
culture of digital resilience. 

Strategies and Methods
Special digital educators work with youth on social 
media and other social platforms where youth interact. 
The professionals observe, guide and help young 
people through the digital realm, especially in cases 
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3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).

where they encounter extremist or hateful content.
Results
The project has resulted in a series of educational tools 
and resources, which are available on their website, as 
well as hundreds of youth whose digital capacity is 
built. The online platform has collected other resources, 
information packs and testimonials of “Les Promeneurs” 
and other stakeholders, sharing their experiences and 
advice.

4.1.3 Equal = Equal?
 
Description
A program implemented in primary and secondary 
schools of the Netherlands is based on the method of 
peer-peer education. The project has been on since 
2008 and developed by Diversion, a company for social 
innovation.

Aims
The project`s mission is to educate children and young 
people according to the principles of human rights, 
inclusion and appreciation of diversity. It promotes 
democratic citizenship and digital pro!ciency, and 
encourages tolerance and collaborative skills.

Strategies and Methods
Equal = Equal? provides public and private school 
teachers and other educators with the tools and meth-
ods necessary for detecting and addressing discrimina-
tion. It also focuses on young people from groups of 
minorities who can become role models for their peers 
and encourage their initiatives in countering discrimi-
nation.

Results
The project has reached around 700-800 classrooms, 
involving 150 peer educators and coaches. Scienti!c 
research has proved the e#ciency of the program in 
positively in$uencing and educating young people 
regarding the issue of radicalization. It helped them 
perceive various forms of diversity with respect and 

acceptance.
4.1.4 180 Degree Turn
http://180gradwende.de/

Description
This initiative started in 2013 and is still running in the 
German cities of Cologne, Bonn, Leverkusen, Bergisch 
Gladbach and Rhein-Sieg-Kreis. It is funded by the 
German Ministry for Family A"airs, Senior Citizens, 
Women and Youth. The project was incepted after the 
racially-aggravated, Islamophobic murder of Marwa 
El-Sherbini by Alex Wiens in 2009.

Aims
Their mission is the social prevention of radicalization 
of teenagers and young adults. It aims to educate 
young people about the issues of diversity and human 
rights as well as detecting radicalization at its roots and 
preventing escalation to violence.

Strategies and Methods
The project has gathered a team of hundreds of youth 
volunteers, with a goal to spread the ideas of peaceful 
coexistence. The team created helpdesk, projects for 
schools and youth centers in prisons in order to reach 
their audience of other youth. It also works on building
long-term cooperation with local police departments. 
The broad network of volunteers includes coaches, 
multipliers and local authorities that help disseminate 
counter-narratives in their communities. With such a 
diverse range of actors, they hope to improve the 
sustainability of the project.

Results
Among the outcomes of the campaign are a number of 
training modules in the !elds of xenophobia, 
con$ict-resolution, human rights, radicalization and 
others.

4.1.5 FORESEE
http://www.foresee.hu/
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3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).

Description
FORESEE is a Hungarian non-governmental research 
group working on the prevention of con$ict at schools, 
prisons and inside of local communities since 2008. The 
multi-agency team - among which are members of 
underprivileged groups, local and international bodies,
educators, NGOs, researchers and policy makers - have 
created several projects using complex tools and meth-
odologies. They are partners with multiple national and 
European programmes.

Aims
The main aim of FORSEE was to prevent con$ict and 
radicalization through research and learning, !nding 
holistic solutions to social problems and issues, free 
from the narrow constraints of just a single approach.

Strategies and Methods
Various projects have included using mediation and 
restorative justice as a tool for con$ictresolution in 
prisons, capacity-building of youth in the !eld of CVE 
and peaceful communication skills, as well as commu-
nity engagement programmes.

Results
After each project is completed the team provides a 
comprehensive study evaluating its results which can 
be viewed on their website. Additionally, they have 
produced a series of videos and educational !lms for 
use at schools, local communities and by actors within 
the judicial system. Every year they conduct a number 
of workshops and trainings as well as research papers 
on responsible communication, relationship-building 
and peace.

4.1.5 The Youth Civil Activism Network
www.youthcan.net

Description
This project, run by the CVE organisation, the Institute 
for Strategic Dialogue based in London, was launched 

in 2015 in Oslo, Norway. It brings together a network of 
young activists from around the world to counter hate 
speech and extremism. Over the last !ve years, its 
scope and geography have grown. YouthCAN specializ-
es in providing youth the tools to counter extremism 
themselves in their communities.

Aims
The program trains young people between 18 and 29 
years old to address, react and prevent extremism in 
their communities. It helps individuals connect with 
authorities and policy-makers, as well as local experts, 
at both local and international levels. It supports activ-
ism and specializes in a grounded, practical approach.

Strategies and Methods
The program provides young activists with training and 
workshops that help them counter extremism in their 
schools, among their friends and communities. Three 
groups of activists are targeted for training and cooper-
ation: young people from 18 to 29, vulnerable or at-risk
youth and local policymakers.

Results
With the support of YouthCAN, young activists globally 
have launched over 40 counter speech campaigns. 
They have produced a series of practical reports, such 
as guidance for youth activists in the !eld of P/CVE in 
2016, and a survey report of 1000 activists in 2019. A 
number of workshops have been run across Europe, the 
Middle East, South-East Asia, North and East Africa. 
Today the network includes more than 1400 members 
in 130 countries.
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3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).

4.2
SOCIAL INITIATIVES 
& CAMPAIGNS
4.2.1 The Human Library
https://humanlibrary.org/

The Human Library is a project that provides a safe 
space for dialog where topics are discussed openly 
between ‘human books’ and their readers. It was creat-
ed in Copenhagen in the spring of 2000 by Ronni 
Abergel and his brother Dany and colleagues Asma 
Mouna and Christo"er Erichsen. It aims to improve civic 
engagement and to better understand diversity in 
order to help create more inclusive and cohesive 
communities across cultural, religious, social and ethnic 
di"erences. It provides an opportunity for members of 
minorities who have experienced discrimination to 
share their stories and gives an opportunity for those 
who might be prejudiced against certain groups to 
meet with people unlike them and challenge their 
stereotypes.

4.2.2 No Hate Ninjas
https://nohateninja.tumblr.com/

A light, positive attitude and humorous tone has 
become the key to success for No Hate Ninjas, a Portu-
guese initiative from 2013. The collective of young 
people who called themselves Ninjas produced 
memes, posters, videos and jokes to spread across the 
internet and challenge stereotypes and hate speech by 
demonstrating its absurdity in a humorous way. After 
the success of the project online, the Ninjas went 
o%ine and travelled, exhibiting their works around 
Portugal and other countries of Europe. They have also 
produced a number of $ash mobs and workshops. They 
have produced a 5-minute !lm, “No Hate Ninja Project – 
A Story About Cats, Unicorns and Hate Speech” which 
can be found on YouTube.

4.2.3 Trojan T-Shirts
https://www.youtube.com/watch?v=CSIbsHKEP-8

In 2011, the EXIT Germany de-radicalisation organiza-
tion, implemented a project called Trojan T-Shirt. The 
plan was inspired Homer’s Odyssey: 250 t-shirts were 
donated to a German right-wing rock music festival 
anonymously. The print on the t-shirts said “Hardcore 
Rebels – National and Free”, and were happily distribut-
ed by the organizers to the audience of the festival for 
free. However, after the !rst wash the print disappeared 
to reveal another one: “What your t-shirt can do, you 
can too – we help you to leave the right-wing scene.
EXIT Germany”. In addition to the 250 people directly 
a"ected, the campaign went viral on social media, and 
in that same period the number of people who contact-
ed EXIT to leave the right-wing scene increased signi!-
cantly.

4.2.4 English Disco Lovers
In 2012 four friends from London decided to create a 
web-based movement aiming to undermine the signif-
icance of the abbreviation ‘EDL’, usually referring to the 
English Defense League, a British far right Islamophobic 
organization. By creating their own movement and 
using the EDL abbreviation for their English Disco 
Lovers website, the activists began a competition for 
Google algorithmic status. Their goal was to appear in
search !rst, using search engine optimization (SEO) 
mechanisms. The group organised a number of o%ine 
events to promote democracy, peace and inclusion as 
well as increase the popularity of their website. The 
slogan they used was “one world, one race, one disco”.



3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).
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CHAPTER V
WHAT TO DO 
IN THE COMMUNITY
As members of our communities, we all have a respons 
bility for the countering of extremist, hateful or divisive 
messages and narratives that may threaten societal 
cohesion. It’s important that the role of developingcom-
munity counter-narratives is not purely adopted by 
NGOs or national and local governments, but also by 
grassroots activist and civil society sectors. These sectors 
have better knowledge of the speci!c community issues 
that may give rise to extremism, more understanding of 
the most e"ective or sensitive approaches to take when 
countering it, and extensive networks of key community 
leaders and in$uencers that can help deliver the 
message. Most importantly is that they understand the 
various layers of prevention from a local perspective and 
can provide vital insight to the !eld.

The activist can function as an educator and/or as a 
community organizer building networks with local 
leaders and authorities. Furthermore, due to their 
on-the-ground presence, activists can be instrumental in 
gauging at-risk individuals and spotting social interac-
tions that might be conducive to radicalization, contrib-
uting to the early warning and prompt intervention 
strategies. Among the activist’s tasks there may be the 
building of resilience at the individual and community 
level, supporting the dissuasion of at-risk individuals 
through tailored support plans involving social workers, 
mental-health professionals, religious authorities, and 
civil-society representatives — one of their goal being 
the reduction of social isolation, and the replacement of 
ties to extremist groups with alternative group member-
ships serving as “positive community connections” 
(Executive O#ce of the President of the United States, 
2011)33.

Activism could also involve the dissemination of coun-
ter-narratives to extremist ideas. For example, us-ver-
sus-them thinking and scapegoating worldviews as a 

response to grievance can be actively challenged 
through strategic counter-narrative communication 
strategies (U.S. Attorney's O#ce, 2015).
Importantly, activists could establish links to community 
stakeholders and build on their trustworthiness within 
the community to convey the message more e"ectively 
through an insider, rather than as intruding agents. 
Activists could be instrumental in designing and
implementing community-based educational programs 
to prevent youth radicalization through the develop-
ment of digital and information literacy skills, promoting 
pluralist humanist values, deconstructing negative 
stereotypes, and fostering peaceful dialogue (United 
Nations O#ce of Counter-Terrorism, 2015).

Among other measures, the Swedish International 
Development Agency (SIDA, 2017)34 proposes that 
Prevention of Violent Extremism (PVE) programs should 
include rehabilitation and reintegration strategies 
involving wide community engagement, the strength-
ening of state-citizen con!dence, and community-led 
prevention initiatives focusing on educational activities 
supporting critical thinking, civic engagement, and 
social cohesion. For example, a 2014 pilot project in 
Boston encouraged schools to develop programs with 
the aim of improving the students’ social and interper-
sonal skills, selfadvocacy, digital literacy, con$ict-resolu-
tion, and critical thinking, as well as democratic values 
and a sense of belonging (U.S. Attorney's O#ce, 2015).



3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).
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5.1
PREVENTION
PYRAMID
Extremism can encompass all of the following:
. It can be harbored by an individual or by a community
. It can evolve from non-violence to violence
. It can arise from a multitude of ‘push’ and ‘pull’ factors.

Because extremism is complex, any prevention meas-
ures or counter-narratives aimed at tackling the issue 
would have completely di"erent overarching objectives 
in mind. These would look at exactly what issue they 
were trying to tackle – the ‘problem identi!cation’ – and 
design a response around that.

A useful instrument that’s been particularly e"ectively 
deployed in the education sector is the ‘Prevention 
Pyramid’35. The tool is used to optimise one’s approach – 
policy or practice – to prevention, by !rst identifying 
what the issue is and what an appropriate response 
might be.

Each level represents both a range of speci!c issues as 
well as a range of potential solutions to them:

- Level 0: The Broad, Societal Context. This context 
might include inter-community relations, historical 
grievances, religious or demographic make-up, cultural 
needs and values, political allegiances and more.

- Level 1: The Living Environment. The environment an 
individual lives in is important. This doesn’t refer to the 
cleanliness or aesthetic of their surroundings, although 
these are of course important, but the kinds of life expe-
riences and lessons they are exposed to: negative or 
positive family and school upbringing, an atmosphere of
celebrating diversity or enforcing discrimination, an 
exposure to di"erent religious and cultural groups or 
isolation from them.

- Level 2: General Prevention. This is about tackling 
how communities make sense of their environments 
and the context in which they’ve found themselves. 
Each community, because of their di"erent contexts, will 
have a di"erent set of experiences, beliefs and attitudes 
compared to each other. Solutions have to identify how 
their context shape their attitudes before addressing 
them.

- Level 3: Speci!c Prevention. Rather than focusing on 
a whole community, this level looks at the individual: 
how their relationship within their community, their 
experiences over time, and their political, societal, 
cultural and religious context might have led them to 
harbor a speci!c set of attitudes and beliefs.

- Level 4: Tackling the Problem. This level is particularly 
centered on when those attitudes and beliefs cross the 
line into action, sometimes illegal or even violent. Identi-
fying the problem requires an examination of the other 
levels, and any solution must try to unravel or address e

While this tool was originally designed for local and 
national government policies, and applied through 
various projects to measures that can be used in schools, 
the pyramid can also be used to help identify what coun-
ter-narrative campaigning approach to take.

To provide some examples here some proposed coun-
ter-narrative approaches to the problem in the following 
table, according to the level being tackled. Importantly, 
each stage of the approach builds on the last, so that one 
campaign can tackle the spectrum of levels of the prob-
lem. Please note that the list is certainly not exhaustive 
but used as an illustration.



3.1
INFLUENCES
What is the line between a good and a bad in!uence?
The wish to take political action and bring about 
societal change may be a valuable resource in the 
common e"ort towards an ever more just society. The 
endorsement of competing political attitudes compli-
cates the distinction between desirable and undesira-
ble political engagement. Whether social, religious and 
media in$uences are to be considered good or bad will 
depend on whether they promote peaceful political 
mobilization, or if they advocate extremist, violent 
courses of action. To this end, a de!nitional distinction 
must be drawn between political mobilization, and 
radicalization as the process leading to violent extrem-
ism (Smith et al., 2020)20.

In a previous chapter, we have discussed the de!nitions 
of extremism, violent extremism and radicalisation. 
Based on these, a criterion to determine whether 
in$uences are ‘good’ or ‘bad’ can be made dependent on 
whether the advocated views seek to inspire pluralist 
political engagement in line with liberal democratic 
values, or whether they appeal to motivations, and a 
course, of violent action re$ecting political positions 
that are evidently hostile to constitutional and pluralis-
tic principles.

When it comes to distinguishing between good and 
bad in$uences, particular attention should be dedicat-
ed to the narrative framing used to attract the young 
target audience, and whether it presents violent politi-
cal measures as a valid, or even morally mandated, 
means to overcome feelings of frustration, alienation, 
and existential doubts. Good in$uences, on the other 

hand, would appeal to the same insecurities and 
socio-emotional demands, but embed them in a 
sustaining and validating social network conveying a 
convincing narrative which presents nonviolent polit-
ical and social engagement as the appropriate 
course of action and development.

3.2
MEDIA AND 
DIGITAL MEDIA
How do they in!uence our lives and how should 
we build young people’s ‘Digital Resilience’?
The internet can promote prosocial attitudes and civic 
participation, but it can also boost political polarization, 
extremism, and antisocial behavior (Tucker et al., 
2018)21. Due to its global reach, to the algorithm-medi-
ated virtual environments that expose people to selfre-
inforcing information loops (“!lter bubbles”), and to 
social media’s propensity to facilitate the agglomera-
tion of users into clusters of people sharing similar ideas 
(“echo chambers”) (Geschke et al., 2019)22, online 
spaces are potential hotbeds for radicalization (Neo et 
al., 2016)23.

As Milan (2015)24 notes, the nature of social media 
enables users to call upon fellows and opponents via 
the use of tags, mentions, and citations: “By including 
other participants in the story,” she explains, “one 
appeals to and reproduces the commonalities and the 
oppositions typical of collective identity” (p. 7). Among 
the mechanisms associated with group identi!cation 
there is intra-group solidarity, but also intergroup 
competition, viewpoint polarization, and hostility. By 
reproducing group dynamics, social media may mobi-
lize users into o%ine violent collective action if the 

shared grievances become associated with extremist 
worldviews that reproduce simplistic, good-versus-bad
(“Manichaean”) explanations, and provide their adher-
ents with a convenient scapegoat.

The link between online activity and o%ine violent 
action is, however, still poorly understood. As Neo et al. 
(2016, p. 1129) remark, “[t]he ‘loudest’ online members 
(that is, those engaged in the most vigorous and 
aggressive forms of online interactions) may not, in fact, 
be the ones most likely to engage in violence. Likewise, 
the most passive ones are not automatically the most 
peaceful either.”

Applying an epidemiological framework to study the 
spread of extremist propaganda on social media, 
Ferrara (2017)25 found that a few in$uential extremist 
supporters were responsible for highly-infectious 
cascades of extremist propaganda spreading across the
internet. Consequently, identifying and suspending 
such accounts will have a sizable impact on the circula-
tion of extremist information. The removal of extremist 
content by the authorities or social media companies 
seems to have some deterrent e"ect in keeping individ-
uals from engaging with extremist material, and it also 
curbs the ability of extremist groups to reach their 
target audience. Conversely, individuals drawn towards 
violent action may !nd it more di#cult to reach recruit-
ers or already-active groups (Neo et al., 2016).

As noted by Reynolds and Parker (2018)26, teenagers 
approaching the end of their secondary education 
enter a period associated with a particular risk of 
radicalization. Driven by the challenge of shaping their 
adult identity, longing for adventure and signi!cance, 
and motivated by newly-formed political and social 
aspirations, young people may gravitate towards online 
groups bound by extremist ideologies. Reynolds and 
Parker further argue that to counter the threat of online 
radicalization, young users must be educated to engage 
critically and responsibly with online content, develop-

ing a set of attitudes and skills that provide them with 
“digital resilience” to extremist grooming and online 
exploitation.
Such skills include the ability to spot manipulated 
images; recognize biased news; learn how to deal with 
hate speech; understand the functioning of echo cham-
bers and !lter bubbles; and identify disinformation in 
the form of fake news and propaganda. A main goal of 
enhanced digital resilience is to reduce the likelihood 
that young people uncritically absorb extremist content 
and join extremist networks. Furthermore, “digital 
citizenship education” aims at heightening young 
people’s awareness of their online role and of the e"ect 
their online interactions have on other people. 
Altogether, an educational e"ort may encourage them 
to adopt leadership positions concerned with citizen-
ship building and democratic activism.

3.3
SOCIAL NETWORKS 
AND FRIENDS
How do they in!uence our lives and how 
should we protect ourselves?
Contrary to what it might seem, the use of social 
networks triggers the feeling of less happiness. From 
several studies carried out on the topic, it is clear that 
the use of Facebook was linked to less happiness and 
less satisfaction with life - the greater the daily use of 
Facebook, the more the decrease in these variables was 
observed. Everything points to the fact that Facebook 
evokes a perception of social isolation, in a way that 
other solitary activities do not. Social media, and 
Facebook in particular, provides an invaluable resource,
allowing people to connect instantly. But, instead of 
contributing to positive feelings, the study indicates 
that the interaction generates the opposite result and 
can harm it. In fact, another study found that the use of 
social media is linked to greater feelings of social 

isolation. According to another study, the more time 
people spent on social media, the more they felt socially 
isolated.

Comparing our lives with other people is mentally 
damaging, and this in$uence on our lives is quite worry-
ing. So, part of the reason why social media makes 
people feel absent from social relationships (even if 
they aren't) is the comparator and the competition we 
feel with others. This happens when we browse our 
feeds, and make verdicts about all the content we 
evaluate.

O%ine, groups of peers and intragroup interactions 
have been found to play a crucial role in the process of 
radicalization, to the point that radicalization itself can 
be conceptualized as a group process (Smith et al., 
2020; Whitehouse et al., 201427; Atran, 201028; Thomas et 
al., 201429). A commonly identi!ed risk factor in radicali-
zaton is the individual’s overidenti!cation with a group 
at the expense of all others, leading the individual to 
become “fused” with the group (Swann et al., 201230). 
Broadening an individual’s social ties so as to promote 
identi!cations across multiple social groups thus 
contributes to increasing the individual’s resilience to 
extremist ideology and behavior.

Even when some radicalized individuals may be physi-
cally isolated ‘lone actors’, they are not so psychological-
ly: by feeling a sense of ideological a#nity and solidarity 
with others, they engage in social identi!cation with a 
group with whom they form a strong sense of psycho-
logical and a"ective attachment. Drawing from the 
literature on collective action and social identity, Smith, 
Balckwood, and Thomas (2020) move away from the 
focus on the individual as a disconnected unit possible 
of undergoing radicalization, proposing instead that 
“radicalization is fundamentally a group socialization 
process through which people develop identi!cation 
with a set of norms—that may be violent or nonvio-
lent—through situated social interactions that leverage 

their shared perceptions and experiences” (p.327).

It is not so much at the level of individual psychological 
processes that the roots of
radicalization have to be sought, but rather at the level 
of small-group interactions that convey a sense of 
excitement and purpose around shared grievances. 
How the group’s ideology frames such grievances, how 
it categorizes intergroup relations, and whether resort-
ing to violence to redress the grievances is portrayed as 
a legitimate or even inevitable course of action to rectify 
perceived injustices, will determine whether radicaliza-
tion is likely to occur.

So in order to reduce radicalisation online, a series of 
steps must take place to ensure that youth can have a 
social existence in the o%ine space too. But simultane-
ously, it must be ensured that in the o%ine space they 
are not there too being socialised down a path of 
radicalisation, and instead be utilising the network of 
friends and families that individuals may have to better 
ground and connect them. Friends are often the !rst 
ones to recognize that someone in their group is falling 
prey to extremist ideas, and are thus in a privileged 
position to intervene (Kudlacek, 2018)31, more so than 
family members (Atran, 2014). Conversely, radical voices 
within groups of friends may contribute to consensual-
izing a set of grievances, eventually turning them into 
the basis of the group’s identity, and connecting violent 
norms to them.

In order to therefore develop e"ective CVE strategies, 
it’s important to be more e"ective at making sense of 
the current context, with the support of a network of 
friends, peers and families, than extremists do - 
especially online.

3.4
GROUP OF EXTREMISTS 
AND PROCESS 
OF RECRUITMENT
How do they recruit and how can we protect 
ourselves from indoctrination?
As emphasized in previous chapters, people radicalize 
because personal risk factors—such as marginalization, 
social isolation, loss of signi!cance, or need for belong-
ing—meet a social group that helps to explain and 
share felt grievances and enables the resort to violence.

Indeed, what groups o"er is more than a mere feeling of 
belonging, functioning rather as a dynamic sense-mak-
ing mechanism that contributes in de!ning one’s 
personal identity and the way in which it relates to 
others. What extremist groups o"er is a particular 
containment for self-esteem, signi!cance, social valida-
tion, and purpose that is built around shared perceived 
grievances; and a shared, understanding of violence as 
the proper way to redress injustice.

“Demystifying” the malevolent in$uence of extremist 
groups would consist in undermining the appeal of 
their message by providing a convincing fact-based 
counter-narrative, but also in providing the grounds 
for identi!cation with group memberships bound by 
nonviolent norms that ful!ll the same needs for signi!-
cance, meaning-making, and pathways for addressing 
perceived grievances and injustices.

Individual-level interventions aimed at hindering 
recruitment by extremist groups may focus on 
resilience building, involving local intervention teams 
with the goal of improving critical thinking, digital 
literacy, interpersonal and social skills, and con$ict-res-
olution skills, so as to foster social inclusion and 
strengthen social and familial bonds (U.S. Attorney's 
O#ce, 201532; Reynolds & Parker, 2018).

Critical thinking skills are essential to create a distance 
between the messaging of extremist ideas and the 
appeal for their intended audience. As Reynolds and 
Parker (2018, p. 4) explain, “Many former recruiters for 
extremist organisations will tell you the same thing; that 
a young person with a grievance who has not been 
taught critical thinking skills or media literacy is a 
perfect target.” Recognizing fake news, inquiring about 
the motivations underlying political messages, and 
discerning the emotional character of political narra-
tives are important skills allowing young individuals to 
act as pacifying agents rather than to be swept up by 
the appeal of extremism. 

Individual aptitudes must however be coupled with the 
active provision of positive community connections 
aimed at reducing isolation, which otherwise may lead 
to individuals gravitating to o%ine or online extremist 
communities that pursue violence. Emphasis should be 
laid on interaction between groups and with authori-
ties, who in turn ought to be educated about the social 
identities of various groups, their moral values, their 
common stereotypes when interacting with other 
groups, and their previous history with them.

Importantly, therefore, the grievances expressed by 
vulnerable individuals, and the groups to which they 
belong, must be acknowledged as authentic and valid, 
so as to make available a non-violent institutional chan-
nel for the voicing of perceived injustices, which in turn
would make the resort to violence unnecessary and 
unappealing (Smith et al., 2020).
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THE PREVENTIONS 
PYRAMID (John Declerck)

Attitude formation Structural approach

Nonproblem 
oriented 
approach

Problem
oriented 
approach

Level 4
Backling 

the problem

Level 3
Speci!c prevention

Level 2
General prevention

Level 1
Improvement of the living environment

Level 0
Broad, societal context (political, social, cultural, ecological)

5.2
THE ROLE 
OF THE ACTIVIST
Approaches like these help address a problem or issue 
across multiple facets. P/CVE activists have a self-as-
signed responsibility to deploy e"orts and initiatives to 
counter extremist narratives and prevent extremism as 
e"ectively as possible, using whatever means and 
resources are at their disposal. Often, unfortunately these 
resources are sometimes not enough to do what would 
be ideal in addressing the issue, and before starting to 
develop a campaign or project it’s important to take 
stock of what kind of campaign you have the potential to 
run. Types of resources one might consider include: 
!nancial capital, skills among the team, time availability, 
social media pages or websites, networks of key in$uenc-
ers or community leaders, event spaces, access to the 
creative arts, or technological capabilities.

5.3
IDENTIFY THE 
NEED/ PROBLEM
After having identi!ed what overall issue needs to be 
addressed, and the capabilities and capacities available 
to do so, it’s important to delve into the exact problem 
and the needs surrounding it. As was demonstrated in 
the prevention pyramid example above, a problem has 
many di"erent layers and factors to consider, and there is 
never going to be a single solution.

In order to develop measures to prevent and counter 
extremism, therefore, it is absolutely crucial to not only 
identify a problem but to research and analyze it as much 
as possible. Following the pyramid example above, the 
process of analyzing the problem would contain the 
following steps, with some suggested approaches:
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5.4
DEVELOPING 
A P/CVE CAMPAIGN 
OR INITIATIVE
Now that the issue is understood, the problem identi!ed 
and capacities and capabilities are mapped, it’s possible 
to begin to develop initiatives to counter the extremism 
or extremist narrative.

There have been many resources and toolkits produced 
over time dedicated to simplifying the !eld counter-nar-
rative development. These include the Counter-Narrative 
Toolkit b the Institute for Strategic Dialogue36, a Brie!ng 
Paper by the ICCT and Hedayah37, a study and recom-
mendations paper by acclaimed CVE academics Kurt 
Braddock and John Horgan38 as well as many more.

One innovative approach taken by the Radicalisation 
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Awareness Network condenses the framework for devel-
oping counter-narratives into what they call the GAMM-
MA+ model39:
. GOAL: broadly, what you wish to achieve and what your 
unique capability is to do so. These should be clear, realis-
tic and measurable and not confused with a vision
which is the long-term destination you want to reach.
. AUDIENCE: who you need to reach to achieve your 
GOAL. Identifying a target audience includes more than 
just knowing their demographics (i.e. age, gender, 
religion etc.), and should extend to factors such as their 
needs and motivations, their behaviors, those that 
in$uence them, those that they in$uence, and their belief 
systems and attitudes.
. MESSAGE: what you want to convey to your AUDIENCE, 
and what you will achieve by doing so. This narrative 
needs to resonate with the target audiences’ needs and 
should focus on providing an alternative option to 
extremism based on the analysis conducted in advance 
of the campaign development.
. MESSENGER: those who can support you in delivering 
the MESSAGE most e"ectively. These are individuals 
considered credible by the target audience and who they 
may listen to for a variety of reasons. They could be youth 
workers, religious or community leaders, online in$uenc-
ers, certain journalists or politicians.
. MEDIUM: the mechanism through which the MESSEN-
GER delivers the message. This relies on thoroughly 
understanding your target audience’s media consump-
tion patterns, and could be online or o%ine. For example, 
if a certain demographic is more active on Snapchat than 
Twitter, a campaign delivered on the latter may fail
to have the intended e"ect, if at all.
. ACTION: this is otherwise thought of as the ‘Call to 
Action’ and is a necessary step in any campaign, even in 
product marketing. The call-to-action clearly lays out the
behavioural change desired from the target audience. 
This must be more than just a desire to engage with the 
campaign, but a call to take further action after that 
engagement. For example, an advert for a petition might 

say ‘Click Here to Read More’ and the website it redirects 
them to will say ‘Sign the Petition’. These are both
calls-to-action but only the second brings you closer to 
your goal.
. + (MONITORING & EVALUATION): this we will cover in 
the subsequent sub-chapter, but broadly refers to the 
ongoing activity that allows you to keep track of the 
impact of your campaign and how it can be improved.
Of course, the outline provided above is an oversimpli-
!ed account of the full model developed by RAN. It’s 
important that before developing a counter-narrative 
campaign, the paper, which can be found here40, is read 
through and understood, along with the other tools and 
resources mentioned above.

5.5
MONITORING
AND EVALUATION
It’s impossible to know whether a campaign is ‘successful’ 
without !rst de!ning what success looks like and how to 
measure if it’s been achieved or not. Setting speci!c and 
measurable goals and objectives, as mentioned above, is 
a crucial !rst step in developing counter-narrative 
campaigns as it makes it easier to monitor and evaluate. 
These should be based on a ‘Theory of Change’ (ToC) that 
leads to real world impact.
Developing a ToC is not easy, and takes some time. That’s 
why whole websites have been developed in helping 
professionals and practitioners get a better grip of what 
it is and how to measure it. A great resource for this can 
be found here41.

Without delving too much into the detail here, a ToC is 
how and why impact is achieved, working backwards 
from the long-term vision, to how the project’s goal 
furthers it, to the speci!c objectives and milestones that 
are necessary to achieve the goal. They are causal, meas-
urable and meaningful.
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When developing a Monitoring & Evaluation (M&E) 
strategy, it’s important to bear in mind the ToC. Breaking 
down the goal into speci!c objectives and understand-
ing how to measure these are absolutely essential to 
knowing what is working and what is not in your 
campaign. They rely on a type of change occurring, an 
indicator to assess that change, and a tool to  make that 
assessment.

Here are some examples of objectives, ToCs, indicators, 
and M&E tools that can be deployed to reduce Islamo-
phobia in a particular school:

5.6
DO NO HARM
The principle of Do No Harm (DNH) is borrowed from the 
medical practice’s Hippocratic Oath, developed by Mary 
Anderson and applied to the !eld of peacebuilding in the 
1990s42. It is a catch-all term used to help practitioners 
understand the unintended, negative or damaging 
consequences of implementing a certain action or 
project. It’s important that the DNH principle is distin-
guished from a DNH framework.

A DNH principle will guide you in the development of a 
campaign, providing a lens through which to conduct 
research, implement the campaign, and perform M&E 
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etc. The principle should always be born in mind and can 
be condensed into the following phrase:
“It may be better not to do something, or even to do 
nothing, than to risk doing more harm than good”

This may be considered the litmus test of whether to 
proceed with an action: if the negative consequences of 
an action are very likely to outweigh the positive conse-
quences, and would not exist if the action was not 
performed, then I should not perform the action.

A DNH framework is conducted in order to both under-
stand the potential harms involved, provide strategies to 
prevent them, and design responses that mitigate their 
impact if they were to happen. When designing a frame-
work it’s important to remember that harm can be done 
outside of the immediate project action: for example to 
other individuals, to a community, to a society or to the 
ecology.

A DNH framework could be something akin to the follow-
ing, based on an example campaign designed around 
getting interviews from perpetrators of extremism. The 
DNH framework should always be tailored to the 
campaign’s speci!c needs:

5.7
ALLIES, 
INFLUENCERS 
& CREDIBLE 
MESSENGERS
Building your support base is extremely important for 
the successful implementation of a P/CVE campaign or 
initiative. A range of actors can help in developing the 
initiative, delivering it to the right people, maximizing its 
e"ectiveness or impact, providing necessary
resources and much more. These actors can be broken 
down into three main categories: allies, in$uencers and 
credible messengers. Here we explain a bit more about 
each one and provide some examples.

5.7.1 Allies
These are the actors that believe in your mission and 
support the speci!c objectives and goal of the initiative. 
They’re also those that have the professional capability to 
help develop or deliver it most e"ectively. Examples of 
Allies include:
   1. Local government: the ones who would be most   
e"ective allies will be the ones who value communi-
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ty-level change and seek to include civil society in local 
policymaking. With their support, certain resources such 
as event spaces, permissions, police protection or spon-
sorship may be accessed.
    2. National government: they serve an important role in 
creating a dialogue channel between the grassroots and 
national policy-making. They are also sometimes provide 
opportunities for funding.
   3. NGOs: think tanks, civil society organisations and 
social enterprises that work on similar issues to your 
initiative. They have established networks and impact, 
and can be used to both disseminate a message more 
widely and also feed into a project’s development to 
make it more impactful.

5.7.2 In"uencers
Those that enable you to access your target audience, 
either because they act as gatekeepers or because they 
can multiply your message among the target audience 
quickly. They can exist at many levels (for example 
community-level or national-level) and realms (online or 
o%ine). Choosing the most in$uencers to help dissemi-
nate your message will be largely dependent on the 
target audience you choose. Examples include:
    1. Celebrities or national icons: those that the public - 
and speci!cally your target audience - know, trust and 
emulate. With their reach on social media and presence
in the traditional media space they can transform your 
reach from the local-level to the national or even inter- 
national levels.
    2. Community leaders: in contrast to celebrities who are 
important for broad target audience reach, these 
in$uencers are important gatekeepers for reaching 
speci!c individuals - especially in target communities 
with strong communal values or who defer to elders, a 
matriarch or patriarch. By getting their buy-in you may 
get the buyin of an entire community.
    3. Peers and colleagues: those who have the mutual 
respect and trust of your target audience, but who 
already believe in the values or message you are deliver-

ing. These are especially important actors when target-
ing youth, as youth may feel cautious or dismissive of 
adult-led initiatives and prefer to defer to how their peers 
behave.

5.7.3 Credible Messengers
Similar to in$uencers in many ways, this group are specif-
ically those that can deliver your message most e"ective-
ly and credibly to your target audience, rather than just 
those who have access. They are people who share your 
values, while sharing cultural, political,
religious, ethnic, gender or other lived experiences with 
your target audience. Not only can they deliver most 
e"ectively, they can help shape your initiative to make it 
most impactful. Examples of these might include:
     1. Former extremists: those that have been de-radical-
ised and are seeking to help others do the same. Because 
they understand the process and mindset of extremists, 
and can speak their language, they are also people that 
extremists can relate to when the message is delivered to 
them on an individual-level.
    2. Religious leaders: many communities may revolve 
around the local religious institution or faith leader. They 
play an important function in their everyday lives and are 
believed and trusted. Having them to deliver the 
message at the communitylevel can help convince those 
that would otherwise be reticent to believe in your 
message or act in the way you seek.
      3. Political !gures: those who have established history 
in policy-advocacy or policychange. They don’t have to 
be politicians, but could also include activists, leaders of 
single-issue groups or bloggers. They have established 
trust among their followers, and by endorsing your initia-
tive or espousing its message can help in$uence them to 
believe your message.

You might have noticed that there are many overlaps 
between these groups: for example a political !gure is 
also in$uential and may be able to grant access to certain 
resources, therefore making them a member of all three 
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groups. Similarly a well-known activist could also be a 
celebrity with an established international NGO. These 
overlaps are important to recognise, because by choos-
ing allies, in$uencers and credible messengers that can 
serve additional functions you will also ensure that your 
initiative is done most e#ciently. The examples given 
above are purely illustrative, and you may !nd that the 
ones who are most relevant to your target audience are 
completely di"erent.

Just remember, when choosing your target audience and 
the message of your campaign, ask yourself the following 
questions to make your initiative most e"ective:
. Who would support us with the necessary resources 
to make the initiative successful?
. Who would help the initiative reach our target audi-
ence as widely or speci!cally as possible?
. Who would be the most believed among our target 
audience and actually help to have the impact we 
seek?

5.8
HOW TO 
FINANCE 
YOUR 
INITIATIVE
Financing an initiative is a tricky business. Depending on 
the scale of what you wish to achieve – the level of 
impact, the e"ect it has on behavior or attitudes, the 
reach among your target audience, or the extent to 
which they engage with it – the necessary cost may be 
anything from the hundreds to the millions of Euros. As 
such, a series of assessments have to be made before 
seeking funding.

The !rst assessment to make is what scale you want the 
initiative to take, bearing in mind whether you or your 
organization has the capacity to deliver that scale, 
whether it’s necessary and what resources you already 
have at your disposal.
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The second assessment to make is what will be achieved 
by doing it at that scale – what mission is being pursued, 
what objectives would be accomplished in its pursuit, 
what actions are taken to accomplish them.

The third assessment to make is which funding institu-
tion – these could be international governmental bodies, 
national governmental agencies or private foundations – 
share the same values or desire as your proposed initia-
tive: its mission, its objectives and its actions.

Once the concept of a project is established, its scale 
decided and a funding organization is identi!ed, it’s 
necessary to try to secure funding. While it’s possible to 
try to contact the funding organization directly to 
request funding, it is often an unfruitful approach. This is
because they are usually bound by bureaucracy, policies, 
regulations and goals.

Thus it is recommended instead to seek funding by 
looking for speci!c funding opportunities listed publicly 
on the institution’s website – these are usually colloquial-
ly called ‘Calls for Proposals’, ‘Grant Opportunities’ or 
‘NOFOs’ (Notice of Funding Opportunity) – or by 
fundraising.
Other useful places to look include: the websites of 
embassies residing in your country as they usually list any 
relevant funding opportunities speci!c to your commu-
nity, the corporate social responsibility sites of major 
international companies and platforms dedicated for 
networking, opportunities and resource-sharing 
between NGOs (such as EPLO or the PCDN).

5.9
SUSTAINABILITY
For all those seeking to make relevant impact in their 
communities – whether they’re organisations, activists, 
companies or governments – it is both their social 
responsibility as well as a matter of good practice to seek 
to make projects and initiatives sustainable. Sustainabili-
ty is mutually bene!cial in that it can:
    1. Ensure that a project can continue to have impact 
beyond the time and resource restrictions it may face.
     2. Empower local communities to take ownership of 
the project, thus providing them opportunity and 
reduce the centralization of project implementation.
      3. Enable the implementing organization to maxi-
mize the e#ciency of the project, as resources and 
the need for sta#ng thus become less restrictive.

There are many ways to ensure sustainability, including 
making sure it is continuously relevant, monitored easily, 
minimizes its ecological impact, providing economic 
opportunities for those it helps, requires minimal 
resources, is accessible or translatable, and/or can be 
multiplied easily.

It is not an easy process to guarantee or work into a 
project as it requires forward planning, adaptability and 
compromise. Luckily there is an abundance of resources 
available online to help organisations improve the 
sustainability of their projects and initiatives. Here are 
some examples of those resources, which we would 
recommend reading when developing your initiative:

      1. The Sustainability Assessment Tool
      2. A Methodological Approach for Assessing 
      Sustainability
      3. Fundamentals of Project Sustainability
      4. Sustainability in Project Management
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